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Abstract

Background: Medication errors represent a widespread, hazardous, and costly challenge in health care settings. The lack of
interoperable medication data within and across hospitals not only creates an administrative burden through redundant data entry
but also increases the risk of errors due to human mistakes, imprecise data transformations, and misinterpretations. While digital
solutions exist, fragmented systems and nonstandardized data hinder effective medication management.

Objective: This study aimed to assess medication data available across the multiple systems of a large university hospital,
identify a minimum dataset with the most relevant information, and propose a standard interoperable FHIR-based solution that
can import and transfer information from a standardized drug master database to various target systems.

Methods: Medication data from all relevant departments of a large German hospital were thoroughly analyzed. To ensure
interoperability, data elements for developing a minimum dataset were defined based on relevant medication identifiers, the
Health Level 7 Fast Health Interoperability Resources (HL7 FHIR) standard, and the German Medical Informatics Initiative (MII)
specifications. To enhance medication identification accuracy, the dataset was further enriched with information from Germany’s
most comprehensive drug database and European Standard Drug Terms (EDQM) to further enrich medication identification
accuracy. Finally, data on 60 frequently used medications in the institution were systematically extracted from multiple medication
systems used in the institution and integrated into a new structured, dedicated database.

Results: The analysis of all the available medication datasets within the institution identified 7964 drugs. However, limited
interoperability was observed due to a fragmented local IT infrastructure and challenges in medication data standardization. Data
integrated and available in the new structured medication dataset with key elements to ensure data identification accuracy and
interoperability, successfully enabled the generation of medication order messages, ensuring medication interoperability, and
standardized data exchange.

Conclusions: Our approach addresses the lack of interoperability in medication data and the need for standardized data exchange.
We propose a minimum set of data elements aligned with German and international coding systems to be used in combination
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with the FHIR standard for processes such as the digital transfer of discharge medication prescriptions from intensive care units
to general wards, which can help to reduce medication errors and enhance patient safety.

(JMIR Med Inform 2025;13:e64099) doi: 10.2196/64099
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Introduction

Medication Errors
In 2022, approximately seventeen million patients were treated
in German hospitals, of which more than 2 million were
admitted to an intensive care unit (ICU) for the treatment of
life-threatening conditions due to the dysfunction of one or more
organs [1], which inevitably requires the administration of
multiple medicaments [2]. As a result of the complexity of the
medication process, medication errors have been a frequent and
safety-relevant problem in medical care [3]. The first major
groundbreaking study that quantified this situation was the “To
Err is Human: Building a Safer Health Care System” report
conducted by the Institute of Medicine in the United States [4].
In recent years, as reported by the Joint Commission in 2020
[5], medication errors are involved in 5.4% of all severe injuries
or patient deaths, with a total annual cost of USD 42 billion
according to estimates of the World Health Organization (WHO)
[6,7].

This situation is caused, among other factors, by a lack of
interoperable pharmaceutical documentation systems [8] as well
as because many steps of the process (ie, prescription,
transmission of the information, and documentation) are still
highly dependent on manual input and prevent the
implementation of medication reconciliation systems (MedRec).
As a result, medication errors and adverse drug events related
to unintended medication discrepancies in electronic health
records (EHR) are still a major public health problem and are
listed unsurprisingly among the top 10 health technology hazards
for 2020 by the Emergency Care Research Institute [9-11].

Interoperability, Standardization, and Data Access
There is evidence that interoperable IT systems and the use of
international standards can help to mitigate medication errors
and facilitate the exchange of information across different
platforms and software used for drug prescription and
administration [12].

The Healthcare Information and Management Systems Society
defines interoperability as the capacity of at least 2 IT systems
to communicate by exchanging standardized data, allowing the
use of the exchanged information [13]. Its implementation in
the medication field is critical for the digital transformation of
drug prescription, administration, and research [14], and relies
on the employment of internationally standardized data and
terminologies.

For the health care industry, Health Level 7 (HL7) has provided
a comprehensive set of international standards for clinical and
administrative data transfer across software that numerous health

care providers employ to promote data exchange and
interoperability, including our hospital and its EHR. It remains
the most popular and widespread health care framework,
improving diagnostics, therapy, and patient safety and outcomes.
[15,16].

In 2011, due to the rapidly growing amount of health data, HL7
started developing the Fast Interoperability Resources (FHIR),
a standard that addresses the need for faster and better methods
for interoperable data exchange.

FHIR was designed to be flexible and adaptable, making this
standard easy to implement and suitable for a wide range of
clinical processes. It uses a modern web-based application
programming interface (API) [17].

For global standardization and interoperability of medication
data, the International Organization for Standardization (ISO)
has been developing the Identification of Medicinal Products
(IDMP) since 2012, providing a suite of 5 standards (ISO 11615,
ISO 11616, ISO 11238, ISO 11239, and ISO 11240) for
identifying and exchanging the information of each medicinal
product for human use throughout the world [18-23].

Although these standards were created for pharmacovigilance
purposes, over the years, the ISO IDMP standards have come
to support various other activities, including those related to the
norms for the unique identification and exchange of regulated
information about medicinal and pharmaceutical products.

In Europe, the European Medicines Agency (EMA) is the
institution responsible for gradually implementing ISO IDMP
standards through a plan and services based on four domains
of master data in pharmaceutical regulatory processes
(Substance, Product, Organization, and Referential [SPOR]),
which are crucial to ensuring interoperability [24,25].

In cooperation with the EMA, the European Directorate for the
Quality of Medicines and HealthCare (EDQM) promotes the
development of a common pharmacopoeia in Europe. In this
context and as part of the implementation of quality standards
for medicines, the EDQM [26] released the EDQM standard
terms, comprising terms and definitions to describe (among
others) pharmaceutical dose forms, routes and methods of
administration, administration devices, and units of presentation
[27], providing a legal and scientific basis for quality control
of medications from development to marketing as well as a
framework for the safe use of medicines on patients [28].

According to the EMA, the standards and services mentioned
above enable operational benefits, especially considering their
positive impact on the regulation of medicines and the
simplification of medication information exchange in Europe
and internationally. This higher degree of standardization and
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regulation aims to provide a framework to improve data transfer,
patient safety, and public health [29].

At the national level, the German Medical Informatics Initiative
(MII) is a federal effort dedicated to digitizing the German
health care system. As a part of this initiative, a medication task
force group has been established to leverage standardized
frameworks for different medication processes [30]. In addition,
the gematik [31] is the current organization responsible for the
federal telematics infrastructure (TI), a central platform for
digital applications. One central function of the gematik is the

definition and enforcement by law of binding standards for
services, components, and applications for the TI and the
implementation of standards’ specifications like FHIR,
SNOMED CT (Systematized Nomenclature of Medicine Clinical
Terms), and LOINC (Logical Observation Identifiers Names
and Codes). In the case of medication, the gematik is developing
the ISiK-Modules (Informationstechnische Systeme in
Krankenhäusern; English: Information technology systems in
hospitals) based on FHIR resources for exchanging medication
data [32]. An overview of the different standardization levels
is presented in Figure 1.

Figure 1. Visualization of the standardization levels of medicinal products. EDQM: European Directorate for the Quality of Medicines; EMA: European
Medicines Agency; IDMP: Identification of Medicinal Products; ISO: International Standardization Organization.

Responding to the need to make digital data assets and their
associated metadata more usable by machines and reusable by
humans, Wilkinson et al [33], developed a set of 15 guiding
principles for scientific data management and stewardship,
which are grouped into the four higher principles of Findability,
Accessibility, Interoperability, and Reusability (FAIR).
Implementing the FAIR Principles is relevant to improving
efficiency and access to research and health care data. Since
their publication, many authors have highlighted the benefits
of its adoption [34-36].

In contrast, the most comprehensive medication records in
Germany, such as the ABDA (Federal Union of German
Associations of Pharmacists) or ABDA-MED (ABDA
Medication Database) and MMI Pharmaindex Plus, are
commercial, proprietary databases that can only be accessed
under license, limiting public availability, and requiring
authorized usage for comprehensive pharmaceutical data
retrieval [37,38].

Objective
As our institution is not immune to the risk of medication errors,
and modern IT solutions for medication management are set to
be gradually implemented in the coming years, this paper aims
to (1) assess the extent to which medication systems in our
hospital use standardized medication data and comply with
established standards and (2) propose a proof-of-concept
FHIR-based interoperable solution with noncommercial,
standardized, minimal, and FAIR medication data to enhance
medication interoperability.

Methods

Departments Involved
The key units involved in the medication process were identified
by the Chief Medical Informatics Officer (CMIO) team before
the start of the study. Therefore, no additional partners were
required for this project. The study included the IT department,
the pharmacy, the PDMS used throughout the institution’s ICUs,
and selected general wards. It examined their databases, focusing
on data quality, standardization, storage, governance, and both
semantic and technical interoperability. The medication data
provided and extracted from these datasets were systematically
structured and classified to develop a standardized database.

Selection of Drugs and Data Components for the
Standardized Database
As medication datasets are not freely accessible by default for
safety and commercial reasons, governance staff responsible
for managing medication records on a particular stakeholder’s
software provided access to the data. They provided the authors
with access to the medication databases, detailed information
about the software communication protocols for exchanging
data, and the methods used to keep the information up to date.
The selection criteria for drugs included in this study’s novel
and standardized database were based on the 60 most frequently
administered medications in an anesthesiology ICU. These drugs
are documented using quick-access buttons in the medication
section of the ICU Patient Data Management System (PDMS),
designed for recording commonly used medications. For this
study, data related to these drugs were extracted from the
datasets of the units participating in the study, which used
different systems, and were integrated into our database.

We searched and selected data components from multiple
datasets used in the institution to develop a minimal, FAIR, and
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standardized dataset capable of accurately identifying every
single drug with the least possible amount of data. Our selection
was based on the Medication and Medication Request resources
of the HL7 FHIR standard, given a future modernization of
medication software. The following data elements for each drug
were included: drug name, institution-specific product number,
Pharmacy Central Number (PZN), Pharmacy Product Number
(PPN), Anatomical Therapeutic Chemical (ATC), and the
German Drug Substance Catalog (ASK) code.

Data provided from institutional databases was complemented
with records drawn from the most comprehensive German

medication register, the ABDA or ABDA-MED proprietary
database [39]. To ensure compatibility with European standards
[40], we added information available on the EDQM standard
terms [41], incorporating standardized data on administration
methods, intended site, and routes of administration. Ultimately,
all data was compiled into a single medication core dataset [42],
used to generate FHIR order message prototypes.

As summarized in Figure 2, the different pieces of information
were gathered according to their availability to the different
stakeholders as well as national and international databases.

Figure 2. Source of specific medication data and included data elements in the standardized database. ABDA: Federal Union of German Associations
of Pharmacists; ABDA-MED: ABDA Medication Database; ASK: German drug substance catalog; ATC: Anatomical Therapeutic Chemical; EDQM:
European Directorate for the Quality of Medicines and HealthCare; PPN: Pharmacy Product Number; PZN: Pharmacy Central Number.

Ethical Considerations
This work was conceived as part of an operative medication
project at Charité - Universitätsmedizin Berlin and the Berlin
Institute of Health (BIH) to assess the status quo and modernize
medication software and management across the institution.
The study did not gather patient data and focused solely on
general medication records that included drug information for
the analysis. Consequently, the authors did not pursue approval
from the institutional ethics committee.

Results

Overview
Multiple medication software and datasets were used throughout
the hospital. Medication software was provided by different
companies with limited data compatibility and transfer
capabilities between them. Different departments maintained
medication records separately. For these reasons, it was
necessary to contact the hospital staff responsible for each
medication software and dataset used to analyze medication.

The EHR maintained the relevant medication master data by
using the commercial medication database ABDA or
ABDA-MED as the basis for the internal medication data
managed by the IT department. A critical unit relying on this
information was the pharmacy. The pharmacy information

system (PIS) could exchange data directly with the ABDA-MED
database, demonstrating interoperability through the shared use
of the same database.

However, we found that the PIS lacked an interface to share
data directly with other systems, such as the ICU PDMS or
medication software in the general wards. Its working database
was a spreadsheet listing 3146 medications available in the
hospital’s drug storage, containing four data attributes:
institution-specific material number, PZN, drug name, and
manufacturer. In other words, apart from communicating with
the main database, the pharmacy was isolated and unable to
exchange information in an interoperable manner with any other
system involved in the medication process.

The assessment of the study ICU showed that medications were
always prescribed and documented in digital form using the
ICU’s PDMS. Nonetheless, the digital user interface (UI) was
founded on a spreadsheet-based database containing information
about 4818 drugs, which was compiled and imported manually
by a senior physician and an employee from the division of
clinical procedures.

The PDMS database contained nonstandardized information,
including drug ID, PDMS name, trade name, generic name,
active ingredient, medication family, main administration
method, application form, calories, weight, dosage, and
incomplete administrative data. The PDMS was also isolated
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and noninteroperable, as it lacked an IT interface to transfer
data to the EHR, PIS, or general wards.

The medication workflow in the examined general wards
required a medication application to digitalize the medications
prescribed to a particular patient. This system used data stored
in another proprietary dataset, the MMI Pharmaindex,
comprising the following information: ATC and ICD-10
(International Statistical Classification of Diseases, Tenth
Revision) codes, company type, country of production, molecule
type, pharmaceutical form, molecule unit, molecule nature, and
package unit. This software was incompatible with the other
medication applications mentioned earlier due to the absence
of an interface, and its data access was highly restricted.

In summary, we examined communication flow concerning
medication in a large hospital. This process spans across several
phases and departments, such as admission, ward, anesthesia,
ICU, pharmacy, inpatient stay, and discharge as shown in Figure
3. Little interoperability was found across the examined systems;
medication information was isolated and needed human
intervention to be exchanged. The absence of a central database
with uniform medication standards led to the maintenance of a
wide range of isolated, noninteroperable datasets by different
stakeholders, except for PIS and the IT Department, which used
the ABDA-MED database.

Figure 3. Visualization of pharmaceutical data flow within the assessed organization: Green lines represent departments where interoperable data
transmission has been successfully implemented, while black lines highlight areas where interoperability is still lacking. The visualization emphasizes
the significant work that remains to be done.

After analyzing various databases and identifying a minimum
dataset of the most relevant medication-related information, we
developed a standardized medication database. This novel
database incorporates a minimal set of FAIR-compliant data
for 60 drugs frequently used in our hospital’s ICUs, enabling
accurate identification of each drug. The final database includes

the following data: drug name, institution-specific product
number, PZN, PPN, ATC, ASK, and EDQM codes for
administration method, intended site of use, and routes of
administration. Examples of 10 drugs are shown in Figure 4. A
full version of the database is accessible on Figshare [43].
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Figure 4. Extract of 10 drugs and their standardized identification codes. ASK: German drug substance catalog; ATC: Anatomical Therapeutic Chemical;
EDQM: European Directorate for the Quality of Medicines and HealthCare; MN: Material Number; PPN: Pharmacy Product Number; PZN: Pharmacy
Central Number.

Technical Validation and Proof-of-Concept
Development
By using the developed database together with HL7 FHIR
specifications, we generated order messages for communication
within medication software (Multimedia Appendices 1 and 2).
These messages incorporated drug-specific, standardized data
essential for the exchange of information between various
software and applications. These are the messages that each
source node in the network would generate to be validated and
forwarded to its destination by the FHIR server.

Another essential aspect identified during the analysis of
medication prescriptions in the ICU was the standardization of
custom formulations, where a composition of 2 or more drugs
must be represented. These are frequently used in an ICU setting
and thus have high therapeutic relevance. In this regard, an
agreement between the IT and pharmacy departments was
established, introducing a new material number for identifying
compounded medications to comply with the proposed
standardization (Multimedia Appendices 3 and 4).

Discussion

Principal Results
This study assessed pharmaceutical records in a large university
hospital and proposes a standardized solution for digitalization
and interoperability across various medication systems and
datasets. Leveraging the HL7 FHIR standard, it outlines the
development of a proof-of-concept solution to enhance seamless
data exchange and integration.

As described by Lehne et al [44], noninteroperable systems lead
to undesired outcomes, such as redundant data storage, manual
data maintenance, data discrepancies, difficulty in drug tracking,
billing problems, inefficiency, and resource waste due to the
high costs and time demands on trained personnel. Manual entry
and transmission of medication information can contribute to
clinical staff dissatisfaction and pose risks of patient harm,
including errors that could result in injuries or death [45]. In
addition, these practices hinder extensive medication research
and artificial intelligence (AI) adoption [46-48], making
large-scale studies nearly unfeasible. They also impede the
implementation of closed-loop medication administration

(CLMA) and MedRec systems, which could significantly reduce
medication administration errors [49-51].

Integrating documentation software across different clinical
departments (eg, emergency room, normal ward, operating
room, and ICU) and including nonclinical areas (eg, pharmacy
or IT department) in data management remains an open
challenge. Therefore, a standardized central database and an
interoperable interface enabling seamless communication among
various software systems in hospital settings are needed.

At the time of analysis, our clinic lacked a central medication
database that considered all stakeholders in the prescription
process or the scientific reuse of data across departments,
leading to data isolation and lack of interoperability. This issue
is a crucial obstacle to enhancing patient safety and quality of
care. Consequently, the institution is undergoing a significant
overhaul of medication processes with FHIR standards playing
a significant role.

These challenges are not unique to our institution but represent
a global issue stemming from the general lack of standardization
[52]. Efforts such as ISO IDMP standards, EMA medication
guidelines, and local initiatives like MII and gematik [53] in
Germany are crucial and should be considered when developing
any IT medication solution. Overcoming obstacles such as the
absence of public medication databases is a significant public
health concern, as it directly affects data accessibility, exchange,
transparency, management [54], and reuse.

To tackle these issues, we propose a FHIR R4–based solution
designed to seamlessly import and transfer information from a
standardized drug master database to various target systems in
a configurable manner. Developed with an international
perspective, this approach aims to enhance interoperability and
standardization in medication data exchange.

The FHIR profiles used derive from the German MII, which is
currently only used for secondary purposes by our large hospital.
We rely on MII assets for terminology services, validation, and
profile conformance.

To implement this solution, we propose creating a FHIR server,
built upon an open-source FHIR implementation such as HAPI
FHIR. The server would facilitate the interoperable exchange
of medication data between existing hospital systems.

JMIR Med Inform 2025 | vol. 13 | e64099 | p. 6https://medinform.jmir.org/2025/1/e64099
(page number not for citation purposes)

Salgado-Baez et alJMIR MEDICAL INFORMATICS

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


In a messaging-based approach, the server could act as a
middleware between systems using FHIR messaging operations
for real-time bidirectional communication, with clients
publishing medication-related events that the server transforms
and forwards. Either of these solutions will use the MII
terminology service to validate medication codes. In the next
stage of our project, we will validate this approach in our
environment by developing an application for medication
management.

Its primary objective is to address and solve local challenges
while optimizing workflows for health care stakeholders both
nationally and internationally in the context of health data
management. By providing a nonproprietary, FAIR medication
core dataset, our solution has the potential to be integrated into
broader initiatives such as the European Health Data Space
(EHDS) [55]. This integration would promote secure, efficient,
and timely communication, as well as seamless use of electronic
medication data across the EU.

Furthermore, it is designed to meet the needs of physicians,
pharmacists, computer scientists, researchers, and administration
personnel while adhering to national and international IT
standards and guidelines, such as Germany’s Interop Council
for Digital Health [56] and the WHO’s 2020 global strategy on
digital health [57]. It aligns with the widely accepted perspective
that standardization and interoperability are crucial for
enhancing patient care and safety [58], improving workforce
satisfaction and productivity, and fostering research and
innovation. To the best of our knowledge, no comparable
proposal has been presented in the literature.

Limitations
This investigation has several limitations. Due to our
institution’s large size, we did not consider medication data
transfer and documentation of each general ward or ICU,
potentially overlooking an already interoperable solution that

could serve as a model for further development. However, given
the widespread use of diverse medication software standards,
an institution-wide analysis would likely reveal more
interoperability conflicts when implementing any IT solution.

In addition, although HL7 version 2.3 is the most popular and
widely used health care framework, we focused on FHIR due
to its efficiency, flexibility, and suitability for mobile
applications, her, and cloud communications [59,60].
Nonetheless, the database presented here could also be adapted
for HL7 v.2.3 thanks to its standardized structure.

Code Availability
All FHIR order messages were developed using Microsoft
Visual Studio Code Version 1.90.2 and are available without
restrictions on Figshare [61].

Conclusions
Our results show that it is very challenging to achieve
standardization and interoperability of medication records across
the different IT platforms used in a hospital ecosystem.

To address this situation, we propose a solution that facilitates
seamless data exchange among stakeholders using medication
software, leveraging FHIR standards to overcome system
disparities and data silos based on a noncommercial minimal,
and FAIR medication dataset. This approach seeks to streamline
digitization efforts across hospital departments, in key processes
like patient discharge from the ICU to general wards. Beyond
improving operational efficiency, our interoperable medication
solution can help to reduce errors, enhance patient safety, and
elevate the quality of care by enabling standardized data
exchange and seamless stakeholder communication across the
hospital ecosystem. Our study represents a conceptual proposal
for a future solution at this stage, with no specific application
or API interactions developed yet.
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Multimedia Appendix 1
FHIR (Fast Healthcare Interoperability Resources) order message prototype with instructions for requesting a single medication
(Propofol 1%) for a patient.
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[PNG File , 33 KB-Multimedia Appendix 1]

Multimedia Appendix 2
FHIR (Fast Healthcare Interoperability Resources) order message prototype with instructions for administration of a single
medication (Propofol 1%) to a patient.
[PNG File , 96 KB-Multimedia Appendix 2]

Multimedia Appendix 3
FHIR (Fast Healthcare Interoperability Resources) order message prototype with instructions for the request of a mixed medication
(Noradrenaline and Sodium chloride [NaCl]) for a patient.
[PNG File , 103 KB-Multimedia Appendix 3]

Multimedia Appendix 4
FHIR (Fast Healthcare Interoperability Resources) order message prototype with instructions for the administration of a mixed
medication (Noradrenaline and Sodium chloride [NaCl]) to a patient.
[PNG File , 176 KB-Multimedia Appendix 4]
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CMIO: Chief Medical Informatics Officer
EDQM: European Directorate for the Quality of Medicines and HealthCare
EHDS: European Health Data Space
EHR: electronic health record
EMA: European Medicines Agency
FAIR: Findability, Accessibility, Interoperability, and Reusability
FHIR: Fast Healthcare Interoperability Resources
HL7: Health Level 7
ICD-10: International Statistical Classification of Diseases, Tenth Revision
ICU: intensive care unit
IDMP: Identification of Medical Products
ISO: International Organization for Standardization
LOINC: Logical Observation Identifiers Names and Codes
MedRec: Medication Reconciliation
MII: Medical Informatics Initiative
PDMS: patient data management system
PIS: pharmacy information system
PPN: Pharmacy Product Number
PZN: Pharmacy Central Number
SNOMED CT: Systematized Nomenclature of Medicine Clinical Terms
SPOR: Substance, Product, Organization, and Referential
TI: telematics infrastructure
UI: user interface
WHO: World Health Organization
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