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Abstract

Background: In clinical genomics, sharing of rare genetic disease information between genetic databases and laboratories is
essential to determine the pathogenic significance of variantsto enable the diagnosis of rare genetic diseases. Significant concerns
regarding data governance and security have reduced this sharing in practice. Blockchain could provide a secure method for
sharing genomic data between involved parties and thus help overcome some of these issues.

Objective: Thisstudy aimsto contribute to the growing knowledge of the potential role of blockchain technology in supporting
the sharing of clinical genomic data by describing blockchain-based dynamic consent architecture to support clinical genomic
data sharing and provide a proof-of-concept implementation, called ConsentChain, for the architecture to exploreits performance.

Methods: The ConsentChain requirements were captured from a patient forum to identify security and consent concerns. The
ConsentChain was developed on the Ethereum platform, in which smart contracts were used to model the actions of patients,
who may provide or withdraw consent to share their data; the data creator, who collects and stores patient data; and the data
reguester, who needs to query and access the patient data. A detailed analysis was undertaken of the ConsentChain performance
as afunction of the number of transactions processed by the system.

Results: We describe ConsentChain, a blockchain-based system that provides aweb portal interface to support clinical genomic
sharing. ConsentChain allows patients to grant or withdraw data requester access and allows data requesters to query and submit
access to data stored in a secure off-chain database. We also developed an ontology model to represent patient consent elements
into machine-readabl e codes to automate the consent and data access processes.

Conclusions: Blockchains and smart contracts can provide an efficient and scalable mechanism to support dynamic consent
functionality and address some of the barriers that inhibit genomic data sharing. However, they are not a complete answer, and
anumber of issues still need to be addressed before such systems can be deployed in practice, particularly in relation to verifying
user credentials.
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Introduction

Overview

With the advent of fast and effective next-generation sequencing
technologies, unlinked and dispersed genomic data have
emerged as amajor challenge in diagnosing rare diseases. The
molecular diagnosis of a rare disease involves comparing a
patient’s genetic variant data with the variants of others with
similar diseasesin alarge population. Therefore, sharing of data
between genetic databases and laboratories is essential to
identify overlapping results and for determining the pathogenic
significance of variants to enable the diagnosis of rare genetic
diseases.

One of the most common challenges to be overcome is that
genomic data are often kept in centralized restricted-access
repositories because of privacy and security concerns [1-7];
therefore, the data are difficult to locate or unavailable outside
of thelaboratories that own them. Anin-depth qualitative study
has revealed that current approaches to genomic data access
and sharing through restricted-access repositories are time
consuming and difficult and emphasized that the availability,
discoverability, and accessibility of genomic dataare bottlenecks
to facilitating genomic data sharing [8]. There are also further
challenges that hinder the large-scale sharing of genomic data,
including a lack of time and the resources required to obtain
consent to share[9], insufficient resources and infrastructure to
track and recontact patients [10,11], lack of interoperability
[1,2,12,13], and ethical issues[1,13-15].

Some of the above-mentioned challenges are the result of
adopting centralized architectures for storing, sharing, and
accessing genomic data. In such architectures, the dataare stored
in centralized databases and accessed through controlled access
mechanisms. Although this approach to the gathering and
management of genomic data has proven successful in the past,
studies have revealed that such centralized architectures fail to
properly address the growing demand for accessing genomic
data [16,17]. This is concerning because the discoverability,
availability, and accessibility of genomic data are essentia for
enabling the diagnosis of rare genetic diseases[8,18].

Various solutions to the challenges associated with the
centralized storage of genomic data have been proposed. For
exampl e, federated data storage systems have been proposed to
support genomic data sharing. The GA4GH Beacon Project
[19] and i2b2 Data Sharing Network [20] are examples of such
systems. Both use a federated network to connect institutions’
genomic databases, which enables them to process queries
concerning the presence of genetic variantsand traits. Thisalso
reducesthe cost of genomic datatransfersand alowsinstitutions
to maintain data control [21]. However, such systems have some
drawbacks, including their failure to support complex queries,
limitations to research ingtitutions and hospital's, nonallowance
of patient engagement in contributing or controlling their
genomic data, and lack of decentralized governance [21,22].
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Decentralized and distributed technol ogies have been suggested
asapotential solution to promote genomic datasharing [23,24].
One emerging example of such a technology is blockchain
technology. As decentralized and distributed technology,
blockchain technology has many appealing properties, such as
dataintegrity and accountability, that could be used to improve
theintegrity, discoverability, and accessibility of genomic data,
thereby moving toward a new trusted infrastructure to support
the promotion of genomic data sharing. This paper proposes
blockchain-based dynamic consent architecture to support
genomic data sharing. We present some design considerations
and describe a proof-of-concept implementation for the proposed
architecture called ConsentChain. The source code is available
on Mendeley data [25] under the MIT license.

Background
Blockchain

Overview

A blockchainisaprotocol that enablesanetwork of computers,
known as nodes, to maintain a shared database called aledger,
without the need for completetrust between the network’s nodes
[26]. It was originally devel oped asthe underlying infrastructure
for the peer-to-peer electronic cash system Bitcoin in 2009 [27].
Other blockchain platforms, including Ethereum [28] and
Hyperledger Fabric [29], have emerged as the next generation
of blockchain technology and implemented the concept of smart
contracts, which wasfirst introduced by Nick Szabo inthe 1990s
to build adigital relationship between 2 parties over computer
networks [30]. In blockchain, a smart contract is a computer
program that is stored, executed, and verified in the blockchain
according to predefined conditions without the need for any
trusted-third party [31]. The result of smart contract execution
isatransaction recorded on ablockchain [28]. Ethereum smart
contracts are written using high-level programming languages,
such as Solidity and Vyper; therefore, they are vulnerable to
coding bugs and malicious flaws [32].

Blockchain Architecture

A blockchain consists of 2 main components: a peer-to-peer
network and a distributed ledger.

«  Peer-to-peer network: understanding peer-to-peer networks
is essential for understanding blockchains because, at its
core, a blockchain is a peer-to-peer network. As stated, a
peer-to-peer network consists of numerous connected
computers called nodes. Each node in the network has a
direct or indirect connection with the other network nodes.
Each node makes a portion of its computational resources
(ie, processing power or storage capacity) availabledirectly
to other nodes, without the need for central coordination
by servers[33]. Unlike centralized networks, peer-to-peer
networks have no central control, and each network node
is equal to all others. Furthermore, al nodes function as
both serversand clients. Figure 1 illustratesthe architecture
of the centralized and peer-to-peer networks.
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Figure 1. The architectures of centralized and peer-to-peer networks.
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Distributed ledger: all transactionsin the network are stored
in a shared ledger. This consists of a chain of blocks, with
each block containing a set of transactions. Each block is
timestamped and linked to the blocksimmediately preceding
it. Each node maintains an identical copy of the shared
ledger. To add a new transaction, the network nodes use a
consensus protocol to evaluate and verify the new
transaction. This protocol guarantees that a transaction is
appended to the shared ledger only if most nodes validate
the transaction. Once the transaction is appended to the

Figure 2. Simplified blockchain concept.

shared ledger, it cannot be changed or reverted, and because
all nodes have an identical copy of the shared ledger, no
node has the power to change the data. This ensures the
integrity of the shared ledger. However, recent research has
proven that altering the shared ledger is feasible with 51%
attacks where an adversary can control more than half of
thetotal nodesin the blockchain network to ater the shared
ledger [34]. Figure 2 illustrates a ssimplified blockchain
concept.
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Types of Blockchains

In terms of accessto dataand the role of nodes participating in
the network, blockchain is classified into 4 types [35].

1

Public permissionless. Anyone can participate in the
network and read or write data from the blockchain. Bitcoin
and Ethereum are examples of a public permissionless
blockchain.

Public permissioned. Anyone can participatein the network
and read data from the blockchain, but a limited set of
participants can write data in the blockchain. Ripple [36]
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and EOSIO blockchain [37] are examples of public
permissioned blockchains.

Private permissionless. A limited set of participants can
participatein anetwork in which all participate can read or
write data from or in the blockchain. Holochain [38] is an
example of a private permissionless blockchain.

Private permissioned. A limited set of participants can
participate in the network and read data from the
blockchain, but a subset of them can write data in the
blockchain. Hyperledger Fabric [39] and Hyperledger Besu
[40] are examples of privately permissioned blockchains.
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Dynamic Consent and Blockchain

Dynamic consent is a two-way communication method that
enablesindividual sto specify what datathey arewilling to share
with various health care providers by setting and modifying
their consent preferences. It enablesindividualsto control their
data by granting and revoking accessto their data, tracking their
data, and updating their consent preferences. Despite these
benefits, the implementation of dynamic consent in clinical
genetics is limited because of ethical, legal, and data security
concerns. The lack of patient trust [41,42], confidentiality data
and misuse[42,43], and thelack of traceability and transparency
mechanisms [44-47] are among the greatest concerns.
Blockchain technology has many appealing properties, such as
immutability, transparency, and accountability, that can address
some of the barriersthat inhibit theimplementation of dynamic
consent. Blockchain can support dynamic consent, as follows:
data transparency and accountability through an immutable

Figure 3. Decision tree to determine the use of blockchain [48].
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ledger, data security and privacy using cryptography
mechanisms, and an efficient management system through smart
contracts.

Methods

Blockchain Potential in Genomic Data Sharing

Determining whether blockchain is applicable to a particular
scenario is not an easy task. Although no general formula or
rule exists for the applicability of blockchain, several decision
schemes have been proposed to determine whether ablockchain
should be used depending on situational requirements [48-50].
Wiist and Gervais [48] proposed a decision tree to identify the
scenario-based applicability of blockchain, as shown in Figure
3. This decision tree consists of 6 questions. Next, we answer
these questions by considering our genomic data-sharing
scenario.

Are all writers No
known?

Ye 5{

Are all writers No
trusted?

Permissionless
Blockchainin

Is public
verifiability
required?

Public
Permissioned
Blockchain

Yes

Private
Permissioned
Blockchain

1. Do you need to store state? The answer to this question is
yes. Diagnosing a patient with a rare genetic disease is a
complex and time-consuming task, asit involves gathering
data from multiple sources [51]. For instance, to answer a
simple question of whether a mutation in a patient
associated with a particular disease has been previously
reported with the same or similar disorders in another
individual requires accessing preexisting genetic and
phenotypic data from multiple databases relevant to the
clinica case [51,52]. Therefore, uniform access to
preexisting genotype and phenotypic data using blockchain
could improvethe discovery and diagnosis of rare diseases.
Moreover, accessing such databases involves legal and
ethical obligations, including patient consent. For example,
patients must control their own data and keep track of who
has access to their data at any given time. Therefore, the
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storage and collection of patient consent as well as the
administration of consent and data traceability will be
guaranteed by using blockchain.

2. Are there multiple writers of data? In clinical genomics,
multiple parties are involved in the patient treatment
pathway, such as clinicians, scientists, and clinical
laboratory technicians [51]. Therefore, a single source of
truth is required for the patient data. Owing to the
immutability of blockchain, the existence of patient data
as well as the ownership and integrity of the data can be
guaranteed. Therefore, considering that multiple parties
would produce and deliver patient data, this question can
be answered with yes.

3. Canyou usean awaysweb-based trusted third party? Trust
and consent are important factors in the successful
advancement of genome medicine and research. Patients

JMIR Med Inform 2021 | vol. 9 |iss. 11 | 27816 | p. 4
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR MEDICAL INFORMATICS

should feel confident that their data are handled safely and
are only used with their consent. A recent Genome UK
report [53] showed that patients and the public are optimistic
about the potential of genome medicine, but they have
concerns related to the security and use of their data. It is
reasonable to mention that patients trust health care
providers more than any third party with their data
However, because of the high profile of patient data
breaches [54,55] by health care providers, this trust has
been broken. Blockchain can eliminate the need for atrusted
party by establishing trust between system actors through
its robust technical infrastructure and cryptography
mechanisms. Therefore, the answer to this question is
probably no.

4. Are al writers known? To produce, manage, and store
patient data, health care providers must identify themselves.
Moreover, patients need to identify themselves to connect
with health care providers. Therefore, aclear answer to this
guestion isyes.

5. Areal writerstrusted? Although a minimum level of trust
is required between patients and health care providers,
health care providers might use patient data for research
purposes without obtaining explicit consent from patients
[56-58]. Blockchain enables accountability and transparency
in the system by providing an audit trail and traceability of
the stored data, which in turn reinforces patients’ trust in
health care providers. Therefore, the answer to this question
is probably no.

6. Is public verifiability required? Even though patient data
arenot stored in the blockchain directly (off-chain storage),
access to the system should be private and permissioned.
Thus, the answer to this question is no.

On the basis of the answers to these 6 questions, it is clear that
the use of blockchain for the proposed genomic data sharing
scenario isjustifiable.

Design Requirements

Overview

To identify the design requirements for ConsentChain, we
analyzed arecent deliberative focus group study with National
Health Service (NHS) Genomic Medicine Service patients
regarding public opinion on sharing genomic data (National
Research Ethics Committees ethical approval reference
18/NW/0510) [59]. We used the user stories method [60] to
capture the main system design requirements. We used card
sorting to collect data from the manuscript. We used our
interpretation to represent the statements made by the study
participantsin simple user stories. We then discussed these user
stories with a focus group study team to refine them. We
emphasize that the findings from the focus group study are
partially applicable to the scenario of our blockchain use case.
Finally, 6 design requirements were identified.

Requirement 1: Data Discovery

User Stories

As a patient, | want my data to be available for
sharing to facilitate my diagnosis and treatment.
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As a patient, | want my unidentifiable data to be
available for wider sharing to help others’ treatment
and facilitate extensive research.

As a patient, | want my data to be available for
different healthcare providers, so | won't have to
repeat myself every time | visit a new healthcare
provider.

Context

The study participants allowed the sharing of their genomic
data to support the diagnosis and treatment of their conditions
across multiple health care providers. They also agreed to use
their genomic datato benefit other patients with similar genetic
conditions and for future research.

Implicationsfor System Design

The system should alow information about a genomic data set
of interest stored in an individua genetic laboratory to be
discoverable and accessible by health care professionals and
researchers.

Requirement 2: Data Security

User Stories

Asa patient, | want best practices in data security to
be implemented to protect my data so that it can be
safeguarded against hacking and loss.

Asa patient, | want to have different level s of purpose
to access my data, so they can be used for authorised
purposes.

Context

There was consensus among the participants that genomic data
should be stored and shared securely without unauthorized
alteration while making them available for authorized purposes.

Implicationsfor System Design

Security techniques, such as data encryption and access control,
should be used to protect sensitive data. Owing to the open and
transparent nature of blockchains, sensitive data (either
encrypted or not) should not be stored in the chain.

Requirement 3: Data Privacy

User Stories

As a patient, | want my genetic data to be shared
without my identifiable information (eg, my name),
so my identity will not be compromised.

Context

The participants emphasized that sharing genomic data outside
of the patient’sdirect care should be anonymized to protect their
identity.

Implicationsfor System Design

The system should alow the flow of patient data among
involved parties while minimizing the risk of patient identity
disclosure.
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Requirement 4: Patient Control Over Data and
Requirement 5: Traceability

User Stories

As a patient, | want to give my consent to share my
data for certain purposesthat are clearly outlined so
that no further consent isrequired for these purposes.
Asa patient, | want to be told whether the purpose of
sharing my data is changed so I'll have the option of
giving explicit permission for the new changes.

As a patient, | want to have the option to
update/withdraw my consent in a straightforward and
easy way so | can change my mind later.

Asa patient, | want to be able to track my shared data

sothat I know when and with whommy data are being
shared.

Context

The participants thought that they should be asked for
permission to share their data and be informed about how their
data would be used and for what purpose. Moreover, some
believed that they would exercise their right to opt out.

Implicationsfor System Design

The system should enable patients to update their permissions
dynamically and track datathat are being shared with different
parties.

Requirement 6: Minimum Data Disclosure

User Stories

As a patient, | want to have different levels of role
requesters designated to access my data so only
authorised parties can gain access.

Table 1. Code representing the data type in consent element.

Albalwy et a

Asa patient, | want to have a time limit for my shared
data, so they cannot be used for other purposesinthe
future.

Context

Some participants were concerned about unauthorized disclosure
of their data to third parties, including family members,
employers, and law enforcement agencies, whereas otherswere
concerned with restricting access to their data by commercial
entities.

Implicationsfor System Design

The system should be designed in away that allows the sharing
of patient data for a given time frame and specific purpose.

Consent Elements

Inspired by the Global Alliance for Genomics and Health
(GA4GH) data use ontology effort to model genomic data use
restrictions and data access requests [61,62], we developed an
ontology model to represent patient consent elements into
machine-readabl e codes. The model includes consent elements
describing the datatype, purpose, and role of the data requester
(DR). Tables 1-3 show an abstract view of the consent elements
and their codes. We aso introduced an access policy tree
representing a Boolean formula that defines a combination of
consent elements. Any dataaccessrequest that satisfiesthetree
can obtain access to patient data. Figure 4 shows an example
of an access palicy tree that allows patient genotype data to be
accessed by aclinician for treatment.

Datatype Code
Genotype GNE
Phenotype PHE
Metadata MEA
Table 2. Code representing the role in consent element.
Purpose Code
Treatment TRT
Research REH
Clinica CLL
Table 3. Code representing the purpose in consent element.
Role Code
Clinician CLN
Researcher REE
Bioinformatician BIN
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Figure 4. Example of an access policy tree where patient genotype data to be accessed by a clinician for treatment. CLN: clinician; GNE: patient

genotype date; TRT: treatment.
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Related Work

We used PRISMA (Preferred Reporting Items for Systematic
Reviewsand Meta-Anayses) guidelinesto conduct asystematic
review to analyze the existing literature on blockchain-based
consent data used in health care management systems. The
PRISMA flowchart for this systematic review isshown in Figure
5. For the purposes of this review, a reputable database
(PubMed) was searched using the search query shown in
Textbox 1. Theresulting research papers (N=54) wereimported

https://medinform.jmir.org/2021/11/e27816
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into Covidence, aweb-based app tool used to manage systematic
reviews. Inthe next step, research papers were screened against
titles and abstracts, and research papers unrelated to consent
management systemswere excluded (n=20). Then, theremaining
research papers (n=34) were assessed for full-text eligibility,
with the following exclusion criteria

+  No consent management explained (n=13)
«  Noimplementation provided (n=2)

+ Noaccessto the full text (n=2)

+ Reviewsand ideas (n=6)
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Figure5. PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) flow for this review.
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(Patient* [Title/Abstract]))

((blockchain[ Title/Abstract]) OR (Smart contracts [ Title/Abstract]) OR (blockchain-based[ Title/Abstract]) OR (Smart contracts-based[ Title/Abstract]))
AND ((Consent*[Title/Abstract]) OR (permission*[Title/Abstract]) OR (access control[Title/Abstract])) AND ((healthcare[Title/Abstract]) OR
(EMR([Title/Abstract]) OR (genomic[Title/Abstract]) OR (Genetic [Title/Abstract]) OR (electronic hesalth recordg[Title/Abstract])) OR
(EHR[Title/Abstract]) OR (electronic Medical Records [Title/Abstract]) OR (Medica[Title/Abstract]) OR (Clinical Tria[Title/Abstract]) OR

Additional relevant research papers were identified through
citations (n=3). The remaining research papersand theidentified
relevant research papers (n=10) were analyzed thoroughly. The
final findings are summarized in Multimedia Appendix 1
[63-72].

Chenthara et a [63] proposed a blockchain-based
privacy-preserving framework called Healthchain to support
electronic health record (EHR) access control and management.
The framework was implemented using the Hyperldger Fabric
InterPlanetary File System (IPFS). To achieve the immutability
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of EHRs, they were stored off-chain in an IPFS, with only the
hash values of the EHRs being stored in the blockchain. Smart
contracts were used to model the logic of EHR transactionsin
the system, including data exchange, access management, and
EHR management. Azaria et a [64] proposed a decentralized
management system called MedRec, which was built using
Ethereum smart contractsto facilitate the management of EHRs
between health care providers. MedRec enabl es patients to have
full control over their data by granting or revoking access to
their data. To keep patients anonymous, their identification
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strings are mapped to their blockchain addresses. Smart contracts
are used to define how data are managed and accessed. MedRec
provides an immutable access history summary that improves
accountability and transparency in the system. It can be
integrated with current providers’ existing databases, and other
medical stakeholders can participate.

Cryan [65] proposed a blockchain-based architecture capable
of enabling patient data sharing across hospital systems. The
proposed architecture was implemented using Ethereum smart
contracts and | PFS to protect sensitive patient data and enable
patients to own and share their data with designated clinicians
and revoke that permission later. Choudbhury et a [66]
developed adecentralized system using Hyperledger Fabric for
informed consent management and secondary datasharing. The
system enhances compliance in human subject regulations for
institutional review board regulations by leveraging smart
contracts to enable a quick and efficient recording of consent
and enforce the guidelines of aclinical trial protocol. Mamo et
al [67] presented a well-designed system called Dwarna that
harnesses bl ockchain technology to enable dynamic consent in
biobanking. This system aimsto increase transparency by storing
the research participants consent changes on the blockchain
and presents a solution to overcome the blockchain
incompatibility with Article 17 of the European Union’s General
Data Protection Regulation (GDPR), known as the right to
erasure, by using a different representation of research
participants in both off-chain databases and blockchain. The
proposed system was implemented using a Hyperledger Fabric
blockchain.

Tith et a [68] proposed ablockchain-based consent management
model to support the sharing of EHRs. The model was
implemented using Hyperledger Fabric and where smart
contracts were used to manage patient consent. Patient consent
preferences, metadata of patient records, and data access logs
are stored immutably on the blockchain, enabling transparency
and traceability of patient dataand consent. Dubovitskayaet al
[69] proposed a secure blockchain-based record management
system that facilitates the secure sharing and aggregation of
EHR data. The system is patient-centric and allows patients to
manage their own EHRs across multiple hospitals. It uses proxy
re-encryption agorithms and a fine-grained access control
mechanism to ensure patient privacy and confidentiality.
Dubovitskaya et al [70] proposed a framework on a
permissioned blockchain for sharing EHRs for care of patients
with cancer. The proposed framework isimplemented with the
Hyperledger Fabric blockchain and uses a membership service
to authenticate registered users using username or password
credentials. To create patient identity, personally identifying
information, such as name, social security number, and date of
birth, are hashed and encrypted for security. Medical datawere
stored off-chain in secure cloud storage, where access
management is managed by smart contract logic.

Rajput et a [71] presented a blockchain-based access control
framework that maintains patient data privacy under emergency
conditions. The framework was implemented on the
permissioned blockchain Hyperledger Fabric, and smart
contracts were used to enable patients to manage the access
rulesfor their data. The system keepsthe history-of-transactions
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logs while patients are in an emergency, enabling auditing at
any time point. Zhuang et a [72] presented a generalized
blockchain-based architecture that provides generic functions
and methods for a wide spectrum of health care apps. These
functions and methods include requesting patient data, data
access permission granting or revoking, and datatracking. The
presented architecture was implemented on the Ethereum
blockchain in 2 relevant health app domains: health information
exchange and subject recruitment for clinical trials.

Compared with existing relevant literature, the proposed system
is dynamic and supports minimum data disclosure. To the best
of our knowledge, no relevant literature has reported on the 6
design requirements and provides a detailed analysis of the
system performance. Multimedia Appendix 1 [63-72]
summarizes the literature for blockchain-based consent
management systems.

System Architecture

In this section, we describe the proposed blockchain-based
dynamic consent architecture for supporting clinical genomic
data sharing. This generic architecture can be customized and
used in different use cases where dynamic consent is required.
As illustrated in Figure 6, the components of the proposed
architecture are as follows:

1 Users

» A datacreator (DC): an organizational entity, such as
a genetic testing laboratory, where patient data are
collected and stored in secure databases.

» Patient: an individual whose data are stored off-chain
in a secure database managed by the DC; a patient can
provide consent to the system using the
consent elements
code.

+ DR: a domain expert or organizational entity that
wishes to discover and request access to patient data
for a specific purpose, including research and health
care.

2. Smart contracts, which are used to provide system
functionalities, such as registering new users, managing
patient consent, and processing access requests to patient
data. In addition, smart contracts create transaction logs
and eventsthat enable the tracing and auditing of all system
data and actions.

3. On-chain resources
» Logsand events: smart contracts create |ogs and events

for all system transactions. These logs and events are
stored on-chain, and they are an important resource for
tracing and auditing all system actions, thus making
all system users accountable for their actions.

» Dataprofile (DP): Thisisadescription of preexisting
genomic data for a specific patient that is stored
off-chain in a genetic laboratory database. A patient
DP contains information including the location of the
patient data, patient condition, and gene name, and it
does not reveal any sensitive and identifiable
information. Storing patient DPs on-chain helps the
DR to discover and identify a genomic data set of
interest stored in several genetic laboratory databases.
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»  Consent management: This is used to handle patient
consent operations, such as adding, updating, and
deleting consent.

»  Accessdatamanagement: Thisisused to handle access
to patient data procedures, including validating access
requests and providing secure accessto off-chain data.

4. Off-chain resources
»  Secure database: a private database managed by aDC
in which all information related to the required DP is
stored.
- Oracle service: by design, blockchain and smart
contracts cannot access and read off-chain data;
therefore, oracle services are used. An oracle service

Albalwy et al

is a trusted data feed service that provides off-chain
data to the blockchain. In the proposed system, an
oracle service is used to enable smart contracts to
communicate with a secure database.

- IPFS: Thisis a decentralized file storage system that
stores and shares various types of files permanently.
Each stored file is given a unique hash value based on
its content. This hash value is then used to retrieve the
file from the system. In the context of this study, we
leverage IPFS as a key management service to store
users public key (PU). We believethat IPFSisthe best
candidate for users' PU because of its high availability
and low cost.

Figure 6. The components of the proposed architecture. |PFS: InterPlanetary File System.

Data requester

Data creator

Patient
Users
Users can check
transactions log
history and
events
Data profile
Consent Logs and @
management events
- Smart contracts
Access data create on-chain
management data, logs and
events

On-chain resources

Results

Implementation

Overview

We implemented our proof-of-concept on a privately
permissioned blockchain to demonstrate the feasibility of our
blockchain-based architecture. At the infrastructure level,
Hyperledger Besu [40], an open-source Ethereum client that
provides permissioned private blockchain networks, was used
to build a private blockchain. The Solidity programming
language was used to write the system smart contracts and truffle
framework, a development tool for developing and testing
Ethereum smart contracts, to test, compile, and deploy system
smart contracts. Figure 7 shows a portion of the patient’s smart
contract code. Finaly, we used Provable [73] as an oracle
service and MongoDB to create an off-chain database.
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Six smart contracts are written to manage on-chain transactions:
registration smart contract (RSC), patient smart contract (PSC),
data profile smart contract (DPSC), data creator smart contract
(DCSC), data requester smart contract (DRSC), and oracle
service smart contract (OSSC). These smart contracts provide
8 main system functions: createNewDataRequestor Contract,
createNewPatientContract, CreateNewDataCreator Contract,
setConsent, cancel Consent, checkConsent, setupDataProfile,
requestAccessTicket, and requestAccessToken. We used smart
contract modifiers to restrict the calling of these functions to
authorized users. Any unauthorized function call results in
stopping the execution of the function and reverting all changes
to the original state. The remainder of this section explains the
implementation of the main system functionalities using smart
contract functions.
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Figure7. Anillustrative example of patient smart contract code.

pragma solidity "0.5.0;

pragma experimental ABIEncoderV2;

"./DataProfile.sol";

"./Registration.sol";

import

contract Patient {

1

2

3

4

5 import
6

7

8 mapping(uint256
9

Albalwy et al

=> AccessTicket) public accessTicket;

10 mapping(bytes32 => bool) public accessTicketSigns;
11
12 uint256[] public accessTicketIds;
13
14 uint256 public lastAccessTicketId = 200;
15
16 mapping(bytes32 => Consent) private consent;
17 bytes32[] public consentSigns;
18
19 struct Consent {
20 bytes32 consentSign;
21 bool status;
22 bytes32 datatype;
23 bytes32 role;
24 bytes32 purpose;
25 uint256 timestamp;
26 uint256[] issuedAccessTicket;
27 }
28
Registration before proceeding with the process of system registration.

Each system participant interacts with the system viahisor her
smart contract, which includes al the required information to
interact with the system. Therefore, the participant should be
registered in a system in which a smart contract is created. All
users' identitiesand professional registrations should be verified
by asystem admin, who isresponsible for setting up the system
and inviting the authoritiesto join the system, such asthe NHS,
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Textboxes 2-4 describe the user registration process for the
patient, DC, and DR, respectively. The system admin executes
a specific smart contract function for each user, which creates
anew smart contract and assigns the user as the owner of the
contract. Thisis done by using modifiers to restrict the calling
of the user smart contract functions to the user's Ethereum
address.
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Textbox 2. Pseudocode of registering new patient.

Albalwy et a

Algorithm 1:createNewPatientContracter

Input:caller, patientWalletAddress

Output: smartContractAddress

If caller=adminOpatientWalletAddressznull then

Create newPatientSmartContract

Set newPatientSmartContract owner to patientWalletAddress
Output newPatientSmartContract address

Else

Revert smart contract state and show an error message

Textbox 3. Pseudocode of registering new data creator.

Algorithm 2:createNewDataCreatorContract

Input: caller, dataCreatorWalletAddress

Output: smartContractAddress

If caller = adminCdataCreatorWalletAddress # null then
Create new DataCreatorSmartContract

set newDataCreator SmartContract owner to
dataCreatorWalletAddress

Output newDataCreatorSmartContract address

Else

revert smart contract state and show an error message

Textbox 4. Pseudocode of registering new data requester.

Algorithm 3: cresteNewDataRequestorContract

Input: caller, dataRequesterWalletAddress, dataRequesterPUK
Output: smartContractAddress

If caller=adminCdataCreator\WalletAddressznul | O
dataRequesterPUK#null then

Create newDataRequester SmartContract

Set newDataRequesterSmartContract owner to
dataRequesterWalletAddress

set newDataRequesterSmartContract’s public key to dataRequesterPUK
output newDataRequesterSmartContract address

Else

revert smart contract state and show an error message

Consent Management

Textbox 5 describes the process of creating and storing patient
consent by submitting the elements of the access policy tree,
which represents the patient’s consent, to the patient’s smart
contract". Thetree elements are then hashed to create aconsent
signature, which is then stored in the patient’s smart contract.
A mapping data structure, a data structure type that consists of

key types and corresponding value type pairs, is used to store
the consent signature, which is used as a key associated with a

https://medinform.jmir.org/2021/11/e27816

Boolean value to indicate its status (eg, the value is true for
valid consent and falsefor invalid consent). Hashing and storing
the consent tree in a mapping data structure would enable
efficient consent status retrieval and validation. As shown in
Textbox 6, if the patient wants to cancel his or her consent, the
associated value with the consent signature would be set to fal se.
Textbox 7 describesthe process of checking a patient’s consent
status by returning the associated value with the consent
signature.
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Textbox 5. Pseudocode of storing patient consent

Albalwy et al

Algorithm 4: setConsent

Input: caller, dataType, role, purpose

Output: status

CONSENT — mapping

If caller=contractOwnerCdataType # null Orole# null O purpose # null, then
h — hash(dataType, role, purpose)

if CONSENT.contain(h,true) then

revert smart contract state and show an error message
else

CONSENT.insert(h,true)

Output true

Else

Revert smart contract state and show an error message

Textbox 6. Pseudocode of cancelling patient consent.

Algorithm 5: cancel Consent

Input: caller, dataType, role, purpose

Output:status

CONSENT — mapping

If caller=contractOwner [ dataType # null Orole # null O purpose # null, then
h — hash(dataType, role, purpose)

if CONSENT.contain(h,false) then

revert smart contract state and show an error message
Else

CONSENT.insert(h,false)

output true

Else

Revert smart contract state and show an error message

Textbox 7. Pseudocode of checking patient consent.

Algorithm 6: checkConsent

Input: dataType, role, purpose

Output: status

CONSENT — mapping

If dataType # null Orole # null O purpose # null, then
h — hash(dataType, role, purpose)

r —« CONSENT.return(h)

output r

Else

revert smart contract state and show an error message
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Patient Data

Textbox 8 describes the process of submitting the patient data
to the system. After collecting and storing patient data in a
secure, off-chain database (eg, agenomic laboratory database),
the DC submits the patient metadata, a description of the patient

Textbox 8. Pseudocode of creating patient data profile.

Albalwy et al

datathat does not reveal sensitive and identifiable information,
such as the hash of the stored data, conditions, data type, and
gene name, to the system. The patient metadata are then stored
in a data structure, where the hash of the stored datais used as
akey and the remaining patient data are the value.

Algorithm 7: setupDataProfile

Input: caller, patientSmartContract, dataHash, condition, dataType,gene
Output: id

DATAPROFILE — mapping

i — counter

if caller = dataCreatorSmartContract [ patientSmartContract # null 0 datatHash # null O condition # null O dataType # null O gene # null

then

i++

DATAPROFILE.insert(i,[ patientSmartContract, dataHash, condition, dataType, gene, dataCreatorSmartContract])

output i
Else

revert smart contract state and show an error message

Access Management

To access patient data, the DR needs to obtain an access ticket
(ATi) and accesstoken (ATo). The ATi isused to control access
to patient data, whereas the ATo is used to minimize access to
the requested data to the lowest level. Textbox 9 describes the
process of requesting an ATi for the patient data. After

identifying a potential patient’s data, the DR must submit an
ATi request to the system to provide the hash of the requested
data, hisrole, and the purpose of accessing the data. Then, the
request is verified by the patient’s smart contract in which the
patient’s consent isstored. If thereisvalid consent that matches
aDR request, an ATi is created automatically for the DR.

Textbox 9. Pseudocode for requesting access tickets to access off-chain patient data.

Algorithm 8: requestAccessTicket

Input: caller, dataProfileld, role, purpose
Output:ticketld

DATAPROFILE — mapping

If caller=contractOwner [ dataProfileld # null Orolez null O purpose # null, then

d — DATAPROFILE.return(dataProfilel d)

patient — d.patientSmartContract

dataType — d.dataType

h — hash(dataType, role, purpose)

if patient. CONSENT.return(h)=true then

ticket — patient.CreateA ccessTicket(caller, dataProfilel d)
ticket.status=true

output ticket.id

Else

revert smart contract state and show an error message
Else

revert smart contract state and show an error message

To obtain an ATo, the DR must submit a valid ATi to the
system. Textbox 10 describes the process of requesting an ATo.

https://medinform.jmir.org/2021/11/e27816
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If the ATi is till valid and patient consent has not been updated
or cancelled, an ATo is generated automatically by the DC for
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the DR. The ATo includes a secure one-time URL that can be

Textbox 10. Requesting an access token to retrieve off-chain patient data.

Albalwy et a

used to gain access to the patient data stored off-chain.

Algorithm 9: requestA ccessToken

Input:caller, dataProfileld, ticketld

Output: tokenld

DATAPROFILE — mapping

If caller=contractOwner O dataProfileld # null Oticketld # null, then
d — DATAPROFILE.return(dataProfilel d)

dataCreator — d.dataCreatorSmartContract

patient — d.patientSmartContract

if patient.ticket[ticketld].status=true then

token

~ dataCreator.createA ccessToken(caller, dataProfilel d)
Token.status=true

Output token.id

Else

revert smart contract state and show an error message
Else

revert smart contract state and show an error message

A Proof-of-Concept (ConsentChain)

This section presents ConsentChain, a proof-of-concept
implementation of the proposed architecture, to explore the
efficacy of applying blockchain technology to support clinical
genomic datasharing. The ConsentChain providesaweb portal
for patients, DCs, and DRsto interact with the system. It enables
patients to provide or withdraw their consent regarding the
sharing of their data and DCs to collect and store patient data
and DRs to query and access patient data. Figure 8 shows the
patient interface provided by the ConsentChain. The high-level
structure and workflow of ConsentChain is shown in Figure 9,
and the corresponding description of each step is asfollows:

1. During registration, DR generates a pair of keys: aPU and
a private key (PR). DR then uploads PU to the IPFS and
records its location returned by the |PFS.

2. DRsendsablockchain transaction to storethe PU’slocation
returned by the IPFSin the RSC.

3. Patient sends ablockchain transaction to store their consent
elements (data type, role, and purpose) in PSC.

4. DC collectspatient’sdataand storesit in asecure, off-chain
database. The DC also records patient’s data reference
(DRef) returned by the database.

5. DC creates a DP that includes DRef, a PSC address, and
other information rel ated to patient’s datathat do not reveal
any sensitive and identifiable information. Then, the DC
sends ablockchain transaction to storethe DPinthe DPSC.

6. DR queries DPSC to discover aspecific DP of interest and
reads transaction information related to that DP.

https://medinform.jmir.org/2021/11/e27816

10.

11

12.
13.

14.

15.

DR obtains the PSC address from the DP and sends a
blockchain transaction to the PSC to request an ATi to
access patient’s data stored in the off-chain database. The
request is accepted or rejected automatically, based on
patient consent stored in the PSC. On acceptance, ATi is
generated and stored in PSC, and DR receives the
transaction ID related to ATi.

DR sends a blockchain transaction including ATi to DCSC
to request an ATo to retrieve patient’s data stored in the
off-chain database. The request is accepted or rejected
automatically based on ATi validation. On acceptance of
therequest, the AToisstored in the DCSC, and DR receives
the transaction ID related to the ATo.

DR sends a blockchain transaction including ATo to the
oracle service smart contract to retrieve patient’s data stored
inthe off-chain database. The request isaccepted or rejected
automatically based on the ATo validation.

On acceptance of the request, the request is forwarded to
the Oracle Service Server (OSS).

OSS retrieves the DR’s PU location on the | PFS from the
RSC.

OSS downloads the PU of the DR from the | PFS.

OSS fetches patient’s data from the database and creates a
temporary JSON filethat contains patient’sdata. This JSON
file can be accessed via HTTPS requests and is available
for one-time access.

The OSS encrypts the URL for a JSON file using the PU
of the DR. Then, the OSS sends a blockchain transaction
to store the encrypted URL in the DRSC.

DR retrieves encrypted URL from DRSC and decrypts it
using the corresponding PR to access the JSON file.
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Figure 8. Patient interface.

ConsentChain Dapp
prototype v1.0
Admin Da Patient Da ter
My Information Set Consent Cancel Consent
Patient Smart Contract Address: Data Type Enter Consent Signature
Ox5ebFf6B4220fdcCAdGcbc7BeeCBe248100adFaf1
phenotype v
Patient Wallet Address:
Oxf2eab51cfcD7A29b9126f20a8cchBSEEEBDE5391e Role
doctor v
Purpose
treatment v
My Consent List
Consent Signature Datatype Role Purpose Status Timestamp
0x5c0b408b73b19¢ca15662130b300994660edB2e1d4b5e1158b105a0¢5b85a210 genotype doctor treatment 10/29/2021
Ox6aSbad2b85938494065ed79d0872{75dacBdl6 1e819cddc4895e69710ea5e6a4 phenotype researcher research 10/29/2021
Oxdca5e04c89002141b08b2aa7860a8be9d92b1¢ci6e38a8752bd4730477821b450 phenotype doctor research Activ 10/29/2021
My Data
Data Reference Gene Condition(s) Data Creator Contract (submitter) Datatype Date
617c428ec232c32099165dba CFTR Renal cell carcinoma, papillary Ox4f3E3533AAE4e35Bc28173bE3483D0OCDECABTdEC genolype 10/29/2021
617c428fc232c32099165dbb PEX6 Peroxisome biogenesis disorder 4a (zellweger) 0x43E3533AAE4835Bc28173bE3483D0CDECEBTdSC genotype 10/29/2021
617c4281c232c32099165dbe BRCA1 Breast-ovarian cancer, familial 1 Ox4f3E3533AAE4e35B¢28173bE3483D0CDECEBTASC genotype 10/29/2021
Access Ticket List
Access Ticket Data Requestor Data Reference Status Date
20 OxfattaFHIAF23A6Ae9dE42B1161012904715E48 617c428ec232c32099165dba 10/28/2021
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Figure 9. The high-level structure and workflow of ConsentChain. Ati: access ticket; DR: data requester; |PFS: InterPlanetary File System; OSS:
Oracle Service Server; OSSC: oracle service smart contract; P: patient; PSC: patient smart contract; RSC: registration smart contract.
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[7] DR obtains PSC address from DP and sends to
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[8] DR sends ATi to DCSC to request an Access Token
(ATo)

[9-10] DR sends ATo to OSSC to retrieve P's data
stored in the off-chain database.

[11] OSS retrieves the DR's PU location on IPFS from
RSC.

[12] OSS downloads DR’s PU from IPFS.

[13] OSS fetches P’s data from the database and
creates a JSON file that contains P’s data.

[14] OSS encrypts the URL for JSON file using DR’s
PU and stores the encrypted URL (eURL) in DRSC.

[15] DR retrieves eURL from DRSC and decrypts it
using the corresponding PR in order to access the
JSON file.

On-chain transaction
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Discussion

Principal Findings
In this section, we discuss how our proof-of-concept,

ConsentChain, meetsthe requirements captured from the patient
forum, and we provide a detailed analysis of its performance.

Addressing Requirement

Requirement 1. Data Security

In ConsentChain, we used a hybrid data storage model that
included on-chain or off-chain storage. Sensitive patient data
are stored securely off-chain, whereas metadatafor patient data
are stored on-chain along with a reference pointer to the data
source. This reference pointer is constrained by a short time
frame and is encrypted. Only an authorized DR can decrypt it
within the given time frame to access patient data. Moreover,
implementing ConsentChain on a private or consortium
blockchain adds a security layer in which al users are verified
before joining the network.

Requirement 2: User Control Over Data

Smart contracts act as autonomous actors whose behavior is
predictable[74]. However, because of blockchainimmutability,
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once asmart contract isdeployed, it cannot be modified; hence,
bugs and security vulnerabilities found in the deployed smart
contract are difficult to resolve. Therefore, smart contract
security audits and testing are essential for developing smart
contracts to minimize the risk of mismatches between a smart
contract intended behavior and the actual behavior [75]. Using
a smart contract to manage consent would enable patients to
dynamically grant and revoke access to their data. In
ConsentChain, patientsrecord consent preferencesin their smart
contract, and they can amend or delete these preferences at any
time. These changes were reflected in the system in real time.

Requirement 3: Data Privacy

By leveraging blockchain authenticity and verifiability features,
ConsentChain  maintains privacy by using permissioned
blockchain and anonymized accounts. Only authorized users
can access the blockchain via their anonymized accounts,
enabling patients to provide their consent without revealing
their real identities.

Requirements 4 and 5: Data Discovery and Minimum
Data Disclosure

In the health care context, balancing the maximization of data
discovery while minimizing datadisclosurerisk isachallenging
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task [76-78]. Inspired by the one-time password scheme, we
proposed a one-time-access-token mechanism to minimize the
data disclosure risk in ConsentChain. In this mechanism, an
AToisautomatically generated for an authorized access request.
Thetokenisvalid for one-time use, and it contains an encrypted
reference pointer to the data source along with adigital signature
on the shared data to ensure data integrity against tampering.
Only an authorized DR can decrypt the reference pointer to
access the data within a given time frame. If the DR needs to
access data in the future, the generation of a new ATo is
required. Through the implementation of a onetime
access-based token and public-key cryptography, acompromised
reference pointer to patient data will not lead to data |eakage.
Thisisbecause of the limited access and time restrictions given
to access patient data, further increasing the security of
ConsentChain and decreasing the likelihood of dataleakage.

To maximize data discovery, we leveraged the blockchain
features. One of these isthe replication of data stored on-chain
across the network; a consensus mechanism ensures that each
node obtainsalocal identical copy of the data. Using their local
copy of the on-chain data, a DR can identify potential patient
data instead of individually querying each off-chain storage.
Therefore, storing patients’ metadata on the chain would provide
DRs with a broader vision of similar patient data, which are
stored off-chain across different |aboratories.

Requirement 6: Traceability

By leveraging the blockchain’s immutability, our system
maintains an immutable log of al system transactions. As the
process of sharing patient data is managed by smart contracts,
al involved transactions are recorded permanently on the
blockchain. Thiswould enable patientsto inspect the blockchain
for al information and transactions related to their data,
including where data are stored off-chain and who have access
to them and for what purpose. This feature is a significant
upgrade toward patient-centric approaches to advance data
sharing. It would also enable regulatorsto investigate claimsin
the event of disputes among involved parties, thereby increasing
confidence in ConsentChain.

Security Analysis
This section provides a security analysis of ConsentChain in

terms of patient privacy preservation, data storage, datasharing,
and tamper-proofing.

Patient Privacy Preservation

Genomic data are highly sensitive and should not be disclosed
without proper permission. In ConsentChain, genomic dataare
stored in an off-chain private secure storage with an access
control mechanism, thereby reducing the risk of patient data
leakage. Moreover, to ensure participant anonymity, arandomly
generated unique account was generated for the participants
who were associated with a PU. This account is used to send
transactionsto the blockchain; these transactions are anonymous
and cannot be linked to the real identity of participants. In
addition, multiple accounts can be created for one participant;
hence, transactions sent to the blockchain by the same
participant cannot be inferred by an adversary.

https://medinform.jmir.org/2021/11/e27816
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Data Storage

In ConsentChain, genomic dataare stored in an off-chain private
secure storage system. The security of this storage is beyond
the scope of this paper, and we assume that it is secured by its
owner (the DC). Only the metadata, hash, and reference of the
off-chain stored data are shared on the blockchain. The off-chain
DRef stored in the blockchain is tamper-proof.

Data Sharing

Only authorized users can request access to off-chain data
through permissions that are preset in smart contracts. After
receiving a valid request, the DC creates a JSON file that
containsthe requested dataand storesit in thetemporary access
off-chain storage from where it can be accessed via HTTPS.
Access to the JSON file is restricted by a one-time visit and a
short time frame. The DC then retrievesthe PU of the user who
requested the data from the IPFS and encrypts the URL that
allows access to the JSON file and then stores it in the
blockchain. The user requesting the data can then obtain the
URL from the blockchain and decrypt it using their PR and
access the JSON file. Once the JSON file is accessed, it is
removed from the temporary access off-chain storage, making
the URL stored in the blockchain useless; therefore, if the
adversary compromises the PR of the user requesting the data
to decrypt the URL, the URL would lead to nothing. Further,
if the JSON fileisnot accessed within the specified timeframe,
it is removed from the temporary access off-chain storage,
reducing the risk of unauthorized access to the data.

Tamper-Proofing

In ConsentChain, data access activities are recorded in the
blockchain and can be audited and tracked. In addition, the data
stored in the blockchain areimmutable and cannot be arbitrarily
modified owing to the consensus mechanisms used in the
blockchain, which guarantees that the added blocks cannot be
modified unless an adversary can launch a 51% attack. It is
worth noting that the mechanism of launching a 51% attack
differs depending on the type of consensus mechanism used in
the blockchain. For instance, public blockchains such as
Ethereum and Bitcoin use the proof-of-work consensus
mechanism, which requires high computational power to
generate new blocks, whereas in a private permissioned
blockchain, the proof-of-authority consensus mechanism can
be used to generate new blocks[79-82]. To launch a51% attack
on a blockchain that uses the proof-of-work consensus
mechanism, an adversary needsto obtain 51% of the network’s
computational power. In contrast, when the proof-of-authority
consensus mechanism is used, a 51% attack can only be
launched by controlling over 51% of the network nodes, which
is much more difficult than obtaining 51% of the network
computational power [80]. Therefore, in ConsentChain, the
proof-of-authority consensus mechanism is used to reduce the
risk of a’51% attack.

Perfor mance Evaluation

To test and validate ConsentChain, we built a real production
environment for the deployment and hosting of ConsentChain.
A detailed performance analysis of ConsentChain is provided
in Multimedia Appendix 2. In summary, the analysis of the
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performance of the Transaction and Read operations of
ConsentChain indicated an average Transaction Throughput of
13.59 tps and an average Read Throughput of 135.78 tps. The
Transaction Latency was 2.76 seconds, whereas the average
Read Latency was 0.288 seconds. In addition, the system
performance analysis shows that a large number of read
operations (reading a state from blockchain), that is, 10,000
transactions, could be handled by the system at very low latency,
whereas transaction operations are processed with higher latency
owing to the complexity involved (reading or writing a state
from or to blockchain).

Conclusions

Genomic data are useful when shared within the clinica
genomics community and compared with other patient data,
indicating that clinicians might need to share datato efficiently
treat patients. However, many challenges hinder large-scale
genomic data sharing, such as the availability, discoverability,
and accessibility of genomic data[8,51,52], preventing clinicians
and researchers from generating an integrated view of rare
genetic diseases. In this study, we proposed a blockchain-based
dynamic consent architecture to support genomic data sharing
and implemented a proof-of-concept for the architecture. We
also developed an ontology model to represent patient consent
elements into machine-readable codes to automate the consent
and data access processes. The proof-of-concept has been
implemented on a private Ethereum blockchain, and it shows
that the proposed architecture can achieve alarge-scal e sharing
of genomic data among the parties involved. The evaluation
showed that patients achieved greater control over their data
using this system. Performance analysis showed that the system
was efficient and scalable.

Nonetheless, several limitations of this study need to be
addressed. Owing to the openness and distributed nature of
blockchain technology, verifying user identity is challenging.
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Our system operates under the assumption that the system is
implemented on a private blockchain, and al users are invited
tojoin the system. User identity verification is performed before
one can join the system, and each user is given apseudonymous
identifier to represent them on the system. A more reliable and
practical solution to overcome thisissue might belinking patient
identity with an external trusted source of information, such as
GOV.UK Verify and NHS Identity. In addition, DR and DC
identity verification could be achieved by linking to their
professional registration.

Another issueis blockchain’s GDPR compliance, which needs
to be considered [83-85]. Although blockchains can help
dynamic consent systems comply with some GDPR objectives,
including the rights to be informed and to withdraw,
blockchains' immutability seems to conflict with the GDPR,
which encourages data minimization and gives data ownersthe
right to erasure. A study conducted by the European
Parliamentary Research Service concluded that although private
and permissioned blockchains could easily comply with GDPR
requirements, it is difficult to determine whether blockchains
are, as a whole, either completely compliant or incompliant
with GDPR [86]. However, since the GDPR came into effect,
severa studies have taken initial steps toward designing and
building GDPR-compliant blockchain-based use cases
[44,87-91]. Therefore, GDPR compliance should be considered
during the design of blockchain-based systems [92,93].

The objective of thiswork was not to design asystem that could
be used in practice in health care environments, but to show
that blockchain technology has the potential to address several
genomic data sharing challenges. We found that facilitating
genomic data sharing through blockchain technol ogy and smart
contracts is promising. However, they are not the complete
answer, and anumber of issuesstill need to be addressed before
such systems can be deployed in practice, particularly inrelation
to verifying user credentials.

System design requirements in existing blockchain solutionsin health care.

[DOCX File, 19 KB-Multimedia Appendix 1]
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Detailed performance analysis of the proposed model.
[DOCX File, 268 KB-Multimedia Appendix 2]
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