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Abstract

Background: Theincidence of both type 1 diabetes (T1DM) and type 2 diabetes (T2DM) in children and youth isincreasing.
However, the current approach for identifying pediatric diabetes and separating by type is costly, because it requires substantial
manual efforts.

Objective: The purpose of this study was to develop a computable phenotype for accurately and efficiently identifying diabetes
and separating T1DM from T2DM in pediatric patients.

Methods: Thisretrospective study utilized adata set from the University of FloridaHealth Integrated Data Repository to identify
300 patients aged 18 or younger with TIDM, T2DM, or that were healthy based on a developed computable phenotype. Three
endocrinology residents/fellows manually reviewed medical records of all probable cases to validate diabetes status and type.
This refined computabl e phenotype was then used to identify all cases of TIDM and T2DM in the OneFlorida Clinical Research
Consortium.

Results: A total of 295 electronic health records were manually reviewed; of these, 128 cases were found to have T1DM, 35
T2DM, and 132 no diagnosis. The positive predictive value was 94.7%, the sensitivity was 96.9%, specificity was 95.8%, and
the negative predictive value was 97.6%. Overall, the computable phenotype was found to be an accurate and sensitive method
to pinpoint pediatric patients with TIDM.

Conclusions: We devel oped a computable phenotypefor identifying TIDM correctly and efficiently. The computable phenotype
that was developed will enable researchers to identify a population accurately and cost-effectively. As such, this will vastly
improve the ease of identifying patients for future intervention studies.

(IMIR Med Inform 2020;8(9):€18874) doi:10.2196/18874
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therisein T2DM duein large part to the obesity epidemic[1,2].
Uncontrolled T1DM leadsto short- and long-term complications

Diabetes is one of the most common chronic diseases seen  ad early mortality [3-6].

during childhood and adolescence. Theincidenceand prevalence  The vast mgjority of the population data about the incidence,

of diabetes mellitus has continued to increase worldwide for  prevalence, and effects of diabetesin youthin the United States
both type 1 diabetes (T1DM) and type 2 diabetes (T2DM), with

Introduction
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come from select sites, such as the SEARCH for Diabetes in
Youth Study [7] and the T1D Exchange [8]. In the past, outside
of highly manicured registries, the thorough and accurate
identification of pediatric patients with TIDM versus T2DM
could only be accomplished by manual clinical record review,
which was both costly and time-consuming, requiring manual
medical record reviews. Currently, through the use of algorithms
derived from electronic health record data, accurate
identification of patients with TIDM versus T2DM may be
possible. One such algorithm using a subset of SEARCH cohort
revealed a 89% positive predictive value (PPV) and a 97%
negative predictive value using only 1CD-10-CM codes [9].
However, this study was conducted within aself-contained data
set overseen by Kaiser Permanente. As such, this does not give
acomprehensiveinsight into patients seen at avariety of health
settings using different el ectronic record systems. Thereisthus
aneed for timely real-world population-level monitoring of the
incidence, prevalence, and disease course of diabetes in youth
that includes the ability to separate TIDM from T2DM.

The overall purpose of this project wasto develop and validate
an algorithm to identify pediatric patients with TIDM in an
efficient and accurate manner that would bevalid in areal-world
database outside of a closed medical system such as Kaiser
Permanente.

Methods

Population

University of Florida Health

Patients eligible for inclusion in this study were aged 0-18 and
seen at University of FloridaHealth (UF Health). The UF Health
System is amedical network associated with the University of
Florida with the only comprehensive pediatric facility in North
Central Florida. The Integrated Data Repository (IDR) is a
large-scale database that collects and organizes information
across UF Health's clinical and research enterprises. The IDR
is a secure, clinical data warehouse that aggregates data from
the university’s clinical and administrative information systems,
including the electronic health record system. As of 2018, the
I DR housed morethan 1 billion observational factsacrossmore
than 1 million patients. For query 1, the IDR was utilized to
identify 300 patients for the development of the computable
phenotype. Similar to other studies, 100 individuals per cohort
were selected (TIDM, T2DM, no diagnosis) with the no
diagnosis classification being used as the reference group.

OneFlorida

The OneFlorida Clinical Research Consortium contains over
12 million unique patient records from as early as of 2012,
including Medicaid claimsrecords. This database is maintained
and updated on aquarterly basiswith information from partners
across the state of Florida. The OneFlorida Data Trust's
repository of statewide health care data is regularly updated
with the inclusion of new partners and data refreshes from
existing partners. All data are cleaned, transformed, curated,
and contained in a centralized data warehouse, allowing
streamlined inquiries and uniform results based on high-quality
data. At present, dataon 15 million patients across 22 hospitals
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are included within the data set going back to 2012, of which
approximately 4.3 million are pediatric patients aged 18 or
younger across thousands of providers, clinics, practices, and
multiple hospital systems throughout the state of Florida. A
SAS code that was developed from the algorithm was used to
identify eligible members. Previouswork has demonstrated that
the OneFlorida Data Trust demographicsare similar to estimates
reported by the US Census Bureau [10,11]. Five OneFlorida
sites that did not have prescribing data were excluded. For
queries 2 and 3, we limited our results to patients aged 0-18
seen within the OneFlorida Data Trust in the year 2018.

Study Overview

In query 1, theinitial algorithm for differentiating TLDM and
T2DM was developed and validated with chart reviews using
data from the UF Health system. Subsequently, this algorithm
was utilized in the OneFlorida database (query 2).

Queries

Query 1. Computable Phenotype Algorithm Development
Using UF Health IDR

For the development of the algorithm, weidentified individuals
in the UF Health System that would meet the criteria of having
T1DM or T2DM, and a cohort with no diagnosis of either for
comparison. A total of 300 random recordswere requested from
the IDR with 100 of each of thefollowing: TIDM, T2DM, and
no diagnosis of either. The criteriafor diagnosis of TIDM used
diagnosis codes, medication dispensing, and laboratory results.
Patients met the TADM algorithm criteriaif they were lessthan
or equal to 18 years of age as of December 31, 2016, and
fulfilled the following criteria: (1) inpatient/outpatient with
ICD-9/10 for T1DM and insulin medication within 90 days or
(2) inpatient/outpatient with 1CD-9/10 for TIDM and glucose
>200 mg/dL or (3) inpatient/outpatient with ICD-9/10 for TIDM
and hemoglobin Alc > 6.5%.

Thetype 2 criteriadiffered dlightly in that it involved ICD-9/10
for patientswith T2DM under the age of 18. For each identified
member within the 300 total records, we obtained data on age,
sex, race, ethnicity, height, weight, BMI, diagnoses, location
of services, and the admit date. In order to account for anumber
of conflicting diagnosesfor individual patients, adiagnosisratio
was used to make a final diagnosis categorization (T1DM vs
T2DM). Conflicting diagnosis codes occurred when patients
were seen by multiple providers, or different settings, and
received both a TAIDM and T2DM in the electronic health
record. In order to receive a designation of TIDM or T2DM,
they had to have greater occurrences of one diagnosis. Diagnosis
ratio designations were applied prior to the medical record
review to allow for further investigation.

The data management for query 1 was managed in a REDCap
database [12]. A data abstraction form was developed for use
by themedical record reviewersto manually abstract datarelated
to adiabetes mellitus diagnosis and treatment from the medical
records. Thisform was utilized to collect demographic dataand
diabetes-related clinical information including the most recent
record of height, weight, hemoglobin Alc, and if idet
autoantibodies were present (and type).
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Medical Record Review

A total of 3 pediatric endocrinology fellows (BB, CZ, and PH)
evaluated the medical records to determine the true diagnosis.
A total of 295 cases, with an overlap of 41 cases to assess
interrater reliability, werereviewed. For quality assurance, 14%
(40/295) of al records were manually abstracted by multiple
reviewers (BB, CZ, or PH). Any discrepancieswere adjudicated
by a senior reviewer (WD). All reviewers were blinded to the
diagnosis category patients were assigned to. Each reviewer
accessed the patient electronic health records to evaluate the
medical record thoroughly to make a final diagnosis. Patients
were given adesignation of T1DM if they fell into the range of
clinical criteriaincluding diagnosis at a younger age, a history
of diabetic ketoacidosis, positive antibody status, lower insulin
requirements, and lower BMI. Additional datawere abstracted
so the most up-to-date information for laboratory values was
recorded. Reviewers entered all information into a REDCap
database. Following the review, data were exported into SPSS
and reviewed for interrater reliability. A total of 5 cases were
evaluated in greater depth due to missingness, terminol ogy, and
adiffering diagnosis. The sensitivity, PPV, negative predictive
value, and specificity were calculated using the numerators and
denominators from the medical record review.

Query 2: Computable Phenotype Algorithm using
OneFlorida

Abstraction conducted in query 1 highlighted a number of
false-positive diagnoses. In order to correctly categorize patients
with other forms of diabetes (eg, cystic fibrosis—+elated diabetes,
maturity-onset diabetes of youth, neonatal hyperglycemia), we
separated patients with these diagnostic codesinto athird cohort
identified as other diabetes. We revised the algorithm to include
patients with ICD-10 of Neonatal Diabetes Méllitus P70.2
instead of P61.0 for the Other DM categories. This resulted in
areduction of 5397 patients across all years (originally 9727),
and 685 patientsin the year 2018 alone (previously 1316).

http://medinform.jmir.org/2020/9/€18874/
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Query 3: Computable Phenotype Algorithm Using
OneFlorida Revised

Intheinitial run of the computable phenotypein the OneFlorida
Clinical Research Consortium, there was an inconsistency in
the number of cases of patients with TADM and T2DM. More
specifically, there were more cases of patientswith T2DM than
on average. We revised the agorithm to include additional
pharmacy datato identify patientswho met the algorithm criteria
where patients with a diagnosis code of T2DM were also
required to have a prescription of metformin.

Results

ComputablePhenotypeAlgorithm Development Using
UF Health IDR

In our first query of 300 medical records drawn from the UF
Health IDR, 5 cases had no discerning diagnosis (conflicting
diagnosis of TIDM and T2DM) based on the diagnosis ratio,
and therefore, these were excluded from the study. A total of
295 records were reviewed. Table 1 shows the demographics
of these patients.

After applying a diagnosis ratio between hospital encounters,
there were atotal of 131 patients with TIDM, 64 with T2DM,
and 100 with no diagnosis of either. Of the 131 patients
identified using the computable phenotype algorithm, abstractors
confirmed adiagnosis of TADM for 125 patients (true positive;
Table 2), which yielded a PPV of 96.8% (Table 2). Upon
validation with the medical record review, it was confirmed
that 7 patients were incorrectly identified (false positive; Table
2) by the algorithm. These patients instead were found to have
either no diagnosis (n=5) or T2DM (n=2). Thefinal computable
phenotype algorithm was determined to have a sensitivity of
95.3%. The T2DM algorithm had a lower PPV than T1DM
(51.6%) but had a high sensitivity (94.3%) and specificity
(97.5%).
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Table 1. UF demographics.
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Demographic Overal (N=295) No diagnosis (N=132) T1DM? (N=128) T2DMP (N=35)
Age, mean (SD) 10.7 (5.44) 7.8 (5.56) 12.3(4.07) 15.4 (2.87)
Gender
Male, n (%) 134 (45.4) 63 (47.7) 60 (46.9) 11 (31.4)
Female, n (%) 161 (54.6) 69 (52.3) 68 (53.1) 24 (68.6)
Race
Caucasian, n (%) 179 (60.7) 79 (59.8) 87 (68.0) 13(37.1)
African American,n 62 (21.0) 33(25.0) 10 (7.8) 19 (54.3)
(%)
Hispanic, n (%) 31(10.5) 11(8.3) 19 (14.8) 1(2.9)
Asian, n (%) 2(0.7) 2(L5) 0(0) 0(0)
Multiple races, n (%) 15(5.1) 4(3.0) 9(7.0) 2(5.7)
Missing, n (%) 6(2.0) 3(2.3) 3(23) 0(0)
Treatment facility
UF® Health, n (%) 231(78.3) 81 (61.4) 117 (91.4) 33(94.3)
Autoantibodies presence, n 67 (22.7) 2(1.5) 65 (50.8) 0(0)
(%)
Ethnicity
Hispanic, n (%) 38 (12.9) 13(9.8) 23(18.0) 2(5.7)

Glucose level, mean (SD);
range

153.86 (95.45); 7-555

Hemoglobin Alc, mean
(SD); range

8.62 (2.31); 4.8-14.00

89.43 (30.33); 7-284

5.48 (0.58); 4.8-7.5

207.59 (98.57); 58-555 161.11 (96.83); 64-432

9.27 (1.80); 5.6-14 7.92 (2.90); 4.9-14.00

3T1DM: type 1 diabetes mellitus.
bT2DM: type 2 diabetes mellitus.
CUF: University of Florida.

Table 2. Resultsfrom query 1.

Query 1 Total reviewed, n  Total confirmed, n  Sensitivity, %  Specificity, %  Positivepredic-  Negetivepredic-
tive value, % tive value, %

T1DM2 caseidentified viacp? 131 124 96.9 95.8 94.7 97.6

algorithm®

T2DMY caseidentified viacP 64 33 94.3 88.1 51.6 99.1

algorithm®

3T1DM: type 1 diabetes mellitus.
bep: computable phenotype.

°T1DM algorithm: sensitivity=124/124+4; specificity=160/160+7; PPV=124/124+7; NPV=160/160+4.

4T2DM: type 2 diabetes mellitus.

€T2DM algorithm: sensitivity=33/33+2; specificity=229/229+31; PPV=33/33+31; NPV=229/229+2.

Computable Phenotype Algorithm Performancein
OneFlorida

In the second query, the performance of the algorithm wastested
in the OneFlorida Data Trust. Although the validity of using
only ICD codes for the determination of diabetestypein youth
has been demonstrated in the large integrated health system of
Kaiser Permanente Southern California [9], and while our
algorithm was based largely on ICD codes and did very well in

http://medinform.jmir.org/2020/9/€18874/
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the UF Health IDR, when this was run in the OneFlorida Data
Trust, there were issues with appropriate categorization as
described inthe“Methods” section. Asthese numberswere not
consistent with what we know about the epidemiology and
biology of TIDM versus T2DM in youth [13], we undertook a
revision of the algorithm.

The revised algorithm included additional pharmacy data to
identify patientswho met the algorithm criteria. Intherevision,
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patients with a diagnosis code of T2DM were also required to
have a prescription of metformin. The results from the final
algorithm are presented in Table 3. The majority of patients
identified by the algorithm had adiagnosis of TAIDM (n=4246)
followed by other DM (n=660) and T2DM (n=550). Patients
with TIDM had an even distribution of male and female, were
predominantly White (2153/4246, 50.71%), between 11 and 15

Table 3. Resultsof final algorithm in OneFlorida.

Morris et al

years of age (1789/4246, 42.13%), and on insulin (3907/4246,
92.02%). Patientsidentified ashaving T2DM were more likely
to be female (342/550, 62.1%), other race (190/550, 34.5%),
Black (241/550, 43.8%), and between 16 and 18 years of age
(300/550, 54.5%). Because of the already high sensitivity and
specificity of thelessrobust initial algorithm for TIDM, wedid
not do additional chart reviews for the revised a gorithm.

Demographic T1DM? (N=4246) T2DMP (N=550) Other DM (N=660)
Sex
Female, n (%) 2120 (49.93) 342 (62.18) 326 (49.39)
Male, n (%) 2126 (50.07) 208 (37.82) 334 (50.61)
Race
White, n (%) 2153 (50.71) 117 (21.27) 195 (29.55)
Black, n (%) 709 (16.70) 241 (43.82) 234 (35.45)
Asian, n (%) 23(0.54) N/AC N/AC
Other/unknown, n (%) 1361 (32.05) 190 (34.55) 229 (34.70)
Age
0-5 years, n (%) 253 (5.96) N/AC 512 (77.58)
6-10 years, n (%) 895 (21.08) N/AC 31 (4.70)
11-15 years, n (%) 1789 (42.13) 240 (43.64) 66 (10.00)
16-18 years, n (%) 1309 (30.83) 300 (54.55) 51(7.73)
Insulin, n (%) 3907 (92.02) 284 (51.64) 63 (9.55)

&T1DM: type 1 diabetes mellitus.
bT2DM: type 2 diabetes mellitus.
°N/A: no available data (ie, no patients identified).

Discussion

Principal Findings

Overdll, the computable phenotype we developed to identify
pediatric patients with TADM was effective using data within
the electronic health record. The identification of patientswith
diabetes can be complex and conflicting diagnosis codes make
it even more difficult to disentangle an accurate classification.
Assuch, the use of additional clinical parametersto narrow the
focus to a specific population refines the specificity of the
algorithm. For T1DM, this includes laboratory values (Alc =
6.5, glucose = 200 m/qg).

For the purposes of this study, we drew upon the parameters
already defined by the SEARCH study which allowsresearchers
toidentify adultswith TIDM. Referencing this study, we made
refinements to account for variations among pediatric patients.
The utility of this computable phenotypeisthat it enables usto
identify patients with an accuracy of 97%. Identification of
patients solely based on the data found within the electronic
health record can be complex, thus accounting for our need of
numerous queries. The idiosyncrasies of diagnosis codes and
limited recordings of HbA1c for patients added complexities
to the methods of identification. In our experience, diagnosis
codes for patients often had contradictions. For example, a

http://medinform.jmir.org/2020/9/€18874/

patient seen multiple times in the measurement year in various
settings may have conflicting diagnosis (ie, TIDM and T2DM).
To overcome this problem, we applied a diagnosis ratio to
include the most prevalent diagnosis. This is an important
consideration for other individuals utilizing electronic health
recordsfor identification. Theidentification of pediatric patients
solely based on the ICD-9 or ICD-10 code only alows us to
look at patients on the surface level rather than as awhole.

The findings from this study were instrumental in developing
a computable phenotype to identify pediatric patients with
T1DM. Through this process, a number of limitations were of
note that should be considered. First, the utilization of the
electronic health record presented afew obstacles that were not
originally foreseen, particularly the conflicting diagnoses of
patients. Inaccuracies and data entry error are plausible within
large data sets and need to be accounted for. Being aware of the
possibility of inaccurate diagnoses increases the importance of
not relying solely on ICD-9 and ICD-10 diagnoses for
identifying patients. Similarly, this impacted our proposed
methodology of 100 individuals for each of the 3 cohorts (ie,
T1DM, T2DM, and no diagnosis). These differences were
accounted for in our calculations of predictive value, sensitivity,
and specificity, but still need to be noted as a potential limiting
factor. Another limitation of this paper isthat the medical record
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review waslimited to 1 health care system. Whilewewereable Conclusions

to identify all pediatric patients within the OneFlorida Clinical |, summary, the computable phenotype that we developed to
Research Consortium with T1DM, we were unable to access identify pediatric patients with TIDM is both accurate

individualized records within each of the contributing data (PPV=96.8%) and sensitive (95.3%). This computable

centers and thus unable to conduct medical record reviews a - phenatype will enable future researchers to not only identify a
each site. Additionaly, as 5 OneFlorida sites did not have 0 14i0n of interest accurately, but also cost-effectively. As
prescribing data, this limits our available data, and g this will allow for more precise implementation of
generalizability, from the entire state of Florida interventions to help improve both clinical and psychosocial
care, and ultimately improve outcomes important to patients.
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Abstract

Background: At present, electronic health records (EHRS) are the central focus of clinical informatics given their role as the
primary source of clinical data. Despite their granularity, the EHR data heavily rely on manua input and are prone to human
errors. Many other sources of data exist in the clinical setting, including digital medical devices such as smart infusion pumps.
When incorporated with prescribing data from EHRs, smart pump records (SPRs) are capable of shedding light on actions that
take place during the medication use process. However, harmoniz-ing the 2 sourcesis hindered by multiple technical challenges,
and the data quality and utility of SPRs have not been fully realized.

Objective: This study aims to evaluate the quality and utility of SPRs incorporated with EHR data in detecting medication
administration errors. Our overarching hypothesis is that SPRs would contribute unique information in the med-ication use
process, enabling more comprehensive detection of discrepancies and potential errors in medication administration.

Methods: We evaluated the medication use process of 9 high-risk medications for patients admitted to the neonatal inten-sive
care unit during a 1-year period. An automated algorithm was devel oped to align SPRswith their medica-tion ordersin the EHRs
using patient I D, medication name, and timestamp. The aligned data were manually re-viewed by aclinical research coordinator
and 2 pediatric physicians to identify discrepancies in medication ad-ministration. The data quality of SPRs was assessed with
the proportion of information that was linked to valid EHR orders. To evaluate their utility, we compared the frequency and
severity of discrepancies captured by the SPR and EHR data, respectively. A novel concordance assessment was also devel oped
to understand the detec-tion power and capabilities of SPR and EHR data.

Results. Approximately 70% of the SPRs contained valid patient IDs and medication names, making them feasible for data
integration. After combining the 2 sources, the investigative team reviewed 2307 medication orders with 10,575 medication
administration records (MARs) and 23,397 SPRs. A total of 321 MAR and 682 SPR dis-crepancies were identified, with
vasopressors showing the highest discrepancy rates, followed by narcotics and total parenteral nutrition. Compared with EHR
MARSs, substantial dosing discrepancieswere more commonly detectable using the SPRs. The concordance analysis showed little
overlap between MAR and SPR discrepan-cies, with most discrepancies captured by the SPR data.
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Conclusions:

Ni et a

We integrated smart infusion pump information with EHR data to analyze the most error-prone phases of the

medication lifecycle. The findings suggested that SPRs could be a more reliable data source for medication error detection.
Ultimately, it is imperative to integrate SPR information with EHR data to fully detect and mitigate medication administration

errorsin the clinical setting.

(IMIR Med Inform 2020;8(9):€19774) doi:10.2196/19774

KEYWORDS

medication administration errors; smart infusion pumps; electronic health records; concordance

Introduction

Background

Electronic health records (EHRs) are the central focus of many
effortsin clinical research and quality improvement given their
role as the primary clinical data source [1-4]. Despite their
granularity, the data heavily rely on manual input and are prone
to human errors [3,4]. Many digital devices have been used in
clinical environments, and they provide additional sources of
data for understanding health care processes, a form of
real-world data from clinical settings. One example is digital
medication infusion pumps, more commonly known as smart
pumps. These pumps, which are now commonplace in modern
health care settings, record copious amounts of rich, granular
data about medication administration. Smart pumps have been
shown to prevent some errors while propagating others. One
systematic review found that smart pumps can intercept multiple
error types, such as wrong dose and wrong rate errors, as well
as reduce adverse drug events [5]. This effect, however, is
heavily dependent on user compliance and utilization of specific
functionalities vendor products afford, including dose error
reduction software[6]. Aswith EHRs, infusion pump alertsare
another source of aert burden and are subject to alert fatigue,
which raises a trade-off between potential safety benefits and
increased workload for providers[7]. Smart pumps, compared
with their analogue counterparts, generate a lot of data to log
user interaction with the pumps (eg, pausing of pump infusions
and pump aert overrides) and the pump status (eg, infusion
start and infusion complete), which are associated with granular
timestamps. The data create useful information such as user
compliance with alerts, pump states at different time points,
and mechanical alarm records. These smart pump records (SPRs)
can be harnessed to help understand actions that take place
during medication administration.

The ability to link and leverage different data sources across
the full medication lifecycle has the potential to make
medication errors recognizable and rectifiable. Theoretically,
when combining smart infusion pump information with
prescribing data from EHRs, one can see the bookends of the
medication use process, from medication origin (order) to
terminus (administration). Although there are gaps in the
intermediate steps (traditional ly the transcription and dispensing
stages), given that errors are more frequent in the ordering and
administration phases [8], integrating the EHR and SPR data
permits visibility in the most error-prone phases. As such, the
harmonization of these 2 data sources can provide insight and
information about safe and unsafe practices.

https://medinform.jmir.org/2020/9/€19774

Our research is specifically directed at devel oping accurate and
scal ableinformatics technol ogies to monitor the medication use
process and detect medication administration errors. In our
previous studies, we developed artificial intelligence—based
algorithms for monitoring the use of high-risk medications
including vasopressors, narcotics, insulin, total parenteral
nutrition (TPN), and fluids [1,9,10]. By analyzing order and
medication administration record (MAR) dataresidingin EHRS,
the algorithms identified discrepancies and potential errorsin
how medications were being ordered and documented as
administered. Despite their viability in discrepancy detection,
the algorithms relied on a single data source that resulted in a
number of false positives and fal se negatives. For instance, the
algorithms might miss an error in administration (a false
negative) if an order adjustment was not placed in the EHR or
was incorrectly documented in the MAR [10]. To improve the
accuracy of error detection, we sought to integrate smart pump
information into the computerized algorithms.

Integration of SPRs with EHR data requires advanced
informatics technologies and is not without significant
challenges [4]. Most health care institutions that use smart
pumps have not fully integrated them into a closed-loop system,
which would permit automatic linkage of order datain the EHRs
to administration information from the pumps. One barrier to
integration is the cost and complexity of the implementation
process, including its impact on clinical workflows. Another
barrier is the maturity of the technology and its associated
challenges [11]. Single-site studies have reported increased
work efficiencies and revenue benefits, but widespread
integration is not yet ubiquitous [12]. As such, although great
potential exists, theinsight gained from combining the data has
not yet been realized.

Objectives

To fill these gaps in knowledge, we integrated SPRswith EHR
data and evaluated their quality and utility in detecting
medication administration errors. Our overarching hypothesis
was that SPRs would contribute unique information in the
medication use process, enabling more comprehensive detection
of discrepancies and potential errors in  medication
administration. The specific aims of this study were to (1)
develop an automated algorithm that aligns SPRs with EHR
data to facilitate manual review of medication administration,
(2) characterize discrepancies identified from EHRs and SPRs,
and (3) develop a novel assessment that measures the
concordance between the ability of EHR and SPR data in
detecting medication administration discrepancies. This study
is among the first to integrate multiple clinical data sources to
understand medication safety events. Our long-term objective
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isto establish a more effective and generalizable program that
assembl es comprehensive data sourcesin clinical environments
to improve patient safety across health care ingtitutions.

Methods

Setting and Study Population

We evaluated medication administration for patients admitted
to the neonatal intensive care unit (NICU) at the Cincinnati
Children’s Hospital Medical Center (CCHMC). Approval for
this study was provided by the CCHMC ingtitutional review
board (study 1D: 2015-3824), and a waiver of consent was
authorized.

The CCHMC NICU isalevel 4 NICU that provides the highest
level of neonatal intensive care to complex and critically ill
newborns. The unit has an average daily census of 70 patients
and an average of 750 admissions per year. The ingtitution
utilizes a fully computerized commercial EHR system (Epic
Systems Corporation). Additional NICU safety interventions
include the use of computerized provider order entry with
embedded clinical decision support, a bar code medication
administration (BCMA) system, smart infusion pump technol ogy
with a customized neonatal library of medications, daily
prescription review by dedicated NICU pharmacists, and clinical
guidelines for high-risk medications.

Study Medications and Study Periods

We focused on reconciling 9 high-risk, continuous intravenous
infusion medications prescribed to NICU inpatients, including
vasopressors (dopamine, dobutamine, epinephrine, milrinone,
and vasopressin), narcotics (fentanyl and morphine), TPN, and
lipids. Continuous intravenousinfusions have a higher risk and
severity of error than other medication administrations[13,14].
In particular, its administration usually spans multiple nursing
shifts and involves complex dosage adjustments that are not
captured by in-place interventions such as BCMA. Medication
administrations for vasopressors and narcotics were studied
over the period of January 1, 2014, to December 31, 2014. Due
to changesto our ordering system, TPN and lipid administrations
were studied over the period of January 1, 2016, to December
31, 2016. All vasopressors, narcotics, and lipid orders were
included in the analysis. Owing to the large volume of TPN
orders, we randomly selected 8.05% (669/8308) of the TPN
ordersfor anaysis.

Clinical Data Extraction and Feder ation

M edication use information was extracted retrospectively from
the ingtitution’s EHR system. The information included (1)
medication orders that documented infusion doses (or infusion
rates) prescribed to the patients, (2) structured order
modifications that adjusted the origina doses and rates via
computerized physician order entry, (3) MARs documented by

https://medinform.jmir.org/2020/9/€19774
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clinical professionals that describe doses or rates administered
to patients, and (4) free-text physician to nurse communication
orders that specified complex medication dose or rate
adjustments during patient care. Theinfusion pump information
was extracted separately from the vendor-provided reporting
system (CareFusion). Theinformationincluded (1) patient IDs,
(2) medication names, and (3) SPRs that documented actual
doses or rates administered to patients. The SPRs contained
multiple pump state categories including infusion started or
restarted, stopped, completed, paused, canceled, and delayed.
Only SPRsthat indicated infusion started or restarted were used
for this analysis because they represented the initiation of
medication delivery and the point at which one would want to
intercept potential erroneous infusions.

As the SPRs were not integrated into the institution’s EHR
system, there was no explicit association between an SPR and
its corresponding medication order. As such, we developed a
computerized algorithm to merge the 2 data sources and align
SPRswith their potential medication orders. The EHR and SPR
data were first grouped by patient 1Ds and medication names.
The agorithm then chronologically aligned the EHR and SPR
data for each patient medication group, where each SPR was
linked to the closest medication order with order placement,
modification, or MAR documented within 24 hours of its
administration. The SPRswith invalid patient | Ds or unknown
medication names could not be definitely linked to any order.
As such, they were excluded from subsequent manual review
and discrepancy analysis.

Manual Review for Gold Standard Creation

A clinical research coordinator (CRC) and 2 board-certified
pediatric physicians on the research team (including 1
neonatologist) manually reviewed the aligned data for each
patient medication group to identify medication administration
discrepancies in MARs and SPRs. Figure 1 illustrates an
example of the chronological ordering of EHR and SPR data
and discrepancies identified by manual review. A discrepancy
was defined as a mismatch between the prescribed dose or rate
of a medication and the electronic documentation of its
administration in MARs or SPRs [10]. A discrepancy may be
amedication administration error, or it may be afalse positive
subject to further investigation. For the purposes of this study,
wedefined an apriori 30-minwindow to allow for verbal orders
to be transcribed into the EHR, in line with our institutional
policy and expectations. As such, a discrepancy occurred if an
order was placed more than 30 min after an administration, even
if the correct dose or rate was administered (the starred
discrepancy in Figure 1). If a discrepancy was detected, the
reviewers additionally identified the correct dose or rate
prescribed. Differences between the reviewers' decisions were
resolved during the adjudication sessions. Inter-rater reliability
was cal cul ated using Cohen kappato define the agreement [15].
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Figure 1. An example of chronological ordering of medication use data and medication administration records or smart pump record discrepancies
identified by manua review. The discrepancy occurred because the order modification was placed over 30 min after the MAR or SPR, which did not
meet the institutional expectations even if the administration was correct. MAR: medication administration records; SPR: smart pump record; TPN:

total par-enteral nutrition.

Timestamp Source Content Prescrlbed_mfusuon Gl iR Manual review decision
rate and adjustment rate
9/7/16 14:55 |TPN order 6.9 mL/hr 6.9mL/hr
9/7/16 18:30 |MAR 6.9 mL/hr 6.9 mL/hr Rate=Order rate
9/7/16 20:09 |MAR 5.9 mL/hr 5.9 mL/hr
9/7/16 20:30 |SPR 5.9 mL/hr 5.9 mL/hr
9/8/16 10:00 |Order modification |6.9 -> 5.9 ml/hr 5.9 mL/hr
9/8/16 13:41 |MAR 5.9 mL/hr 5.9 mL/hr Rate=0Order rate
9/8/16 13:44 |SPR 59 mL/hr 59 mL/hr
9/8/16 13:57 |SPR 5.9 mL/hr 5.9 mL/hr Rate=0Order rate
9/8/16 16:11 | Order modification |- <220 WeaN TPN 15 6 523 ¢ mL/hr
down by 3 mL/hr
9/8/16 16:20 |SPR 1.9 mL/hr 1.9 mL/hr
9/8/16 16:27 |MAR 1.9 mL/hr 1.9 mL/hr
9/8/16 17:48 |MAR 2.9 mL/hr 2.9 mL/hr Rate=QOrder rate
9/8/16 18:00 |SPR 2.9 mL/hr 2.9 mL/hr Rate=0Order rate

Analysis of Discrepancies

The consensus annotations served as a gold standard to
understand medication use processes and discrepancies. To
assess the data quality, we analyzed the proportion of valid
information inthe SPR source. An SPRwasvalid if it contained
both a valid patient ID and a medication name. An ID was
considered valid if its value mapped to an existing patient 1D
in the NICU. Clinical staff manually entered patient IDs into
the infusion pumps; hence, invalid IDs may represent entry or
programming errors. Medication names were present in the
SPRs if the staff selected their profile from the pump drug
library. Infusions programmed under a generic basic infusion
status did not have a medication associated with the records.
We then investigated the number of discrepanciesidentified by
MARs and SPRs to characterize the scale of discrepancies
captured by the 2 sources. The magnitude of discrepancy (MoD),
as defined by the percentage of discrepancy over acorrect dose
or rate, was also caculated to quantify the severity of a
discrepancy. Finally, we developed a concordance assessment
to understand the detection power and capabilities of the MAR
data alone, the SPR data alone, and their overlap. We
hypothesized that MAR discrepancies often represented
documentation errors. As such, the use of a concordance
measure could help differentiate documentation issues versus
true administration errors, reflected by the concordance of the
MAR and SPR discrepancies or SPR discrepancies alone. The
assessment first divided each order sequenceinto multiple event
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blocks separated by order modifications (either order initiations
or modifications and audits). It then identified whether an event
block contained 1 of 4 categories: no discrepancies, MAR-only
discrepancies, SPR-only discrepancies, or both MAR and SPR
discrepancies. For example, the TPN order in Figure 1 contained
3 event blocks, 1 with an SPR-only discrepancy and 2 with both
MAR and SPR discrepancies. Medication orders containing
both MARs and SPRs were included in the analysis. The
descriptive statistics of the 4 categorieswere calculated for each
medi cation and in aggregation to study the concordance. Cohen
kappa was calculated to assess the agreement between MAR
and SPR discrepancies.

Results

Table 1 presentsthe distribution of SPRswith and without valid
patient IDs and medication names in the SPR data source. A
total of 543,791 out of 764,624 SPRs (71.11%) in 2014 and
521,113 out of 787,692 SPRs (66.16%0) in 2016 contained valid
patient IDs and medication names and were therefore feasible
for datafederation. Of the 220833 invalid SPRsin 2014, 66.7%
(147,304) were because of invalid patient 1Ds, 52,680 (23.%)
were because of missing medication names, and 20,849 (9.4%)
were because of missing identifiers. A similar distribution of
invalid SPRswas observed in the 2016 data. Table 2 showsthe
distribution and categorization of valid and invalid patient IDs
documented in the SPRs.
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Table 1. Thedistribution of smart pump records with and without valid patient | Ds and medication names.
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Data sources Patient ID+2 n (%) Patient ID-2, n (%) Total, n (%)
2014 data
Medication name+ 543,791 (71.12) 147,304 (19.26) 691,095 (90.38)
Medication name- 52,680 (6.89) 20,849 (2.73) 73,529 (9.62)
Total 506,471 (78.01) 168,153 (21.99) 764,624 (100.00)
2016 data
Medication name+ 521,113 (66.16) 175,830 (22.32) 696,943 (88.48)
Medication name- 63,326 (8.04) 27,423 (3.48) 90,749 (11.52)
Total 584,439 (74.20) 203,253 (25.80) 787,692 (100.00)
8The patient ID or medication name was valid.
5The patient ID or medication name was invalid or missing.
Table 2. Descriptive statistics of patient IDsin smart pump records and categorization of invalid patient IDs.
Groups Year
2014 2016
Valid patient IDs, n 569 476
Invalid patient I1Ds, n 173 148
Date of birth out of range (1965-2014), n (%) 42 (24.3) 25(16.9)
Entering patient names instead of 1Ds, n (%) 33(19.1) 10 (6.8)
Missing digitsin patient IDs, n (%) 30(17.2) 23 (15.5)
Random numbers, n (%) 23(13.3) 10 (6.8)
Entering encounter IDs instead of patient IDs, n (%) 20 (11.6) 49 (33.1)
Invalid lettersin patient IDs, n (%) 13(7.5) 8(5.4)
Expired patient |Ds due to merged charts, n (%) 4(2.3) 10(6.8)
Extradigitsin patient 1Ds, n (%) 4(2.3) 10 (6.8)
Potentia typographical errorsin patient IDs, n (%) 4(2.3) 3(2.0)

Table 3 presents the descriptive statistics of the medication use  indicating almost perfect agreement on decision making [15].
data. The CRC and physiciansreviewed 2307 medicationorders Among the targeted medications, vasopressors including
with 10,575 MARs and 23,397 SPRs during the study period.  epinephrine, dopamine, and vasopressin had the highest
A total of 321 discrepancies were identified from MARs discrepancy rates, followed by narcotics (fentanyl) and TPN.
(discrepancy rate 321/10,575, 3.0%), and 682 discrepancies The SPR discrepancy rates were higher than that of MARs for
wereidentified from SPRs (discrepancy rate 682/23,397,2.9%).  all medications except epinephrine.

Theoverall inter-rater reliabilitieswere 0.92/0.90 (MAR/SPR),
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Table 3. Descriptive statistics of the gold standard medication use data.
Medication  Peatients, Orders, MAR? MAR discrepancy, MAR discrepancy SPRSC, SPR discrepancy, n  SPR discrepancy
n (%) n (%) n (%) n (% totalb) rate, % n (%) (% total) rate, %
Dobutamine 1(0.2) 3(0.1) 7(0.1) 0(0.0) 0.0 18(0.1) 0(0.0) 0.0
Dopamine  10(1.6) 18(0.8) 60(0.6) 4(1.2) 6.7 152 (0.6) 13(1.9) 8.6
Epinephrine 87 (13.6) 325 1937 233 (72.6) 12.0 2994 290 (42.5) 9.7
(14.1 (18.3) (12.8)
Fentanyl 38(6.0) 134(58) 723(6.8) 9(2.8) 12 2332 87 (12.8) 3.7
(10.0)
Lipid 179 604 1725 0(0.0) 0.0 1884 6 (0.9) 0.3
(28.1) (26.2) (16.3) 8.)
Milrinone  33(5.2) 71(31) 744(7.0) 3(0.9) 0.4 1188 14 (2.1) 1.2
(5.1
Morphine 110 434 2850 13(4.0) 0.5 10,051 150 (22.0) 15
(17.2) (18.8) (27.0) (43.0)
TPNY 160 669 2281 43 (13.4) 19 4524 105 (15.4) 23
(25.1) (29.0) (21.6) (19.3)
Vasopressin 20 (3.1) 49(21) 248(23) 16(5.0) 6.5 254 (1.1) 17(2.5) 6.7
Overall 638 2307 10,575 321 (100.0) 3.0 23,397 682 (100.0) 29
(100.0) (100.0) (100.0) (200.0)

3MAR: medication administration record.

PThe numbersin parentheses represent the percentage of total discrepancies attributable to a medication.

CSPR: smart pump record.
4TPN: totdl parenteral nutrition.

Table 4 presents the MoD for MARs and SPRs across all
targeted medications. A total of 58.2% (187/321) of the MAR
discrepancies were overdoses, of which 21.9% (41/187) were
substantial overdoses (administered dose was 100% greater than
the prescribed dose). A total of 66.9% (456/682) of the SPR
discrepancies were overdoses, of which 27.6% (126/456) were
substantial overdoses. Thefew discrepancieswith 0% magnitude
represent documentation issues where the administrated doses
or rates were correct but the orders or order modificationswere

placed more than 30 min after administration. Figure 2 depicts
the MoD distributions for MARs and SPRs over discrepancy
categories. Epinephrine, fentanyl, morphine, and TPN were
responsible for most MAR and SPR discrepancies, particularly
for substantial overdoses. Figure 3 depictsthe MoD distributions
for MARs and SPRs for each medication. Dopamine,
epinephrine, and vasopressin showed similar distributions
between MARs and SPRs. Other medications such as fentanyl,
morphine, and TPN had low numbers of substantial overdoses
on MARs but higher numbers on SPRs.

Table 4. Magnitude of discrepancy for medication administration records and smart pump records across all medications.

Datasources Magnitude of discrepancy, n (%)

<-500  [-50%-2006) [-2006-10%) [-10%0%) 0% (0%,10%] (109%,209%] (20%,50%] (5096100%] >100%
MAR? 19(59) 61(190) 38(118) 12(37) 4(12) 20(62) 36(11.2) 44(137) 46(143) 41(128)
SPRP 43(63) 104(152) 66(9.7) 12(18) 1(01) 15(22) 88(129) 98(144) 129(18.9) 126(18.5)

3MAR: medication administration record.
BSPR: smart pump record.
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Figure 2. Distribution of magnitude of discrepancy for (a) medication administration records and (b) smart pump records over discrepancy categories.
MARSs:. medication administration records; SPRs. smart pump records; TPN: total parenteral nutrition.
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Figure 3. Distribution of magnitude of discrepancy for (a) medication administration records and (b) smart pump records over medications. MARS:
medication administration records; SPRs. smart pump records; TPN: total parenteral nutrition.
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Table 5 presents the concordance between MAR and SPR
discrepancies. The analysis included 60.58% (1397/2306)
medication orders that contained both MARs and SPRs. The
orders were segmented into 2638 event blocks, of which 308
(11.67%) had discrepancies. Of these 308 blocks, 197 (64.0%)
contained only SPR discrepancies, 44 (14.3%) contained only

https://medinform.jmir.org/2020/9/€19774
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RenderX

MAR discrepancies, and 67 (21.7%) contained both. The Cohen
kappawas 0.32, suggesting minimal agreement between MAR
and SPR discrepancies [15]. The event blocks with SPR
discrepancies were higher than those with MAR discrepancies
across al targeted medications.
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Table 5. Concordance assessment between medication administration record and smart pump record discrepancies.

Medications  orders? n Andysis MARC discrepancy?,  SPRSdiscrepancyd, Concordance category, n
block®, n n n
All Included None MAR SPR Both

Dobutamine 3 2 3 0 0 3 0 0 0
Dopamine 17 12 40 4 13 35 1 3 1
Epinephrine 325 189 901 196 288 793 25 37 46
Fentany! 134 82 182 6 79 145 3 32 2
Lipid 604 352 353 0 6 349 0 4 0
Milrinone 71 42 60 1 14 51 1 8 0
Morphine 434 315 631 12 143 529 5 91 6
TPNf 669 380 380 27 105 347 8 15 10
Vasopressin = 49 23 88 4 17 78 1 7 2
Overdll 2306 1397 2638 250 665 2330 44 197 67

3A|l represents the orders in the data set, whereas Included represents the orders included in the concordance analysis (ie, the orders having both MAR

and SPR data associated with them).
bAnal ysis block represents the event blocks included in the analysis.
°MAR: medication administration record.

IMAR discrepancy and SPR discrepancy represent the MAR or SPR discrepancies, respectively, found in the analysis blocks and included in the analysis.

€SPR: smart pump record.
FTPN: total parenteral nutrition.

Discussion

Principal Findings

This study is among the first to integrate smart infusion pump
information with EHR data to analyze the most error-prone
phases of the medication use process, recognizing that linkage
of complex data has its challenges [4]. Smart pump data lack
clinical usefulness without appropriate identification of both
patient information and medication being used at the time of
infusion. One of the main findings was that 29%-34% of the
smart pump data were not valid because of missing patient or
medication information (Table 1). Most of these missing data
were because of invalid patient information, which was caused
by mistakesduring 1D entry on the pumps or unfamiliarity with
documentation guidelines during infusion pump programming
(Table 2). A large portion of invalid IDs was because of
misentries such asmissing or adding extradigits, invalid letters,
and typographical errors. In addition, a patient ID might be
replaced with the patient name or encounter 1D, suggesting a
mistake in following the documentation guidelines or a
workaround. Missing medication information occurred when a
basic infusion was selected without specifying the medication
being administered. This occurs most commonly as a
workaround when the correct medication cannot be found in
the smart pump library. When patient or medication identifiers
are incorrect or missing, linking smart pump data with order
logs or MARS, particularly in real time, becomes vastly more
complicated and unreliable. Inference by time of administration
is difficult because commonly administered medications (eg,
TPN) might have been concurrently ordered for several patients
in the same unit.

https://medinform.jmir.org/2020/9/€19774

Weidentified higher SPR discrepanciesthan MAR discrepancies
(Table 3), suggesting that SPRs could be amorereliable source
of error detection than EHR data. Thisfinding also implies that
the frequency of medication errors reported in the literature
might be underestimated when limited to analysis of EHR data
alone [1,9,10]. Both MARs in EHRs and smart pump
programming rely on manual dataentry and are proneto human
error. For example, bar code scanning inputs MAR data into
the EHR based on medication label information, but clinical
staff must validate the dose, which may change as medications
aretitrated. Similarly, without a closed-loop system where the
pump is automatically programmed by an order, smart pump
programming also relies on human data entry. However,
compared with MARs, smart pump entries are closest to a
patient, representing the truest reflection of what the patient
receives. The SPR discrepancies we identified may represent
different types of errors. They may be secondary to unintentional
misprogramming (ie, the nurse programs an incorrect rate or
drug concentration) or misunderstanding (ie, the nurse does not
understand an order or misses an order modification), but we
are unable to determine the exact causesin this study using only
retrospective data. Further studies should investigate the
distribution of error typesfor MARs and SPRs and discuss the
effectiveness of corresponding error prevention strategies.

Not all discrepancies have clinical significance, and for most
medications, very small discrepancies are not as important as
large ones. As observed in our studies, minor discrepancies are
typically more numerous (Table 4) [10]. Other studies have aso
noted that medication errors are numerous but are often small
and associated with low rates of harm [7,16-19]. The risk of
calling out these frequent, small discrepanciesisan increasein
workload and decrease in overall attention. It iswidely known,
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for example, that EHR alerts that identify frequent events are
perceived as noisy (ie, providing erroneous or irrelevant
information) and are overridden at high rates [20,21]. As such,
we measured the MoDs to assess their severity. Although the
analysis demonstrated many minor results, we also detected a
notable amount of substantial dosing discrepancies (Table 4).
In particular, discrepanciesin substantial dosing were dominated
by certain medications (eg, epinephrine; Figure 2) and were
more commonly detectable from SPR data (Figure 3). These
findings suggest the necessity of integrating SPR data into
medication error detection, which informsfurther development
of our real-time notification system for medication error events
[10]. Imagining a future where multiple data sources are
incorporated to detect medication errors in rea time, one can
see the benefit that the MoD holds. The assessment conveysto
aprovider not just that an error event has occurred but also the
severity of the event to guide his or her clinical response.

Recognizing that SPR and MAR discrepancies may occur
together or individually, we devel oped an assessment to measure
their concordance in the same medication cycle (Table 5).
Although there were limitationsto this methodol ogy, aswe had
to limit the analysis to only 60.5% (1397/2306) of orders
containing both MARs and SPRs, the use of the concordance
assessment allowed us to separate documentation issues
(MAR-only discrepancies) from true discrepancies (SPR-only
discrepancies and matched MAR or SPR discrepancies). Over
85% of the discrepancieswere captured by SPRs, implying that
the majority were true discrepancies. Thistrend was consistent
across all targeted medications. The kappa statistics suggested
that there was little overlap between MAR and SPR
discrepancies, and only 21.7% of the discrepancies were
captured by both data sources. These novel findings again
indicated the necessity of incorporating SPRsinto understanding
the medication use process. They make smart pump data more
clinically and safety relevant, connecting to our ultimate goal
of repurposing clinical data to improve the quality of clinical
care.

Given that medication discrepancies occur with relative
frequency, efforts to improve smart pump use must continue.
Several studies have demonstrated the importance of continuous
quality improvement with regular assessment of smart pump
data [11,12]. Methods that require less device programming,
such as the use of barcode scanning pumps, may help reduce
pump programming and patient identification errors. Although
closed-loop systems have been implemented in several
institutions as another method to address these concerns, there
have been issueswith titration of medications and specific error
types remain unmitigated [22-24]. As such, efforts must focus
onwaysto utilize medication useinformation from smart pumps
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to recognize and address errors as quickly as possible. Our
ongoing work focuses on incorporating smart pump data into
a real-time error notification system and developing new
approaches to visualize the medication use process as a means
to help frontline clinical providers utilize and learn from the
information at hand. By integrating data from multiple sources,
we will move medication error detection systems from
retrospective and reactive to prospectively preventive and
proactive.

Limitations

There are limitationsto this study. First, although we were able
to utilize approximately 70% of the data, excluding SPRswith
missing patient and medication information may have resulted
in data bias. Efforts have been initiated to improve the data
quality of SPRs via quality improvement. Second, the
institution’s I T infrastructure does not allow for the delivery of
real-time smart pump information, limiting us to medication
discrepancy detection and not intervention. Consequently, we
must categorizeidentified events asdiscrepancies, aswelacked
the real-time clinical information to define them as errors. To
mitigate thisissue, wewill increase the frequency of SPR review
to adaily basis to capture more real-time information. Third,
we choseto focus our work on high-risk continuous medications,
and the rates of discrepancy and smart pump issues may differ
for intermittent medications. In addition, the study focused on
detecting discrepanciesin medication doses or rates, which did
not capture other error types such as prematurely stopping
medications. Future work has been initiated to extend our
analysis for intermittent medications and other types of
medication use errors. Finaly, our data reflected ordering
practices and smart pump utilization in a single intensive care
unit at asingleinstitution. To assess the generalizability of our
findings, project planning and communication are in progress
to implement the study in an adult health care institution.

Conclusions

In this study, we integrated smart infusion pump information
with EHR data to analyze the most error-prone phases of the
medication lifecycle. We identified more discrepancies from
SPRs compared with EHR MARs. The MoD assessment also
demonstrated that substantial dosing discrepancies were more
commonly detectable from SPRs. The concordance analysis
showed little overlap between MAR and SPR discrepancies,
with most discrepancies captured by the SPR data. Thefindings
suggested that SPRs could be a more reliable data source for
medication error detection. Ultimately, it is imperative to
integrate SPR information with EHR data to fully detect and
miti gate medication administration errorsin the clinical setting.
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Abstract

Background: Thelinking of administrative data across agencies provides the capability to investigate many health and social
issues with the potential to deliver significant public benefit. Despite its advantages, the use of cloud computing resources for
linkage purposes is scarce, with the storage of identifiable information on cloud infrastructure assessed as high risk by data
custodians.

Objective: This study aims to present a model for record linkage that utilizes cloud computing capabilities while assuring
custodians that identifiable data sets remain secure and local.

Methods: A new hybrid cloud model was devel oped, including privacy-preserving record linkage techniques and contai ner-based
batch processing. An evaluation of this model was conducted with a prototype implementation using large synthetic data sets
representative of administrative health data.

Results: The cloud model kept identifiers on premises and uses privacy-preserved identifiers to run all linkage computations
on cloud infrastructure. Our prototype used a managed container cluster in Amazon Web Services to distribute the computation
using existing linkage software. Although the cost of computation was relatively low, the use of existing software resulted in an
overhead of processing of 35.7% (149/417 min execution time).

Conclusions: The result of our experimental evaluation shows the operational feasibility of such a model and the exciting
opportunities for advancing the analysis of linkage outputs.

(IMIR Med Inform 2020;8(9):€18920) doi:10.2196/18920

KEYWORDS
cloud computing; medical record linkage; confidentiality; data science

Introduction

Background

In the last 10 years, innovative devel opment of software apps,
wearables, and the internet of things has changed the way we
live. These technologica advances have a so changed the way
we deliver health services and provide a rapidly expanding
information resource with the potential for data-driven
breakthroughs in the understanding, treatment, and prevention
of disease. Additional information from patient devices,
including mobile phone and Google search histories [1],
wearable devices[2], and mobile phone apps[3], provides new

http://medinform.jmir.org/2020/9/€18920/

RenderX

opportunities for monitoring, managing, and improving health
outcomes in new and innovative ways. The key to unlocking
these dataisin relating details at the individual patient level to
provide an understanding of risk factors and appropriate
interventions[4]. Thelinking, integration, and analysis of these
data hasrecently been described as population data science[5].

Record linkage is a technique for finding records within and
acrossone or more data setsthought to refer to the same person,
family, place, or event [6]. Coined in 1946, the term describes
the process of assembling the principal life events of an
individual from birth to death [7]. In today’s digital age, the
capacity of systemsto match records hasincreased, yet theaim
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remains the same: linking records to construct individual
chronological histories and undertake studies that deliver
significant public benefit.

Animportant step in the evolution of datalinkageisto develop
infrastructure with the capacity to link data across agencies to
create enduring integrated data sets. Such resources providethe
capability to investigate many health and socia issues. A
number of collaborative groups have invested in a large-scale
record linkage infrastructure to achieve nationa linkage
objectives [8,9]. The establishment of research centers
specializing inthe analysis of big data also recognizestheissue
of increasing data size and complexity [10].

Asthe demand for datalinkage increases, a core challenge will
be to ensure that the systems are scalable. Record linkage is
computationally expensive, with a potential comparison space
equivalent to the Cartesian product of the record sets being
linked, making linkage of large data sets (in the tens of millions
or greater) a considerable challenge. Optimizing systems,
removing manual operations, and increasing the level of
autonomy for such processes is essential.

A wide range of softwareis currently used for record linkage.
System deployments range from single desktop machines to

Table 1. Overview of cloud computing types and service models.

Brown & Randall

multiple servers, with most being hosted internally to
organizations. The functional scope of packages varies greatly,
with manual processes and scripts required to help manage,
clean, link, and extract data. Many packages strugglewith large
data set sizes.

Many industries have moved toward cloud computing as a
solution for high computational workloads, data storage, and
analytics [11]. An overview of cloud computing types and
service models is shown in Table 1. The business benefits of
cloud computing include usage-based costing, minimal upfront
infrastructure investment, superior collaboration (both internally
and externally), better management of data, and increased
business agility [12]. Despite these advantages, uptake by the
record linkage industry has been slow. One reason for thisis
that the storage of identifiable information on cloud
infrastructure has been assessed as high risk by data custodians.
Although security in cloud computing systems has been shown
to be more robust than some in-house systems [13], the media
reporting of data breaches has created an impression of
insecurity and vulnerability [14]. A culture of risk aversion
leaves the record linkage units with expensive, dedicated
equipment and computing resources that require managing,
maintaining, and upgrading or replacing regularly.

Name Description

Types of cloud computing
Public

Private
network connections.

Hybrid
in this situation for increasing capacity or capability.

Service models
laaS?

Paas?

All computing resources are located within a cloud service provider that is generally accessible viathe internet.

Computing resources for an organization that are located within the premises of the organization. Accessistypically through local

Cloud services are composed of some combination of public and private cloud services. Public cloud servicesaretypically leveraged

The provider manages physical hardware, storage, servers, and virtualization, providing virtual machines to the consumer.

In addition to the items managed for |aaS, the provider also manages operating systems, middleware, and platform runtimes. The

consumer leverages these platform runtimes in their own apps.

Saast

The provider manages everything, including apps and data, exposing software endpoints (typically as awebsite) for the consumer.

3 aaS: Infrastructure as a Service.
bPaaS; Platform as a Service.
CSaaS: Software as a Service.

To leverage the advantages of cloud computing, we need to
explore operational cloud computing modelsfor record linkage
that consider the specific requirements of all stakeholders. In
addition, linkage infrastructure requires the development and
implementation of robust security and information governance
frameworks as part of adopting a cloud solution.

Related Work

Some research on algorithms that address the computational
burden of the comparison and classification tasks in record
linkage has been undertaken. Most work on distributed and
parallel agorithms for record linkage is specific to the
MapReduce paradigm [15], aprogramming model for processing
large data sets in parallel on a cluster. Few sources detail the

http://medinform.jmir.org/2020/9/€18920/

comparison and classification tasks themselves, with the focus
on load balancing algorithms to address i ssues associated with
data skew. These works attempt to optimize the workload
distribution across nodeswhile removing as many true negatives
from the comparison space as possible[16-19]. L oad balancing
algorithmstypically use multiple MapReduce jobs and different
indexing methods to tackle the data skew problem. Indexing
methods include standard blocking [17,18], density-based
blocking [16], and locality sensitive hashing (LSH) [20], with
varying success in optimizing the workload distribution.

Pita et a [21] have built on the MapReduce-based work and
demonstrated good performance and quality using a Spark-based
workflow for probabilistic linkage. Spark was chosen for
in-memory processing, ease of programming, scalability, and
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the new resilient distributed data set model. Like MapReduce,
Spark continues to be used to address the issues with linkage
and data skew on larger data sets. Spark solutionsfor full entity
resolution are being developed, with different indexing
techniques used to addressworkload distribution. The SparkER
tool by Gagliardelli et al [22] uses LSH, meta-blocking, and a
block purging processto remove high-frequency blocking keys.
Mestre et a [23] presented a sorted neighborhood
implementation with an adaptive window size, which usesthree
Spark transformation steps to distribute the data and minimize
data skew.

Outside of the Hadoop ecosystem, which MapReduce and Spark
areapart of, there have been some effortsto address the linkage
of larger data sets through other parallel processing techniques.
Sehili et a [24] presented amodified version of PPJoin, called
PAJoin, that can paralelize record matching on graphics
processing units (GPUs), claiming an execution time
improvement of up to 20 times. Despite its potential for
significant improvementsin runtime performance, there has not
been any further work published on P4Join using larger data
sets or on clusters of GPU nodes. More recently, Boratto et al
[25] evaluated a hybrid algorithm using both GPUs and central
processing units (CPUs) with much larger data sets. Although
restricted to single (highly specified) machines, these evaluations
show promise provided that the approach can be applied within
a compute cluster. Again, there is not yet any further work
available.

The blocking techniques used in these studies are based on the
same techniques used for traditional probabilistic and
deterministic linkages[15]. There are many blocking techniques
used in these conventional approaches to record linkages that
reduce the comparison space significantly, even when running
alinkage on a single machine[26]. However, these approaches
become inefficient as data set sizes become larger. They aso
come with a trade-off; the creation of blocks that reduce the
comparisons required for linkage will inevitably reduce the
coverage of true matches, resulting in more missed matches.

Much of the work in distributed linkage algorithms is focused
on performance, often at the expense of linkage accuracy.
Adapting these blocking techniquesto distribute workl oad across
many compute nodes has reduced the comparisons efficiently.
Unfortunately, this increased efficiency has impacted the
accuracy further, reducing comparisons at the expense of
missing more true matches. There is till a trade-off between
performance and accuracy, and further work is required to
addressit.

Data Flow and Release for Record Linkage

As data custodians are responsible for the use of their data,
researchers must demonstrate to custodians that all aspects of

http://medinform.jmir.org/2020/9/€18920/
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privacy, confidentiality, and security have been addressed. The
release of personal identifiersfor linkage can berestricted, with
privacy regulations such asthe Health Insurance Portability and
Accountability Act Privacy Rules [27] or EU regulations [28]
mandating the use of encrypted identifiers. Standard record
linkage methods and software are often unsuitable for linkage
based on encrypted identifiers. Privacy-preserving record linkage
(PPRL) techniques have been developed to enable linkage on
encrypted identifiers[29]. Thesetechniquestypically use Bloom
filtersto store encrypted identifiers, aprobabilistic data structure
that can be used to approximate the equality of two sets. The
emergence of these PPRL methods means that data custodians
arenot required to release personal identifiers. The use of PPRL
methods in operational environmentsistill initsinfancy, with
limited tooling available. Available software includes the
proprietary LinXmart [30], an R package called PPRL devel oped
by the German Record Linkage Center [31], LSHDB [32],
LinkIT [33], and Secure Open Enterprise Master Patient Index
[34]. Thereislittle published data on how much these systems
are used outside of the organizations that created them. PPRL
isakey technology that greatly opensthe acceptability of cloud
solutions for record linkage.

Record Linkage Process

Record linkage typically follows a standard process for the
matching of two or more data sets, as shown in Figure 1. The
data sets first undergo some preprocessing, a cleaning and
standardization step to ensure consistency with the formatting
of fields across data sets. The next step (indexing) attempts to
reduce the number of record-level comparisons required (the
latter often referred to as the comparison space), removing
comparisons that are most likely to be false matches. The
indexing step typically groups data setsinto overlapping blocks
or clusters based on sets of field values and can provide up to
99% reduction in the comparison space. Record pair
comparisons occur next, within the blocks or clusters determined
during the indexing step; this comparison step is the most
computationally expensive and often requires large data setsto
be broken down into smaller subsets. Classification of therecord
pairs into matches, nonmatches, and potential matches results
in groups of entities (or individuals) based on the match results.
Potential matches can be assessed manually or through special
tooling to determine whether they should be classified as
matches or nonmatches. A common approach to grouping
matches is to merge all records that link together into asingle
group; however, different approaches can be used to reduce
linkage error [35]. Analysis of the entity groupsisthe last step,
where candidate groups are clerically reviewed to determine if
and how the records in these groups should be regrouped.
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Figure 1. Typical data matching process.
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This paper presents 2 contributions to record linkage. Firgt, it
offersamodel for record linkage that utilizes cloud computing
capabilities while providing assurance that data sets remain
secure and local. Lessonslearned from many real-world record
linkage projects, including severa PPRL projects, have been
instrumenta in the design of this cloud model [30,36,37].
Second, the use of containers to distribute linkage workloads
across multiple nodes is presented and evaluated within the
cloud model.

Methods

Design of a Cloud Model for Record Linkage

The standard record linkage process relies on one party (known
as the trusted third party [TTP]) having access to all data sets.
Handling records containing identifiable data requires a sound
information governance framework with controlsin place that
manage potential risks. Even with awell-managed information
security system in place, access to some data sets may till be
restricted. The TTP aso requires infrastructure that can help
manage data sets, matching processes and linkage key
extractions over time. Asthe number and size of data sets grow,
the computational needs and storage capacity must grow with
it. However, the computation requirements for data linkage are
often sporadic bursts of intense workloads, leaving expensive
hardware sitting idle for extended periods.

Dedicated data linkage units in government and academic
institutions exist across Australia, Canada, and the United
Kingdom, acting as trusted third parties for data custodians.
These data linkage units were established from the need to link
data for health research at the population level. Some data
linkage units are involved in the linkage of other sectors such
as justice; however, the primary output of these organizations
is linked data for health research. It is essentia that a cloud
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model for record linkage takesinto account thelinkage practices
and processes that have been devel oped by these organizations.

Our cloud model for record linkage addresses the limitations
of data release and the computational needs of the linkage
process. Data custodians and linkage units retain control of their
identifiableinformation, while the matching of data sets between
custodians occurs within a secure cloud environment.

Tenets of the Record Linkage Cloud Model

The adopted model was founded on 3 overarching design
principles:

1. Theprivacy of individuals in the data is protected. One of
the most important responsibilities for data custodians and
linkage units is information security. Data sets contain
private, and often sensitive, information on people, and it
isvital that appropriate controlsarein placeto mitigate any
potential risks. Some data sets have restrictions on where
they can be held, requiring them to be kept local and
protected. All computation and storage within the cloud
infrastructure must be done on privacy-preserved versions
of these data sets.

2. Computation and storage are outsourced to the cloud
infrastructure. Computation requirements for data linkage
are often sporadic bursts of intense workloads, followed by
periods of low use or even inactivity. The ability to
provision resources for computation as and when required
means you only pay for what you use. This computationis
generally associated with large sets of input and output data,
SO it makes sense to keep these data as close to the
computation as possible. Storage may not necessarily be
cheap, but many cloud computing providers guarantee high
levels of durability and availability, with encryption and
redundancy capabilities.

3. Cloud platform services are used over infrastructure
services. Once data are stored within a cloud environment,
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additional Platform as a Service offerings for analysis of
the data should be leveraged. These are managed services
over the top of infrastructure services (such as virtual
machines) and can be started and stopped as needed.

High-Level Architectural Model

Not all storage and computation can be performed within a
cloud environment without impacting privacy; the storage of
raw identifiers (such as name, date of birth, and address) must
often remain on-premises. The heavy-computational workloads
for record linkage, the record pair comparisons and
classification, are therefore undertaken on privacy-preserved
versions of these data sets. These privacy-preserved data sets
must be created on premises and uploaded to cloud storage. The
remainder of the linkage process continues within the cloud

Linker pERI

=boundary»
Data custodian B
ISystem)

[l Stores raw dat
Id

Keeping identifiers at the data custodian level (on-premises)
while matching on privacy-preserved data within cloud
infrastructure enables linkages of data sets between data
custodians. This model does not require any raw identifiers to
be released, and thus, a hybrid model is no longer necessary.
The TTP can then be hosted fully in the cloud, as shown in
Figure 3. There are 2 immediate ways to achieve this: either

6. configure and

3. create project

Brown & Randall

environment. However, some parts of the classification and
analysis steps may be done interactively by the user from an
on-premises client app, annotating results from cloud-based
analyticswith locally stored details (ie, identifiers). An overview
of the components and data flows involved in the hybrid TTP
model is shown in Figure 2. This model satisfies our cloud
model tenets and provides the linkage unit with the ability to
scale their infrastructure on-demand. The matching
(classification) component can utilize scalable platform services
available by the cloud provider to match large privacy-preserved
data sets as required. All major cloud providers have platform
services that can provide computation on-demand for the
processing of big data. The linkage map persists as it contains
no identifiable information and can also be analyzed using
available cloud platform services.

one of the custodians manages the cloud infrastructure
themselves or an independent third party controlsit and provides
itasaserviceto all custodians. A custodian could act asaTTP
for al custodians involved in the linkage if this is acceptable
to the parties involved. Otherwise, it may be more amenable to
go with an independent TTP.

Figure 3. Full cloud trusted third party model. PP: privacy-preserved; TTP: trusted third party.
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Although the full cloud TTP model may be useful in some
situations, it is unlikely that this would be a desirable model
with the dedicated data linkage units. Processes in cleaning,
standardization, and quality analysis with personal identifiers
have developed and matured over many years. Switching to a
model where they no longer have accessto personal identifiers
would affect the accuracy of the linkage and ultimately the
quality of the health research that used the linked data. The
hybrid model replaces only the matching component, allowing
many existing linkage processes to remain.

Scaling Computation-Heavy Wor kloads

Record pair comparison and classification tasks are the most
computationally intensive tasksin the linkage process, athough
they are heavily affected by the indexing method used. The
single process limitation of most linkage apps makesit difficult
to cater to increasingly large data sets, regardless of indexing.
Increasing memory and CPU resourcesfor these single-process
apps provides some ability to increase capacity, but this may
not be sustainable in the longer term.

Although MapReduce appears to be a promising paradigm for
addressing large-scale record linkage, 2 issues emerge. First,
they consider only the creation of record pairs, whether matches
or potential matches, without any thought asto how theserecord
pairs are to come together to form entity groups. The grouping
task is also an important part of the data matching process, and
the grouping method used can significantly reduce matching
errors [35]. Second, MapReduce agorithms do not appear to
be readily used, if at al, within an operationa linkage
environment. Organizational change can be slow, and there is
much investment in the existing matching algorithms and apps
currently used. It may be operationally more acceptable to
continue using these apps where possible.

The comparison and classification tasks of the record linkage
process are an embarrassingly parallel problem if the indexing
task can produce digoint sets of record pairs (blocks) for
comparison. With the rapid uptake of containerization and the
availability of container management and orchestration
capability, a viable option for many organizations is to reuse
existing apps deployed in containers and run in parallel.
Matching tasks on digoint sets can be run independently and
in paralel. The matches and potential matches produced by
each matching task can, in turn, be processed independently by
grouping tasks. The number of setsthat arerunin parallel would
then only be limited by the number of container instances
available.

Indexing solutions are imperfect on real-world data; however,
producing disjoint sets for matching is difficult without an
unacceptable drop in pairs completeness (a measure of the

http://medinform.jmir.org/2020/9/€18920/
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coverage of true positives). There is inevitably some overlap
between blocks, as multiple passeswith different blocking keys
are typicaly used to ensure accurate results. This overlap
preventsindependent processing and can be handled in 1 of the
2 ways: (1) the blocks of pairs for classification can be
caculated in full before duplicates are removed and the
classification task can be run or (2) duplicate matches and
potential matches are removed following the classification task.
The main disadvantage of option 1 is that this requires a
potentially massive set of pairs to be created upfront, as the
comparison space is typically orders of magnitude larger than
the set of matches and potential matches. Many linkage systems
combine their indexing and classification tasks for efficiency,
and it is often easier to ignore duplicate matches until
completion. The disadvantage of option 2 is that overlapping
block sets result in overlapping match sets, preventing the
independent grouping of matches from each classification task.

Regardless of the indexing method used to reduce the
comparison space for matching, the resulting blocks require
grouping into manageable size bins that can be distributed to
parallel tasks. A bin, therefore, refersto a subset of record pairs
grouped together for efficient matching. Block value frequencies
are calculated across data sets and used to calculate the size of
the total comparison space. Records from these data sets are
then copied into separate bins such that each bin has a
comparison space of approximately equal size to every other
bin.

Using this method, the comparison and classification of each
bin are free to be executed on whatever compute capability is
available. A managed container cluster is an ideal candidate;
however, the container’s resources (CPU, memory, and disk)
and the bin characteristics (eg, maximum comparison space)
need to be carefully chosen to ensure efficient resource use.

Development and Experimental Evaluation of the
Prototype

An evaluation of the hybrid cloud linkage model was conducted
through the deduplication of different sized data sets on a
prototype system. The experiments were designed to evaluate
parallel matching using an existing matching app on a cluster
of containers; to measure encryption, transfer, and execution
times; and to assess the remote analysis of the matching pairs
created.

A prototype system was developed with the on-premises
component running on Microsoft Windows 10 and the cloud
components running on Amazon Web Services (AWS). The
prototype focused on the matching part of the linkage model
and utilized platform services where available. These services
are described in Table 2.
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Table 2. Amazon Web Services used.

Brown & Randall

AWS? Description

3 Provides an object (file) storage service with security, scalability, and durability.

Glue A fully managed extract, transform, and load service, providing table definition, schema discovery, and cataloging. Used in
conjunction with S3 to expose cataloged files to other AWS services.

Step function A managed state machine with workflows involving other AWS. The output of a step that uses a particular service can then
be used as the input for the next step.

Batch A fully managed service for running batches of compute jobs. Compute resources are provisioned on-demand.

Athena An interactive query service for analyzing datain S3 using standard Structured Query Language.

AAWS: Amazon Web Services.

Test Data

Three synthetic data sets were generated to simulate
population-level datasets. 7 million records, 25 million records,
and 50 million records. Although 7 million records may not
necessarily represent a large data set, a 50 million record data
set is challenging for most linkage units. The data sets were
created with a deliberately large number of matches per entity
to increase the comparison space and to challenge the matching
algorithm.

Data generation was conducted using amodified version of the
Febrl data generator [38], an open-source data linkage system
written in Python. Frequency distributions of the names and
dates of birth of the population of Western Australiawere used
to generate the synthetic data sets. Randomly selected addresses
were sourced from Australia’'s National AddressFile, apublicly
available data set [39]. Each data set contained first name,
middle name, last name, date of birth, sex, address, and postcode
fields. Each field had its own rate of errors and distribution of
types of errors. These were based on previously published
synthetic data error rates, deliberately set high to challenge
matching accuracy [40]. Type of errors included replacement
of values, field truncation, misspellings, deletions, insertions,
use of alternate names, and values set to missing. Records had
anywhere between zero to many thousands of duplicateswithin
the data sets.

All available fields were used for matching in a probabilistic
linkage. Two separate blocks were used: first name initia and
last name Soundex, and date of birth and sex. Each pair output
from the matching process included two record IDs, a score, a
block (strategy) name, and theindividual field-level comparison
weights used to calculate the score.

http://medinform.jmir.org/2020/9/€18920/

Experiments

The on-premises component first transformed data sets
containing named identifiersinto aprivacy-preserved state using
Bloom filters. String fields were split into bigrams that were
hashed 30 timesinto Bloom filters 512 bitsin length. Numeric
fields (including the specific date of birth elements) were
cryptographically hashed wusing hash-based message
authentication code Secure Hash Algorithm 2 (SHA2). These
privacy-preserved data sets were compressed (using gzip) before
being uploaded to Amazon’s object storage, S3. A configuration
file was aso uploaded, containing the necessary linkage
parametersrequired for the probabilistic linkage. An AWS step
function (a managed state machine) was then triggered to run
through a set of tasks to complete the deduplication of thefile
as defined in the parameter file.

All step function tasks used on-demand resource provisioning
for computation. A compute cluster managed by AWS Batch
was configured with amaximum CPU count of 40 (10xc4.xlarge
instance type). Each container was configured with 3.5 GB
RAM and 2 CPUs, allowing up to 20 container instancesto run
at any onetime.

The first task ran as a single job, splitting the file into many
bins of approximately equal comparison space, using blocking
variables specified in the configuration file. By splitting on the
blocking variables, the comparison space for the entire linkage
remains unchanged. Each bin was stored in an S3 |ocation with
a consistent name suffixed with a sequential identifier. The
second task ran a node array batch job, with ajob queued for
each hin to run on the compute cluster. Docker containers
running acommand-line version of the LinXmart linkage engine
were executed on the compute nodes to deduplicate each bin
independently. AWS Batch managed the job queue, assigning
jobsto available nodes in the cluster, as shown in Figure 4.
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Figure 4. Matching jobs running on compute cluster (one job per bin).
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LinXmart is a proprietary data linkage management system,
and the LinXmart linkage engine was used because of our
familiarity with the program and its ability to run as a Linux
command-line tool. It accepts a local source data set and
parameter file as inputs and produces a single pairs file as
output. There were no licensing issues running LinXmart on
AWS in thisinstance, as our institution has a license allowing
unrestricted use. This linkage engine could be substituted, if
desired, for othersthat similarly produce record pair files. The
container was bootstrapped with a shell script that downloaded
and decompressed the source files from S3 storage, ran the
linkage engine program, and then compressed and upl oaded the

resulting pairsfileto S3 storage. Each job execution was passed
a sequential identifier by AWS Batch, which was used to
identify a source bin datafile to download from S3 and mark
the resulting pair file to upload to S3.

The third step function task classified and cataloged all new
pairsfiles, using AWS Glue, making them available for use by
other AWS analytical services. The results for each origina
data set were then ableto be presented asasingletable, athough
the data itself were stored as a series of individua text files.
The prototype’sinfrastructure and dataflow are shown in Figure
5.

Figure5. Prototype on Amazon Web Services. AWS: Amazon Web Services; PPRL: privacy-preserved record linkage.
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Oncethe deduplication linkages were complete, the on-premises
component of the prototype was employed to query each data
set’spair table. The querieswere typical of those used following
alinkagerun: pair count, pair score histogram, and pairswithin
apair scorerange. Thisquery component used the AWS Athena
application programming interface (API) to execute the queries,
which used Presto (an open-source distributed query engine) to
apply the ad hoc structured query language queries to the
cataloged pairstables.
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Results

Design of a Cloud Model for Record Linkage

The cloud model data matching process is shown in Figure 6.
Essentially, every step in the record linkage process from
indexing to group analysis is pushed to cloud infrastructure.
Preprocessed data sets are transformed into a privacy-preserved
state (masking) and uploaded to the cloud service for linking.
The services within the cloud boundary now act asaTTP. The
quality assurance and analysis steps sit on the boundary of the
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cloud as computation and query occur on the hosted cloud
infrastructure, but the interactive analysis is performed by the
analysis client on premises. If the analysis client has access to
one or more of the raw data sets used in the linkage, these data

Figure 6. New cloud model data matching process.
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As shown in the high-level architectural model in Figure 7, the
demographic data (containing personal identifiers) continue to
remain on premises with the data custodian. Responsibilities of
the data custodians are limited to data transformation and quality
assurance management. Theresponsibilities of the cloud services
are covered under 4 main categories: project configuration,
matching, linkage map, and analytics and visuaization. The
project configuration includes the services required for
coordinating projectswithin and across separate data custodians.
Privacy-preserved data sets are stored here as well as metadata
onthedatasetsasaresult of analysisand verification performed
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can be annotated onto query results, giving the clerk more
informed decisions and an experience to which they are
accustomed.

Quality
assUrance

Record pair
comparison

‘ /' potentia

Nonmatches /4— Matches
/ matches

v

on the uploaded data sets. The matching category includes all
match processing (classification) and pairs output as well as
servicesfor providing recommendations on linkage parameters
(suchasmand u likelihood estimates for probabilistic linkages)
for linkages between privacy-preserved data sets [41]. The
linkage map category holds the entity group information, the
map between individual records, and the group in which they
belong. This category also contains servicesfor processing and
creating groups from pairs as well as quality estimation and
analysis. Analytics and visualization contain all analytical
services provided to the on-premises clients.
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Figure 7. High-level architecture of record linkage cloud model. PPRL: privacy-preserved record linkage.
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This model also alows computation to be pushed onto
inexpensive, on-demand hardwarein aprivacy-preserving state
while retaining the advantage of seeing raw identifiers during
other phases of the linkage process (eg, quality assurance and
analysis).

Experimental Evaluation of the Prototype

Each deduplication consisted of a single node job to split the
data set into multiple bins, followed by anode array job for the
matching of records within each bin. The split of datainto bins
isshown in Figure 8. In thisexample, all records with the same
Soundex value will end up in the same bin.

Figure 8. Datafiles split into independent bins (by Soundex block values) for matching. DOB: date of birth.

First name| Last name | Soundex| Sex DOoB
Wayne |Alderman| A436 | M | 2004/04/05
Wayne |Alderman| A436 | M |1971/10/04
Daryl |Alderman| 2436 | M | 1918/09/28
Shan | Alhaydar | A436 | F |2008/02/18
Wayne | Alderton | A436 M | 1847/11/05| -~

The total comparison space was calculated using the blocking
field frequencies in the data set. These frequencies represent

" [First name] Last name| Soundex| sex DOB
W Alderman| A436 | M | 2004/04/05
Daryl |Alderman| A436 | M | 1918/03/28
Shan | Alhaydar | A438 2008/02/13

data, providing the ability to calculate the number of
comparisons that will be performed for each blocking field

the number of times each blocking field value occurs in the value. First, the comparison space for each blocking field was
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calculated using the frequency of the value within thefile. The
total comparison space was the sum of each, and the bin count
was determined by dividing this by the maximum desired
comparison spacefor asingle bin. The blocking field value with
the largest comparison space was assigned to thefirst bin. The
blocking field value with the next largest comparison space was
assigned to the second bin. This process continued for each
blocking field value, returning to thefirst bin when the end was
reached. A file was created for each bin, which was then
independently deduplicated. Blocking field values with a very

Table 3. Comparison space and pairs created during classification.

Brown & Randall

high frequency are undesirable as they are usually less useful
for linkage and are costly interms of computation. Any blocking
field value with afrequency higher than the maximum desired
comparison space was discarded.

The total comparison space used for each data set, along with
the bin count and pair count, is presented in Table 3. The two
blocks used for the creation of separate bins for distribution
across the processing cluster resulted in some duplication of
comparisons and, thus, duplication of pairs.

Data set size (millions) Comparison space, n Bins, n Totdl pairs, n Unique pairs, n Pairsfiles size (GB)
7 2,745,977,009 28 634,544,432 415,444,583 9

25 18,458,616,866 93 2,169,337,646 1,594,343,961 22

50 53,848,633,907 270 4,424,983,776 3,260,509,561 44

Approximately 60% of the time was spent on comparison and
classification by each container (Figure 9). Much of the time
was spent managing data in and out of the container itself.
Splitting a data set into bins for parallel computation took

Figure 9. Task execution time (in minutes) and the proportion of total time.
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Running times of ad hoc queries on data setsare shownin Table
4; these were each executed 5 times on the client and run
through the AWS Athena API. The mean execution time did
not vary greatly across the differently sized data sets. With a
simple count query taking around 25 seconds, there appears to
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between 7% (4/54 minutes) and 14% (35/247 minutes) of the
total task time, areasonable sacrifice considering the scalability
factor this gives for the classification jobs. Provisioning of the
compute resources took between 2 and 4 min for each data set.

35

B Compress and decompress
Split into bins
W Copy to and from S3

m Comparison and classification

be some initial setup time for provisioning the backend Presto
cluster. Thisis expected and should not be considered an issue,
particularly with all queries of the largest data set of 4.4 billion
pairs taking less than 1 min to execute.
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Table 4. Mean execution times for sample queries on full pairs set.

Brown & Randall

Data set size (millions)  Pairscount (millions)  Sample queries

Count (seconds)  Pair score histogram (seconds)

Fetch pairsin scorerange 15-16 (seconds)

7 635 26 52
25 2169 27 56
50 4424 24 52

51
53
54

Intermsof costs associated with the use of AWS cloud services
for our evaluation, there were 2 main types. First, the cost of
on-demand processing, whichistypically charged by the second.
This totaled just over US $20 for the linkage processing used
for all 3 data sets. The second is the cost of storage, which is
charged per month. To retain the pairs files generated for all 3
data sets, it cost only US $2 per month. Querying data via the
Athena service is currently charged at US $5 per terabyte
scanned.

Discussion

Principal Findings

Our results show that an effective cloud model can be
successfully developed, which extends linkage capacity into
cloudinfrastructure. A prototypewas built based on thismodel.
The execution times of the prototype were reasonable and far
shorter than one would expect when running the same software
on asingle hosted machine. Indeed, it islikely that on asingle
hosted machine, the large data set (50 million) would need to
be broken up into smaller chunks and linkages on these chunks
run sequentially.

The splitting of datafor comparison into separate bins worked
well for distributing the work and mapped easily to the AWS
Batch mechanism for execution of a cluster of containers. The
creation of an AWS step function to manage the process from
start to end was relatively straightforward. Step functions
provide out-of-the-box support for AWS Batch. However,
custom Lambda functions were required to trigger the AWS
Glue crawler and retrieve the results from the first data-split
task so that the appropriate size batch job could be provisioned.

Asthe fields used for splitting the data were the same as those
used for blocking on each node, the comparison space was not
different from running alinkage of the entire dataset onasingle
machine. With the same comparison space and probabilistic
parameters, the accuracy of thelinkageisalsoidentical. Having
a mechanism for distributing linkage processing on multiple
nodes with no reduction in accuracy is certainly a massive
advantage for data linkage unitslooking to extend their linkage
capacity.

The AWS Batch job definition’s retry strategy was configured
with five attempts, applying to each job in the batch. This
provides some resilience to instance failures, outages, and
failures triggered within the container. However, in our
evaluation, thisfeature was never triggered. The timeout setting

http://medinform.jmir.org/2020/9/€18920/

was set to avalue well beyond what was expected as jobs that
time out are not retried, and our prototype did not handle this
particular scenario. Although our implementation of the step
function provided no failure strategies for any task in the
workflow, handling error conditions is supported and retry
mechanismswithin the state machine can be created asdesired.
An operational linkage system would require these failure
scenarios to be handled.

Improvements to the prototype will address some of the other
limitations found in the existing implementation. For example,
S3 data transfer times could be reduced by using a series of
smaller result filesfor pairsand uploading al of thesein parallel.
The over-matching and duplication of pairs could be addressed
by improving theindexing algorithm used to split data. Although
thereisinevitably going to be some overlap of blocks, our naive
implementation could be improved. Our agorithm for
distributing blocks attempts to distribute workload as evenly as
possible based on the estimated comparison space. Discarding
overly large blocks helps prevent excessive load on single
matching nodes. However, it relies on secondary blocksto match
the records within and only partly prevents imbalanced load
distribution. The block-based load balancing techniques
devel oped for the MapReduce linkage algorithms can be applied
here to mitigate data skew further, where record pairs are
distributed for matching instead of blocks.

Asimprovementsto PPRL techniques are devel oped over time,
these changes can befactored in with little changeto the model.
Future work on the prototype will ook to extend the capability
of PPRL to use additional security advances such as
homomorphic encryption [42] and function-hiding encryption
[43].

Conclusions

The model developed and evaluated here successfully extends
linkage capability into the cloud. By using PPRL techniques
and moving computation into cloud infrastructure, privacy is
maintained while taking advantage of the considerable
scalability offered by cloud solutions. The adoption of such a
model will provide linkage units with the ability to process
increasingly larger data sets without impacting data release
protocols and individual patient privacy. In addition, the ability
to store detailed linkage information provides exciting
opportunitiesfor increasing the quality of linkage and advancing
theanalysisof linkage outputs. Rich analytics, machinelearning,
automation, and visualization of these additional datawill enable
the next generation of quality assurance tooling for linkage.
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Abstract

Inan eraof accelerated health information technology capability, health care organizationsincreasingly use digital datato predict
outcomes such as emergency department use, hospitalizations, and health care costs. This trend occurs alongside a growing
recognition that social and behavioral determinants of health (SBDH) influence health and medical care use. Consequently, health
providers and insurers are starting to incorporate new SBDH data sources into a wide range of health care prediction models,
although existing models that use SBDH variables have not been shown to improve health care predictions more than models
that use exclusively clinical variables. In this viewpoint, we review the rationale behind the push to integrate SBDH data into
health care predictive models and explore the technical, strategic, and ethical challenges faced as this process unfolds across the
United States. We also offer several recommendations to overcome these challenges to reach the promise of SBDH predictive
analytics to improve health and reduce health care disparities.

(JMIR Med Inform 2020;8(9):€18084) doi:10.2196/18084
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care—related outcomes, a component of the widely known

Social and Behavioral Determinants of
Health and Predictive Analytics

Since the Health Information Technology for Economic and
Clinical Health act of 2009, the majority of US health care
systems have adopted electronic health records (EHRS) for
patient care [1]. Faced with increased financial incentives to
improve population health, care coordination, and quality of
care, health care providers and payers now use EHRs and other
digital data sources to understand how past associations and
trendsin their patient populations can be used to forecast health

http://medinform.jmir.org/2020/9/€18084/

strategy of predictive analytics[1,2].

Predictive analytics uses extensive data, modeling, and
algorithms to predict individual and population events and has
along history incommercial industries[3]. For better or worse,
commercia industries have developed innovative techniques
to mine demographic, socioeconomic, and consumer behavior
data as part of the forecasting and analytics process. For
example, web-based sellers and banks collect personal
information on purchase histories, credit data, consumer
behaviors, and life events that are available in various digital
databases. These institutions use such datato make predictions
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for various goals, such as determining ideal customers for
specific products or services and how much institutions should
offer to whom [4].

There are 2 broad approaches to predictive analytics. The
modeling and simulation approach is used to test hypotheses or
assess the consequences of scenarios where the rules of the
models are devel oped from theories. Such models also employ
data to initialize variables, to calibrate free parameters, or for
validation. Alternatively, predictive analytics may aso use
machine learning in which models are exclusively built from
dataviaagorithmsand tested on datathat mirror the calibration
and validation steps of modeling and simulation, respectively.
These approaches can be combined in complex systems [5].
This paper focuses on machine learning and provides severa
observations that apply to modeling and simulation. Generally,
themodeling and simulation approach isuseful in systemswhere
the dynamics are well known, whereas machine learning is
useful when accurate simulations cannot be performed and there
are enough data to determine a model [5]. On the basis of the
specific prediction goal, different types of dataand methodsare
required and thus have different associated limitations and
challenges.

In health care, the same techniques are used with different goals.
Over the last decade, health insurance plans have ramped up
the use of predictive analytics, employing patient demographics,
insurance claims data, and clinical characteristics derived from
EHRsto create statistical models of future health carerisksand
resource utilization [6]. Analysts have also developed predictive
modelsfor health and health care. These data science techniques
generdly involve larger and more complex databases but
represent an application of traditional statistical forecasting
methods using a wide range of techniques such as deep neural
networks, natural language processing (NLP), random forest,
and decision tree algorithms [7,8].

The growing awareness of associations between social and
behavioral factors and health has led predictive modeling to
exploretheincorporation of social and behavioral determinants
of health (SBDH) into forecasting [9,10]. For example, on an
individual level, diet and physical activity affect health care use
and costs [11,12]. At the community level, characteristics of
neighborhoods, such as food access and transportation, play
significant roles in health outcomes, morbidity, and mortality
[13-15].

Although SBDH factors have been incorporated in the predictive
modeling processto forecast health care—related outcomes, there
are limitations related to the use of such factors. For instance,
machinelearning methods are not generally devel oped to capture
changing SBDH factors. They mainly address the stationary
distributions of the SBDH factors. A changein the datarequires
providing longitudinal datato the model to perform time series
modeling and to capture these changes. If a change in the
distribution of datais necessary (eg, to reflect potential trends
in SBDH over time), then the approach of modeling and
simulation may be used to explore various scenarios. An
exampleisthe common use of event-driven simulationsin health
careresearch [16].
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A growing crop of initiatives uses SBDH to predict health care
use in the United States [17]. Although the methods and
evidence underlying these new models that incorporate SBDH
are nascent and have not shown improved predictions over
traditional clinical measures, the medical community’sinterest
in SBDH needs in conjunction with predictive analytics
continues to increase [18,19].

The Rationale for Including Social and
Behavioral Determinants in Predictive
Models

Studiesin the United States and worldwide have suggested that
SBDH, such as educationa attainment, have a greater impact
on premature mortality than clinical care access and quality
[10,20]. A meta-analysisin the United States found that income
inequality, social support, segregation, individua and
neighborhood poverty, and education level were responsible
for 50% of deaths [9]. Some literature on mortality estimates
the lack of quality medical care to encompass 10% to 20% of
deaths [10,21,22]. Entities such as the World Health
Organization have recognized therole of SBDH factorsin health
equity and committed to action on these determinants [23].

Several national agencies have recognized and advocated for
the incorporation of SBDH into health care practices and the
standard use of health data. The National Academiesof Science,
Engineering, and Medicine have identified 5 complementary
activities that can facilitate the integration of social care into
health care. These activitiesinclude thefollowing: “ (1) identify
the social risks and assets of defined patients and popul ations;
(2) focus on altering clinical care to accommodate identified
social barriers; (3) reduce social risk by assisting in connecting
patients with relevant social care resources; (4) understand
existing socia care assets in the community, organize them to
facilitate synergies, and invest in and deploy them to positively
affect health outcomes; and (5) work with partner social care
organizationsto promote policiesthat facilitate the creation and
redeployment of assets or resourcesto address health and social
needs.” [24] Moreover, theeHedlthinitiative, anational coalition
focused on health data interoperability in the United States,
advocates the use of SBDH data to coordinate care, evaluate
interventions that address social needs, identify gaps in
community resources, predict health risk, and develop
SBDH-sensitive interventions to improve health [25].

Potential Benefits of Including Social and Behavioral
Determinantsin Predictive Models

Bolstered by the initiatives of the national organizations,
incorporation of SBDH into predictive models could help to (1)
identify patients and populations who need more resources, (2)
improve health care reimbursement for providers who serve
patients with social needs, (3) reduce health and health care
disparities, and (4) improve the quality of health care.

Predictive analyticsand SBDH risk segmentation could facilitate
efforts to identify patients who would benefit from more
resources and targeted services. This may lessen the resource
burden of universal social risk screening or social care delivery
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[26]. For example, asystematic risk analysis could help identify
patients with modifiable social risks at a higher risk of poor
medical outcomes. Thistype of segmentation could help health
systems target appropriate resources, for example, referrals to
case management, social service agencies, or government
support programs such asthe Supplemental Nutrition Assistance
Program [27-29]. In addition to using SBDH-sensitive analytics
toidentify vulnerableindividuals, this approach could also help
health care organizations or partner agencies identify
disadvantaged communities, such as neighborhoods with food
deserts[26,30]. A health care system truly desiring to maximize
itsimpact on the health of acommunity could more effectively
increase food access at the neighborhood level by working with
farmers markets and grocery stores in addition to
individual-level interventions.

Under the present federal regulations for Medicaid-managed
care, social and behavioral services such as care coordination
are reimbursed through capitation. Predictive analytics and
SBDH risk segmentation could support new payment models
to adequately reflect the medical and social complexity of
patients [31]. Beyond capitated or global payments,
contextualizing patients with their SBDH needs enables health
care payers to more accurately assess providers care for
vulnerable populationswho require more health care resources,
thus impacting their fee-for-service payments [27]. Present
M edicai d-managed care regul ations coul d support val ue-added
services that would not be reimbursed under capitation alone
but would address the health needs of members, such as
interventionsthat assess environmental triggers of asthma[31].
Several states (eg, Rhode Island, Minnesota, and Oregon) have
adopted the Accountable Care Organization modelsthat reward
health care providersfor addressing their Medicaid populations
SBDH with adjusted payment structures [32,33]. Patient
protection lawsin the United States regarding insurance denials
and premium payments should be upheld to ensure that SBDH
risk segmentation does not increase the burden of health care
costs to disadvantaged populations [34].

I dentifying and accounting for the increased risk of poor health
outcomes and associated health care utilization iscritical tothe
elimination of disparities in care for vulnerable populations.
The spread of COVID-19 across the United States and
worldwideisagreat example of how predictive modeling could
help health care systems and public health officias address
health disparities and potentially change the course of the
pandemic. The COVID-19 pandemic has highlighted
long-standing health disparities [35,36]; neighborhoods with
the highest proportion of racia and ethnic minoritiesand people
living in poverty are experiencing higher rates of hospitalization
and death [37-40]. In response, several research teams have
started to include information on SBDH in predictive modeling
and assessment of COV ID-19—related risk and outcomes[39,41].

Exclusion of SBDH-related variables in risk-adjusted
reimbursement models would result in lower reimbursement
for patientswith greater social needs, which dissuades providers
from caring for these patients in capitated systems [42].
Employing SBDH in risk-adjusted capitated payment models
could tranglate into improved health care policy by supporting

http://medinform.jmir.org/2020/9/€18084/

Tanet a

organizations to more effectively meet the needs of individuals
and communities with greater social needs.

Beyond payment adjustment, stratifying patients by their SBDH
risk levels could reveal health disparities as well as promote
health care quality by establishing a mechanism to fairly
evaluate providers care of patients with social disadvantages
[42]. Health systems and payers could further evaluate the
quality of health care by devel oping specific SBDH-dependent
quality indicators that bolster equity in health care across the
range of patients served [42].

Present State of Including Social and
Behavioral Determinants in Predictive
Analytics

Although thereis astrong and compelling body of literature on
the observed associations between SBDH and health, to date,
diagnosis-based forecasting models used to predict cost and
utilization have not yet shown the incremental value of adding
SBDH risk factorsto predictions. Some published reportsusing
community-level SBDH data contribute only dightly to the
predictive model performance beyond individual patient
characteristics extracted from EHR data [43,44].

Similarly, SBDH-oriented predictive models using newer
applications of machinelearning techniques have shown varying
levels of performance in predictions. A neural network
predictive model that incorporates SBDH wasfound to identify,
with 78% accuracy, over two-third of the Medicare patientsin
their sample who would not respond to automated medication
refill requests and may benefit from targeted outreach [45].
Seligman et a [46] applied linear regression and different
machine learning techniques to predict systolic blood pressure,
BMI, waist circumference, and telomere length using SBDH
variables of gender, income, wealth, education, public benefits,
family structure, and health behaviors. Although neural networks
outperformed other machine learning techniques asfit for their
sample, most of their tested machine learning models performed
similar to the simpler regression models, and all models had
poor out-of-sample prediction [46]. Applying random survival
forest methods to devel op a predictive model using the poverty
status and EHR data, Bhavsar et a [44] did not find that risk
prediction for health care services and hospitalization outcomes
improved beyond modelsusing traditional EHR data. Similarly,
amachinelearning model using random forest decision methods
on structured and unstructured SBDH only improved sensitivity
(67.6%) by 0.1% and showed decreased specificity (69.6%) by
1.9% compared with their tested non-SBDH models in
predicting referrals for social needs [47].

Given the evidence-based expectation that SBDH should
improve predictive models, why have published predictive
models not shown enhanced predictions? Although insufficient
dataand suboptimal methods are potential explanationscommon
to all research, triple challenges unique to the SBDH context
include the diversity of data sources and health outcomes used
in existing models as well as the lack of transparency, which
together pose an important question about model accuracy.

JMIR Med Inform 2020 | vol. 8 | iss. 9 | €18084 | p.39
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR MEDICAL INFORMATICS

Diversity of Data Sources

A wide range of SBDH variables and data sources are used in
predictive models and no guidelines exist to distinguish which
variables and data sources would best improve the performance
of the predictive model. A rapid review of social, behavioral,
and environmental determinants of health used with clinica
data identified 744 variables among 178 articles, in which the
majority of articles included socioeconomic and material
conditions [48]. Data sources vary from individual-level EHR
data and insurance claims to community-level data from the
United States census and similar sourcesaswell ascommercia
data such as information from credit reporting agencies.

Health plans have historically used insurance claims, which
include diagnostic and prior utilization information of varying
completeness across heal th care settings, for predictive modeling
to forecast utilization and cost [27,49]. More recently, health
payers and other private health care companies have obtained
consumer and financia data, such asinformation on household
size, income, and wealth measures, from credit reporting
agencies to better assess their members' needs [27,29,50]. For
instance, one company mines public data on education, law
enforcement records, birth records, voter registration, and
derogatory records such asahistory of evictionsand liens[27].

Rather than commercial data, academic centers and government
organizations have primarily relied on individual-level clinical
information derived from structured and unstructured EHRs
[51] and relevant risk factors on a community level extracted
from public surveys [52], such as the United States Census
Bureau American Community Survey, which includes multiple
indicators of neighborhood deprivation [43,53]; the Food Access
Research Atlas, which describes food deserts [54,55]; and the
American Housing Survey, which contains information on
housing characteristics [56,57]. In one systematic review of
predictive modelsusing EHR data, 36 of the 106 unique studies
included SBDH datain one of their final predictive models[58].
However, the social determinantsincluded were limited to race
or ethnicity alonein 19 of the 36 EHR-based studies [58]. The
same systematic review included behavioral determinantsin 30
of these EHR-based predictive models. However, 12 of these
studies behavioral variables were limited to tobacco use or
smoking aone [58]. As another case example, a Kaiser
predictive model that uses race and ethnicity as one variable to
develop a hypoglycemiarisk model omitted race in their final,
simpler model on finding that race was not one of the strongest
predictors of hypoglycemiacompared with clinical factors[59].

In addition to survey-collected data aggregated at the geographic
level, academic centers are expanding this community-level
framework to include geocentric data such astransit data, which
contains data on accessto transportation [60], the Environmental
Protection Agency’s Air Quality Index data[61], and food desert
data from the United States Department of Agriculture’s Food
Access Research Atlas [62].

Asexpected with predictive models, the performance of amodel
varies depending on the selected SBDH variables and data
sources[43,44]. When analyzing SBDH variables, the diversity
of data sources hasimplicationsfor amodel’s ability to address
challenges associated with SBDH, such as accurately assessing
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thetemporal duration of SBDH and determining the spatial -level
effects of population-level SBDH data. Researchers need to
critically analyze SBDH variables and data sources to ensure
the selection of variables and high-quality data sources that
accurately and authentically capture SBDH factorsto be tested.

Diversity of Health Outcomes

Health care—based predictive models that integrate SBDH risk
factors have been used to forecast a wide range of health
care—relevant endpoints. Although, most often, the predicted
outcomes include health care costs and utilization, such as
emergency department visits, hospitalizations, and readmissions
[27,44,63,64]. Thereisno consensus on which health outcomes
are the most appropriate to predict with specific SBDH factors.
Within the public health, academic, and health policy sectors,
models have expanded their focus outside the realm of medical
care. For example, the Centers for Disease Control and
Prevention (CDC), the CDC Foundation, and the Robert Wood
Johnson Foundation collaboratively created 500 Cities, a tool
that uses community-level socioeconomic characteristics to
predict city-level health behaviors, mortality, and morbidity
[65,66].

Similar to challenges related to data sources, the diversity of
health outcomes as the endpoint for the predictive models will
impact assessing the performance of their methods and
determining the best methods to address specific SBDH
variables or to set the stage for standardized guidelines for
specific SBDH variables and outcomes.

Lack of Transparency

Many predictive modelsthat incorporate SBDH data have been
developed and are used in the private sector and are therefore
not only proprietary but also unavailable for public review and
scrutiny. Consequently, other researchers cannot replicate the
methods used in these predictive models. Severa predictive
modeling companies that have made use of only clinical risk
factors now extensively market the inclusion of SBDH datain
their predictive risk models [27,29,50]. One company relies
exclusively on consumer data, rather than medical data, to
develop as many as 70 different models to predict patients at
risk for general poor health and high health care costs[67]. For
example, one commercial model developer described a case
study using its socioeconomic score model to predict the risk
of common chronic diseases, highlighting the score’s successful
prediction in the top 10% and bottom 10% of the scorerisk data,
although it did not describe how the model performed in the
remaining 80% of the population covered [68].

However, thelack of transparency also extendsto the academic
sector. When data used for a data-driven model, source code,
and the model itself are not made open source, the derived
models cannot be replicated, a problem known as the
reproducibility crisisin machine learning [69]. When available,
analysts would ideally search out the code and data for models
in code repositories to learn how models are organized [70].
However, in a survey of 400 artificial intelligence conference
papers with algorithms, only 6% shared the code and about
one-third shared their data [69]. Reasons for avoiding sharing
range from dependence on another unpublished code and desire
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to maintain a competitive advantage to its proprietary nature or
institutional review board restrictions[69]. Without the training
dataand code, the reproducibility of machinelearningisdismal.

Given the relative novelty of SBDH in predictive analytics and
the lack of standardization around data sources and outcomes
assessed aswell as challengesrelated to transparency of models
in the private sector, models that incorporate SBDH factors are
fraught with questions about accuracy. Thelack of transparency
makes it very difficult to assure model accuracy, precludes
replicability, and portends clinicians’ mistrust of these models.
Such challenges highlight the need for greater transparency in
model development and sharing across institutions.

Recommendations to Address Challenges
and Improve SBDH Predictive Models

Advancing SBDH predictive analytics will require overcoming
several challenges. As the field of health care predictive
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modeling grows, the incorporation of SBDH factors into
predictions will face challenges similar to those of traditional
models. Predictive models should follow guidelines in the
Transparent Reporting of a multivariate prediction model for
Individual Prognosis or Diagnosis (TRIPOD) initiative [71].
The TRIPOD guidelinesare concerned with how general health
care predictive models are reported and serve asthe framework
for predictive model development, validation, and modification
in health care contexts [71]. This initiative was developed in
response to the growing field of health-related predictive
analytics and concerns about the lack of transparency,
standardization, and oversight [72]. Asthe field of health care
predictive analytics matures, it is time to apply the TRIPOD
initiative's guidelines to this rapidly evolving area of health
services analytics regarding SBDH factors. Consequently, we
offer several recommendations to advance the use of SBDH in
health and health care predictive analytics (Textbox 1).

Textbox 1. Recommendations to advance the use of social and behavioral determinants of health in health care predictive analytics.

«  Create guidelines to reduce inherent bias in predictive models

in analytics

Privacy standards, patient consent, and ethical use of social and behavioral determinants of health (SBDH) data

«  Develop consensus on transparency, privacy protections, and ethical uses of SBDH datain predictive models

Technical challenges associated with SBDH data sources and analytics
«  Determine best practice guidelines for SBDH data sources and predictive model design as well as open-source access

«  Expand standardized coding and taxonomies of SBDH risk factors that enhance interoperability

Expanding the knowledge base to inform best practice guidelines for SBDH analytics
«  Support national shared research and development to advance the SBDH predictive model development and application
» Establishanational agendato create a shared evidence base regarding theimportance of SBDH factors and the best approach for including SBDH

Privacy Standards, Patient Consent, and Ethical Use
of Social and Behavioral Deter minants Data

Develop Consensuson Transparency, Privacy Protection,
and Ethical Uses of SBDH Data in Predictive Models

As expected, many consumers are unsettled by the unregul ated
use of personal and commercial information to predict sensitive
behaviors or health outcomes [4]. An example of such
unregul ated use of personal information is Google' sacquisition
of large amounts of personal health data, from hospitals and
clinics across 21 US states, used to predict health and health
care use, undisclosed to patients and other parties[73,74]. Socia
determinants cover sensitive topics, such as poverty, substance
misuse, food insecurity, and homelessness. Individuals may
fear stigmatization from health providers in revealing their
SBDH information [75]. Similarly, individuas may be
concerned about the social, employment, and legal effects of
revealing SBDH when their data are not protected [75].

To address such concerns, there needs to be an established
discourse leading to a national consensus and clear guidelines
regarding the ethical use of patients SBDH data in the context
of ahealth care predictive model [76]. Lack of transparency in

http://medinform.jmir.org/2020/9/€18084/

methods, applications, and data protection results in little
accountability to ensurethat SBDH risk predictionsare not used
to achieve profits at the expense of health care quality or access,
such as using SBDH data to exclude vulnerable patients from
ahesalth intervention to ensure greater health care profits[76,77].
Establishing robust and meaningful national guidelinesfor using
SBDH datawill requireinsightsfrom avariety of clinical, socia
science, and technical perspectivesaswell asviews of patients,
community members, policy makers, and ethicists. In particular,
patients should participate and be involved in the research that
is developing models to safeguard the ethical and transparent
use of patient data [78]. Without the perspectives of patients
and community members at the forefront of these discussions,
rather than moving to a new level of health care equity and
access, SBDH predictive analytics could easily dide into
domainsthat many would consider inappropriate use, especially
given a special concern and focus on the highest risk members
of our communities[76].

Create Guidelinesto Reducelnherent Biasin Predictive
Models

One important ethical and technical challenge of SBDH
analytics, mostly in the application of statistical modeling, is
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ingrained model bias. For instance, vulnerable patients, such as
those with more social and behavioral risk factors, may not be
adequately represented in the data sources used to build the
predictive model, leading to the model’ sinaccurate predictions
for these individuals. Machine learning models on the other
hand can address this issue through over- or undersampling.
Therefore, being at risk for bias from the origina sample is
normally corrected in a standard process [79].

The data sources might also lack information on the key SBDH
variables that affect the desired outcomes. An example of this
challenge might be a predictive model that focuses on health
care utilization as the desired outcome and lacks data on health
care access for vulnerable populations. Such a model may
indicate that individuals with poor access to health care have a
low likelihood of future utilization. A model with suchingrained
bias would thus underestimate the actual requirement for the
greater amount of health care resources necessary to achieve
the same health outcomes once these individuals have access
to health care [42]. Recently, this situation was observed in a
study by Obermeyer et al [80] who assessed alarge, commercial
health plan’'s predictive algorithm. The model systematically
underestimated the health needs of African American patients
by assuming that health care costs served as an adequate proxy
for health needs. The bias arose because the unequal accessto
care among African American patients resulted in less money
spent caring for those patients compared with White patients.

Although many researchersuse health care utilization and costs
as outcomes for SBDH research, models with these outcomes,
proxied for health needs, are biased in that the data
underrepresents those with lower access to health care. In
recognition of the ingrained model bias, one approach might
be to develop guidelines that recommend stratifying the
population for key SBDH risk factors. Therefore, separate
models would assess health care utilization for each stratum,
taking into account unmeasured SBDH risk factors impacting
health care utilization (eg, socioeconomic status, which defines
insurance type and access to health care).

Technical Challenges Associated With Data Sour ces
and Analytics

Determine Best Practice Guidelinesfor SBDH Data
Sources and Predictive Model Design AsWell As
Open-Source Access

The future of SBDH-centric predictive modeling faces severa
challenges related to data sources and model design. One big
data—related challenge is that most socia and behavioral data
found within providers EHRs are unstructured, free-text clinical
notesand are not standardly interoperable. Although ubiquitous,
thisinformation is captured inconsistently and depends on the
use of NLPto render the data useful in analytics[81,82]. When
NLP is utilized, the SBDH language in the health record may
not describe the level of SBDH precisely enough to accurately
determine social risk as social determinants such as
neighborhood disadvantage may need to reach a threshold to
have a significant impact on health-related outcomes [83].

Another important challenge is related to the use of
population-level SBDH variables and whether such variables
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areinterpreted as proxiesfor individual-level factorsthat cannot
be measured, such as low household income, or represent
population-level spatial elements, such as ahigh concentration
of low household income in a neighborhood [84]. Proxies are
based on assumptionsto confer popul ation-level characteristics
to an individual. In contrast, geospatial models investigate
population-level elements based on the principle of spatial
autocorrelation, meaning that data located close together are
interrelated by nature [85]. Addressing this challengeiscritical
to the interpretation of models and requires sufficiently
transparent models that allow the proper distinction between
the two implications of the population-level SBDH variables.

Thereare also several technical challengesrelated to the analytic
approach, spanning the choice of analytic model, data sources,
discriminatory power, and SBDH temporality. Statistical models,
gpatial analysis, and machine learning have all been used alone
and in combination with various SBDH predictive models. Most
often, health care predictive analytics uses regression models
for their simplicity and acceptability [86]. However, machine
learning models may be useful for finding new dimensions that
can accurately classify outcomes according to their predictive
characteristicsin nonlinear data[86]. However, not all machine
learning techniques, which range from transparent decision tree
algorithmsto unsupervised neural networks, are appropriate for
usewith SBDH predictive models. Highly autonomous machine
learning modelsmay select characteristicsthat are not clinically
relevant for the outcome (eg, family meetings as a predictive
characteristic for hospital mortality) when researchers do not
remove these characteristics [86]. Models should instead reflect
appropriate domain expertise as well as appropriate machine
learning techniques. Moreover, for techniques that depend on
unsupervised neural networks, there are long-standing
controversies regarding the disadvantages of nontransparent,
one-of-a-kind models versus more readily explainable logistic
regression models [7,86].

There are also challenges related to using SBDH data at the
geographic level in predictive modeling, which are often needed
toidentify SBDH on apopulation level and for community-level
interventions [26]. Geospatial analysts need to choose the
appropriate granularity for a model, which may be associated
with a model’s discriminatory power to help distinguish those
at high- versus low-risk levels [87]. Furthermore, analyzing
SBDH data at different geographic levels (eg, census block
group, census tract, county, and state) is methodologically
complex.

The discriminatory power to distinguish patients with and
without social needs also poses a challenge in nongeospatial
modeling with the potential to introduce higher-than-desirable
false positives and/or negatives [74]. For instance, a study of
food security among Medicare patients using clinical dataand
a needs assessment survey could not accurately predict which
patients would benefit from areferral to community resources
[88]. Similarly, a predictive model that uses random forest
decision methods applied to socioeconomic datadid not improve
referral rates to community services once at-risk patients were
identified [28]. When SBDH data are operationalized in apoorly
functioning algorithm, these false positives and negatives
indicate that a health system spends unnecessary resources
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evaluating several patients not at high risk, whereas groups of
patients needing social services remain unidentified [74,89].
To address this phenomenon, algorithms may need to be tested
with new data as predictive analytics methods that use SBDH
risk data have evidenced limited generalizability outside of the
original sample data where the model was devel oped [26,46].

Within a model’s discriminatory power is the challenge of
temporality in analytic models. Specifically, further research
and development are necessary to determine how to capture
changing social risk factors related to changing life
circumstances throughout a person’s life or epoch [90]. For
example, by structural design, a model may overlook an
individual's loss of income through unemployment or
community changes not reflected in neighborhood data [74].
Thus, time-oriented models will be better able to elucidate the
persistence or amelioration of disparities.

Further guidance on analytic challenges, such as optimizing the
appropriate separation of high- and low-risk cases, will be
crucial as part of future, wide-scale dissemination of
SBDH-focused predictive modeling tools. To advance predictive
analytics and increase generalizability acrossthe United States,
there should also be open-source SBDH resources for methods
and databases that leverage previous SBDH research and
development [91,92]. Globally, the Research Data Alliance
could create a working group to spearhead the creation of
open-source SBDH data sources and facilitate work toward
interoperability [93].

Expand Standardized Coding and Taxonomies of SBDH
Risk Factors That Enhance I nteroperability

Once a single hedlth care system renders SBDH data useful
through advanced data science, they must find ways to
disseminate these advances. The lack of standardization of
SBDH dataand collection processes preventstheinteroperability
and integration of modeling into diverse platforms[91,92] and
impacts the creation of SBDH products for EHRs [94]. For
greater interoperability, we need a standard, practical coding
system for SBDH factors that goes beyond vendor-specific
coding [91,92]. Such an endeavor is presently being pioneered
by the Socia Interventions Research and Evaluation Network
through the HL7 Gravity Project [95].

ExpandingtheK nowledge Baseto | nform Best Practice
Guidelines

Support National Shared Research and Development to
Advance SBDH Predictive Model Development and
Application

In recognition of the emerging field of SBDH predictive
analytics, steps toward developing consensus and further
evaluative work are needed to produce best practice guidelines
for the use of SBDH datain predictive modeling [91]. Thereis
wide variability in the choice of data sources, risk factors,
targeted outcomes, geographic levels, and analytic approaches
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in the SBDH predictive models. Each of these model
components can impact a tool’s accuracy and appropriateness
for use in a particular setting or context. At present, thereis a
very limited understanding of the impact of these parameters
on the effectiveness of the SBDH predictive model. Although
endpoints such as health care cost and utilization may seem
similar, the choice of health outcome in a model can obscure
the path from social risk to health. Best practice guidelines
should include transparency of model validation methods for
various outcomes to ensure that modeling methods can be
replicated in other populations[91]. The use of SBDH variables
in predictive modeling isrelatively new. Devel oping consensus
might be premature in such circumstances and eval uative work
must occur beforehand. However, to form guidelines, it is
critical to consider standardizationin SBDH predictive analytics
and to organize the discourse early on. Such discourse would
facilitate data sharing, create open-sourcetoolsand algorithms,
and set expectations.

Establish a National Agenda to Create a Shared
Evidence Base Regarding the | mportance of SBDH
Factors and the Best Approach for Including SBDH in
Analytics

Although the methods and analyses addressing SBDH have
matured substantially over the past decades, an expanded data
infrastructure and more research are necessary to gain a full
understanding of how SBDH manifests throughout a person’s
life [96]. Present health analytics platforms are generally not
built to advance our knowledge base in this area. Rather, they
are often intended to give health systems or insurers a leg-up
over their competition in achieving financia or
pay-for-performancetargets. There should be anational agenda
to develop and share technology and human resources and
strategies to support efficient data extraction, evidence-based
development, and effective analytics and reporting within and
across institutions in the United States [92]. For-profit entities
also have a vested interest to create better predictive models.
Such shared desire would be an incentive for them to participate
in the development of a shared evidence base, resulting in the
creation of better predictive models.

Conclusions

Intheface of great challenges and perhaps even greater benefits,
we haveidentified aseries of potential approachesfor advancing
the present state of predictive analytics within the SBDH
context. The future of predictive modeling involving SBDH
will require key stakeholders—including policy makers, payers,
providers, researchers and analysts, patients, and their
advocates—to reach aconsensus regarding ethical frameworks,
data sharing, technical parameters, and model transparency.
Such a consensus will help ensure that the ultimate promise of
SBDH analytics, improving health and reducing health
disparities, is achieved in health care systems and communities
across the United States.
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Abstract

Background: Since the People's Republic of China (PRC), or China, established the basic medical insurance system (MIS) in
1998, the medical insurance information systems (MI11Ss) in China have effectively supported the operation of the MIS through
severa phases of development; the phases included a stand-alone version, the internet, and big data. In 2018, China’s national
medical security systemswereintegrated, while M11Sswere facing reconstruction. We summarized China’'s experiencein medical
insurance informatization over the past 20 years, aiming to provide areference for the building of anew basic MISfor Chinaand
for developing countries.

Objective: This paper aimsto sort out medical insurance informatization policies throughout the years, use questionnaires to
determine the status quo of provincial MI1S-building in China and the relevant policies, provide references and suggestions for
the top-level design and implementation of theinformation systemsin the transitional period of China’s MISreform, and provide
areference for the building of MI11Ss in developing countries.

Methods: We conducted policy analysis by collecting the laws, regulations, and policy documents—issued from 1998 to
2020—on Chinas medica insurance and its informatization; we also analyzed the US Health Insurance Portability and
Accountability Act and other relevant policies. We conducted aquestionnaire survey by sending out questionnairesto 31 Chinese,
provincial, medical security bureaus to collect information about network links, system functions, data exchange, standards and
specifications, and building modes, among other items. We conducted a literature review by searching for documents about
relevant laws and policies, building methods, application results, and other documents related to M11Ss; we conducted searches
using PubMed, Elsevier, ChinaNational Knowledge Infrastructure, and other mgjor literature databases. We conducted telephone
interviews to verify the results of questionnaires and to understand the focus issues concerning the building of China's national
MI1Ss during the period of integration and transition of China's MIS.

Results: In 74% (23/31) of theregionsin China, M11Ss were networked through dedicated fiber optic lines. In 65% (20/31) of
the regions in China, M11Ss supported identity recognition based on both ID cards and socia security cards. In 55% (17/31) of
the regionsin China, M11Ss at provincial and municipal levels were networked and have gathered basic medical insurance data,
whereas M1 Sswere connected to health insurance companiesin 35% (11/31) of theregionsin China. China'sMIISsare comprised
of 11 basic functional modules, among which the modules of business operation, transregional referral, reimbursement, and
monitoring systems are widely applied. M11Ssin 83% (20/24) of Chinese provinces have stored data on coverage, payment, and
settlement compensation of medical insurance. However, in terms of data security and privacy protection, pertinent policies are
absent and data utilization is not in-depth enough. Respondents to telephone interviews universally reflected on the following
issues and suggestions: in the period of integration and transition of MISs, close attention should be paid to the top-level design,
and repeated investment should be avoided for the building of MIISs; MI1Ss should be adapted to the health care reform, and
efforts should be made to strengthen the informatization support for the reform of payment methods; and M11Ss shoul d be adapted
for the widespread application of mobile phones and should provide insured persons with more self-service functions.

Conclusions: Inthe future, the building of China's basic M11Ss should be deployed at the national, provincial, prefectural, and
municipal levels on a unified basis. Efforts should be made to strengthen the development of standard codes, data exchange, and
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data utilization. Work should be done to formulate the rules and regulations for security and privacy protection and to balance
the right to be informed with the mining and utilization of big data. Efforts should be made to intensify the interconnectivity
between MISs and other health systems and to strengthen the application of medical insurance information in public health
monitoring and early warning systems; thiswould ultimately improve the degree of trust from stakehol ders, including individuals,

medical service providers, and public health ingtitutions, in the basic MI1Ss.

(IMIR Med Inform 2020;8(9):e18780) doi:10.2196/18780

KEYWORDS

medical insurance; medical insurance information system; health information exchange; information infrastructure; big data;

policy review; privacy protection

Introduction

Background

China's medical insurance information systems (MIISs) are
connected to over 700,000 medical institutions at variouslevels;
cover more than 1.35 hillion people [1]; record medical
insurance data regarding coverage, payment, claim, and
compensation; offer information management tools for the
world'slargest medical security network; and provideinnovation
means for health care reform and change in medical insurance
systems (MISs). Many countries in the world have built their
own national-level medical security information networks. For
example, France built the National Hedth Insurance
Inter-regime Information System [2]; the United States
established a medical security network that covers all medical
service providers nationwide through the Health Information
Technology for Economic and Clinical Health Act of 2009 [3];
and South Koreabuilt the National Health Information Database
[4], which provides support for the operation of its MIS.

Over the past 20 years, China' s M1 Ssconsisted of thefollowing
three main parts: (1) medica insurance for urban employees
established in 1998, (2) the New Rural Cooperative Medical
System (NRCMS) for rura residents established in 2003, and
(3) medical insurance for urban residents established in 2008.
Medical insurance for urban employees and urban residentswas
overseen by the Ministry of Human Resources and Socid
Security of the People's Republic of China (PRC), and the

NRCMS for rura residents was overseen by the Ministry of
Health of the PRC[5]. In 2018, after the completion of China's
system reform and national institutional reform, China’s basic
MISs were integrated, and the National Healthcare Security
Administration (NHSA) of the PRC was established, whiletwo
systems were retained; these two systems were the medical
insurance for urban employees and the basic medical insurance
for urban and rural residents, resulting from the consolidation
of medical insurance for urban residents and the NRCMS. The
function of assistance for the disadvantaged was transferred
from the Ministry of Civil Affairsof the PRC to the NHSA, the
functions of pricing of medical service items and bidding
procurement of medicines (ie, drugs) were transferred from the
National Development and Reform Commission (NDRC) of
the PRC to the NHSA, and the function of collection and
payment of medical insurance funds would be implemented by
the taxation departments [6,7].

Since 1998, the building of China's MI1Ss has gone through
three phases: Phase I, where the stand-alone version realized
the handling of medical insurance business; Phase II, where
extensive interconnection was based on the internet; and Phase
I11, where comprehensive decision-making functions based on
big data were realized. China's MI1Ss were established on the
basis of the pooling level and have the functions of fundraising,
payment, online reimbursement and settlement, and capital
settlement, among others. Figure 1 shows the three phases of
the development of China's MI1Ss.

Figure 1. The three phases of the development of China's medical insurance information systems (M11Ss).

PhaseI (1998 -2009)
Information system based

on chent/server

PhaseII(2010-2017)
Informationsystem based on

browser/server

PhaseIIT {2018 -present)
Information system based on

big data envaonment and Al

Phase | took place from 1998 to 2009, when local M11Ss were
established separately in different pooling-based regions in
China according to the needs for business development. Over
2000 NRCMS information systems were established in China
at the county level, and more than 300 information systems
were established at the prefectural or municipal level in China
for urban employees and residents. In terms of functions, these
information systems mainly functioned to manage the accounts
and insurance participation registration for the insured entities,
families, and individuals, and they managed fund collection and
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expenditure. Before 2009, China's MIISs were based on a
stand-alone version [8], which lacked overall planning and
design; there existed such serious problems as repeated
investment and isolated islands of information systems, while
circumstances of poor system interaction and repeated insurance
participation occurred from time to time [9].

Phase Il took place from 2010 to 2017, when the medical
insurance management system tended to be integrated, and
MIISs entered the integration phase [10], focusing on network
interconnection. The NRCM Sinformation systems at the county
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level in 24 Chinese provinceswereintegrated into M11Ss, while
the situation remained unchanged in the remaining seven
Chinese provinces. On the one hand, China continued to expand
the coverage of the insured groups, and MIISs continued to
expand in coverage;, the systems further emphasized the
i nterconnection among the central government, provinces, cities,
and counties. As well, data were centralized from the bottom
to thetop, and data applications were further deepened [11,12].
Improvementsincluded the following: the in-depth application
of intelligent audit was realized; the diagnosis, treatment, and
service behaviors of medical ingtitutions, physicians and doctors,
and pharmacies and drugstores were put under monitoring [13];
settlement  and  reimbursement  for  cross-provincia
hospitalization were extensively carried out; people participating
in the medical insurance scheme could transfer their medical
insurance coverage to other provinces; public services, such as
payment and direct reimbursement and settlement, became more
convenient [14]; and there were more and more big data—based
analyses and utilizations, aswell as applications and studies on
macro decision making [15].

In Phase 11, information systems were built in line with the
functions of the new NHSA, including the new medical security
bureaus at all levels. In the context of big data—in addition to
the realization of such functions as management and handling
of medical insurance—jprice administration of medical services,
and bidding and procurement of drugs, more data analysis and
utilization can be realized; this would provide support for
actuarial servicefor insurance and policy formulation. The new
information systems will be built with 14 subfunctions in four
categories. Firgt, information systemsin the category of internal
management include the internal unified portal system and the
process control system. Second, information systems in the
category of business management include the basic information
management system, the credit rating management system, the
medical and drug price management system, and the payment
method management system. Third, information systemsin the

Figure 2. Flowchart of methods used in the study.

Lietd

category of production handling include the system for basic
management of business handling and public services, the
bidding and procurement system for drugs and medical supplies,
and the cross-provincial transregional medical service
management system. Fourth, information systemsin the category
of data analysis include the operation monitoring system, the
intelligent regulation system, and the macro decision-making
application system based on big data mining technol ogy.
Objective

This paper aims to collect and analyze the medical insurance
informatization policies throughout the years, survey the status
quo of provincial MIIS-building in China by means of
guestionnaires about the building of M11Ss and their relevant
policies, provide references and suggestions for the top-level
design and implementation of the information systems in the
transitional period of China's MIS reform, and provide a
reference for the building of MIISsin developing countries.

Methods

Overview

We conducted a literature review to learn about the relevant
policies, regulations, methods, and application results of
MIIS-building practices at home and abroad. We conducted a
policy analysis by collecting the laws, regulations, and policy
documents on medical insurance and medical insurance
informatization issued from 1998 to 2020. We conducted a
guestionnaire survey by designing and distributing
guestionnaires to the medical security bureaus of 31 Chinese
provinces. We conducted telephone interviews to verify the
results of the questionnaires and to understand the focusissues
concerning the building of China's national MIISs during the
period of integration and transition of China's MIS. Figure 2
shows the design of the methods used for this paper for the
policy analysis, literature review, questionnaire survey, and
telephone interview.

| Questionnaire
Regulatory review, policy, survey
and regulation >| Results
Literature review
p
Telephone
interview

Literature Review

We used the following keywords to search in literature
databases, including PubMed and ScienceDirect: “medical
insurance information system,” “health insurance information
system,” “claim data,” “health information system,” “HIPAA”
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RenderX

(Hesalth Insurance Portability and Accountability Act), “privacy
policy,” “big data,” “health information exchange,” “health
information standard,” and “health insurance database” We
also used the following keywordsto search in the China National
Knowledge Infrastructure platform, a Chinese literature
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database: “basic medical insurance information system,” “new
rural cooperative medical schemeinformation system,” “medical
insurance for urban employees information system,” “medical
insurance information system,” “medical insurance database,”
“big data,” and “medical insurance.” The publication dates of
literature searched ranged from January 1998 to September
2019.

Policy Review

Policy List

We searched the contents of the policiesand technical standards
related to China's medica insurance from the policy and
regulation columns on the official websites of the Chinese

https://medinform.jmir.org/2020/9/€18780
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Government, the NHSA, the National Health Commission of
the PRC, the Ministry of Human Resources and Social Security
of the PRC, the NDRC of the PRC, and the Ministry of Civil
Affairsof the PRC, among others; from these, we collected 124
content entries in total. In addition, we aso searched the
documents of foreign policiesrelated to medical insurance from
the official websitesof the US Centersfor Medicare & Medicaid
Services, the US Department of Health and Human Services,
and the French Ministry of Social Affairs and Health, among
others; from these, we collected more than 30 content entries
in total. Table 1 shows the list of 14 entries of representative
policies and regulations [16-32] closely related to medical
insurance informatization among the 124 entries of policy
documents from China.
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Table 1. List of China's policies and regulations related to medical insurance informatization from 1998 to the present.

Regulation and policy names

Year (document No.)

Summary of informatization document

Decision on Establishing the Basic Medical In-
surance System for Urban Employees® [16]

1. Key points of building the planning for the
labor and social insurance management infor-
mation system [17]

2. Notice of guidance on the building of the
basic medical insurance management informa-
tion system for urban employees [18]

3. Opinions on comprehensiveimplementation
of the Jinbao Program for unified building of
alabor security information system [19]

Opinions of the Ministry of Health, Ministry of
Finance, and Ministry of Agricultureon the Es-
tablishment of aNew Rural CooperativeM edical

Insurance systemb [20]

4. Basic specifications of the information sys-
tem for the New Rural Cooperative Medical
System (NRCMYS) (trial) [21]

Guidelineson Launching a Pilot Program of

Basic Medical Insurancefor Urban Residents®
[22]

5. Notice on carrying out unified implementa-
tion of some application softwarefor the Jinbao
Program [23]

6. Basic specifications of the management in-
formation system for the NRCM S (2008 re-
vised edition) [24]

7. Notice on carrying out unified upgrading
implementation of some application software
for the Jinbao Program [25]

8. The scheme for connectivity technology of
the national-level information platform for the
NRCMS (trial) [26]

9. Notice of the General Office of the Ministry
of Human Resources and Social Security on
comprehensively promoting the intelligent
monitoring of medical servicesfor basic medi-
cal insurance [27]

1998 (LS
BH[1998]138)

2000 (L STH[2000]30)

2003 (LS
BH[2003]174)

2005 (WBN-
WF[2005]108)

2008
(RSTH[2008]284)

2008 (WBN-
WF[2008]127)

2008
(RSXXH[2008]2)

2013 (WBN-
WH[2013]456)

2015 (RSTF[2015]56)

To standardize the labor and social insurance management information
system, of which the contents under management involve the microinfor-
mation of laborers, enterprises, and other [abor organizations; strengthen
the management of personnel, wages, job positions, labor relations, and
social insurance relations; and solve fundraising, payment, and other
handling of businesses

To establish network connections with designated medical institutions,
designated retail pharmacies, banks, tax departments, and other relevant
departments through establishing a computer management information
system; focus on the unification of classification standards, interface
standards, and network transmission standards; and promote the applica-
tion of identity recognition mediafor ID cards

To plan to establish alabor security information system with unified
standards, which covers business handling of medical insurance, unem-
ployment insurance, and industria injury insurance; emphasize data
centralization at the provincial and national levels; and build data centers
at different levels

To build aninformation system for handling the business of the NRCM S
at county level, which comprises six modules, including NRCM S partic-
ipation management, medical service compensation management, fund
collection and expenditure management, accounting, and statistical
anaysis

To build private networks at national, provincial, and municipal levels;
upgrade the stand-alone version to a networking operation; and unify
the core software functions of the financial exchange library software,
fund statement software, fund regulation software, and transregional
national service hotline software

To upgrade the Basic specifications of the information system for the
NRCMS (trial) and to put forward the basic architecture for building the
information system for the NRCM S China-wide, the building specifica-
tion of physical environment and infrastructure, the functional specifica-
tions of the information system, and the datasets and code specifications
for cross-system data exchange, among others

To revise and upgrade the Notice on carrying out unified implementation
of some application software for the Jinbao Program, improve the
building of anetwork based on nationwide connectivity, and accelerate
data centralization at the national level

To establish a national-level information platform for the NRCMS, es-
tablish a data exchange network connecting all provincial platforms,
collect datafrom all provinces, and explore the functions of cross-
provincial cost verification and reimbursement

To carry out al-around intelligent monitoring of outpatient service,
hospitalization, and drug purchase in pharmacies and drugstores through
aninformation system, identify suspected violations, and then verify and
handle such violations
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Regulation and policy names Year (document No.)

Summary of informatization document

10. Notice of the General Office of the Min-
istry of Human Resources and Socia Security
on carrying out the building of theinformation
system for registration of universal participa-
tion in insurance [28]

11. Implementation plan for networked settle- 2016
ment and reimbursement for transregional (GWJCF[2016]23)
hospitalization in the national NRCM S [29]
12. Notice of the General Office of theMin- 2016
istry of Human Resources and Socia Security (RSTF[2016]185)
on accel erating the building of a cross-provin-
cia hospitalization settlement system [30]
Chinaestablished the National Healthcar e Secu-
rity Administration (NHSA)? [31]
13. Notice of the NHSA on printing and dis- 2019 (Y BF[2019]39)
tributing the guidance on medical security in-
formatization [32]
14. Notice of the NHSA on carrying out the 2019 (Y BF[2019]22)

pilot work of medical security informatization

2015(RSTF[2015]86) To plan to further raise the level of information system building at the

provincial level, promote social security cards, advance the building of
theinformation system for registration of universal participationininsur-
ance, and push data at the national level; in addition, establish alist of
qualifications for devel opers undertaking the building of information
systems for the medical security industry

To build anational NRCM S network for cross-provincial hospitalization
settlement and realize the functions of hospital visits, referral, hospital -
ization registration, and discharge reimbursement for patients participating
inthe NRCMS

To realize functions such asfiling of off-site urban employees participat-
ing in medical insurance and settlement for discharge reimbursement

After itsinception, the new NHSA proposed to establish a new, nation-
ally integrated, standard-unified Medical Security Information System,
which covers such functions as management of basic knowledge (eg,
dictionary directory), business handling management, public service
management, and data analysis management; the system developed 15
content standards, such asdiagnosis and surgery standards, among others

The NHSA selected 16 pilot provinces for implementing information
system functions first, carrying out 15 standards, and realizing cross-
provincia business linkage and public services through the building of
the national platform

8 n 1998, the State Council of the People's Republic of China (PRC) issued the Decision on Establishing the Basic Medical Insurance System for Urban
Employees (No. GF[1998]44), enforcing abasic medical insurance system (M1S) for urban employeesthroughout China, and exploring the establishment
of socialized medical insurance for the population with labor and employment relationships [16].

B1n 2003, the State Council of the PRC issued the Opinions of the Ministry of Health, Ministry of Finance, and Ministry of Agriculture on the Establishment
of aNew Rural Cooperative Medical Insurance System (No. ZF2002]13) [20], aiming to establish an MIS for rural residents on a pilot basis.

%In 2007, the State Council of the PRC issued the Guidelines on Launching aPilot Program of Basic Medical Insurance for Urban Residents[22], aiming
to establish abasic MIS for nonemployed urban residents and those with nonfixed-employment relationships.

din 2018, Chinareformed its state institutions and established the NHSA, which functions to unify the administration of the basic MIS [31].

Policy Analysis
We analyzed the evolution of policies from the five main
elements that constitute management information systems (ie,
organizational structure, process, data, business rules, and
system functions).

Questionnaire Survey

We surveyed the health care security bureaus, or their
information centers, of 31 Chinese provincesin terms of network
infrastructure, identity recognition media, information system
functions, data centers, standards, and specifications. We sent
out 31 questionnaires and recovered all 31 of them.

Telephone I nterview

We interviewed more than 30 persons by telephone from the
departments of health care security administration, medical
insurance handling management, health administration, and
hospital management, among others. Issues discussed during
telephone interviewsincluded the functions urgently needed by
MIISs and concerns about information system building in the
integration period of MISs.

https://medinform.jmir.org/2020/9/€18780

Results

Analysis of Functions Realized by Historical
Information Systems

Business Modeling for China’'sMI11Ss

China's MI1ISs support the handling and management of the
medical insurance business. The operation of the Chinese MIS
is led by the government. Funds can be raised through the
taxation of people with fixed employment, such as urban
employees. People who have no fixed employment, such as
farmers and urban residents, pay cash directly to medical
insurance handling institutions. Medical service providers
provide medical services to patients, handling institutions
provide medical institutions with the settlement of medical
insurance funds, and handling institutions manage patient
reimbursement and other services. Figure 3 shows the business
model, the main elements of Chinas MIISs, and the
interrelationship therein [4]. Medical insurance administrative
departments, medical insurance handling institutions, medical
service providers, and insured persons play different roles and
interact with each other. Medical insurance administrative
departments make and regulate medical insurance policies,
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while medical insurance handling institutions, as the specific
implementers of medical insurance policies, provide medical
insurance handling and management services for the insured
and medical service providers. Affected by the functional
adjustment of the national-level administrative department, the

Lietd

administrative level and management authority of China's
medical insurance administrative departments aswell as medical
insurance handling institutions have changed several times, but
there has been no significant change in the substance of their
respective functions.

Figure3. Businessmodel chart of China smedical insuranceinformation systems(MI1Ss), modified from thethe National Health Information Database
of the National Health Insurance Service in South Korea (Cheol Seong et al, 2017).
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Analysisof the Evolution of I nformation System—Related
Policies
Organizational Structure Analysis

Organizational ~ structure includes medical insurance
administrative departments, medical insurance handling
institutions, medical service providers, and patients, among
others. The policy under document No. L SBH[1998]138 shows
that socia security is administered by two departments—the
Ministry of Personnel of the PRC and the Ministry of Labor
and Socia Security of the PRC—covering enterprises and
employees with employment relationships; medical services
are provided mainly by medica ingtitutions as well as
pharmacies and drugstores subject to designated administration.
The policies under document Nos. ZF[2002] 13 and GF[2007]20
include rural and urban residents without employment
relationships in the coverage for basic medical insurance. The
policy under document No. RSTH[2008] 284 shows the merger
of the Ministry of Personnel of the PRC, the Ministry of Labor
of the PRC, and the social security bureaus of China into one
ministry, namely, the Ministry of Human Resources and Social
Security of the PRC, which is in charge of medical insurance
for urban employees and urban residents. The policy under
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document No. RSTF[2015]56 emphasizes universal coverage
of theMIS, aiming for covering all those who should be covered.
The policy under document No. EBF[2019]39 shows that the
administrative department for basic medical insurance was
merged into the NHSA of the PRC, which covers the
administration of drug suppliers and manufacturers, who need
to participate in bidding for drug procurement.

Business Process Analysis

Since the issuance of the policy under document No.
RSXXH[2008]2, as shown in the business model chart of
China's MI1Ss (see Figure 3), the medical insurance business
process focuses on payment by insured persons as well as
hospitalization and reimbursement at the place of insurance
participation. Medical institutions provide medical servicesand
settle accounts with medical insurance handling institutions.
Medical insurance handling institutions are mainly responsible
for raising funds and clearing up of medical expenses with
medical ingtitutions as well as pharmacies and drugstores. The
Chinese government formulates policies and supervises all
stakeholders. Since the issuance of the policy under document
No. RSXXH[2008]2, the Chinese government began to pay
attention to transregional transfer and continuation of insurance
participation relationships as well as hospitaization and
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reimbursement; especially since theissuance of the 2016 policy,
Chinahaslaunched alarge-scale promotion of cross-provincial
hospitalization reimbursement, in order to meet the needs of
population mobility and employment all over the country. Since
2018, drug procurement through bidding has been included in
the scope of medical insurance administration.

Data Analysis

Analysishy datatype covers administrative divisions, enterprise
entities, hospitals, pharmacies and drugstores, fundraising,
hospitalization behaviors, fund reimbursement, and directory
data, such as disease diagnosis, drugs, and medical devices.
Analysis by data level shows the following: before 2010, data
flowed, were stored, and were utilized mainly at and below the
prefecture level; since the issuance of the 2018 policies under
document Nos. RSXXH[2008]2 and WBNWF2008]127, data
gradually flow toward the provincia and national levels; the
2016 policies under document Nos. GWJCF[2016]23 and
RSTF[2016]185 am to redlize cross-provincia data flow
through a national-level platform and support collaborative
businesses, such as transregional transfer and continuation of
insurance participation relationships and hospitaization
reimbursement.

Business Rules Analysis

Business rules have adapted to the medical insurance
administration functions and covered the insurance participation
and hospitalization reimbursement for urban employeesin 1998,
for rural residents in 2003, and for urban residents in 2007.
Meanwhile, the policies of insurance participation and medical
insurance reimbursement were embedded into information
systems, in order to standardize the behaviors of medical
insurance participation, medical insurance handling, and
hospitalization reimbursement. The policy under document No.
RSTF[2015]56 emphasizes the use of big data analysis
technology to carry out intelligent monitoring of patients
hospitalization behaviors, doctors diagnosis and treatment

Lietd

behaviors, and handling institutions' handling behaviors. The
policy under document No. YBF[2019]22 incorporates drug
procurement bidding rules into information system
administration; incorporates such payment methods as
diagnosis-related groups into the process of patient
hospitalization, reimbursement, and fund clearing, step by step;
carries out extensive interconnection with such departments as
health, taxation, and public security, aswell aswith such entities
as banks and insurance companies; and gradually establishes a
nationwide medical insurance credit system.

Analysis of I nformation System Functions

Before the issuance of the 2018 policies under document Nos.
RSXXH[2008]2 and WBNWF[2008]127, China's MI1Sswere
mainly responsible for managing basic functions for patients,
medical institutions, and medical insurance handling ingtitutions
in terms of insurance participation, payment, reimbursement,
and fund clearing, aswell as managing such standards as disease
diagnosis standards and drug lists. Since the issuance of the
2015 policy, Chinas MIISs gradualy strengthened the
collection and utilization of data and realized business
supervision. The policy under document No. YBF[2019]39
shows that big data gradually playsarolein promoting thefine
management of medical insurance and providing evidence-based
support for formulation and evaluation of policies.

Main Functions of China’s MI1Ss

The existing M11Ss mainly function to describe the status quo
beforetheinstitutional integration (ie, before 2018). Therelated
functions of the MIISs are scattered throughout multiple
ministries and commissions. The information systems related
to these functions include the medical insurance handling
subsystem, the civil affairs assistance subsystem, and the drug
bidding and procurement subsystem, among others. Figure 4
shows the distribution of business function modules used in
various provincesin Chinaaccording to questionnaire feedback.
Details of each module are shown below:

Figure 4. Distribution of business function modules used in various provincesin China according to questionnaire feedback.
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1. The medical insurance statistics statement subsystem can
be used to understand the data regarding insured persons,
insured entities, insured rate, fund collection and
expenditure, number of hospital visits, average
reimbursement amount, and compensation ratio in each
region.

2. The medical insurance business handling subsystem
functions to manage the insured entities, insured persons,
employment relationships, payments by entities and
individuals, medical insurance card issuance, personal
identity recognition, hospital visits by insured persons,
handling of reimbursement and compensation procedures,
and compensation for serious illness insurance—if the
individual out-of-pocket payment exceeds a certain amount,
the serious illness insurance will compensate them
again—among others.

3. Thecivil affairs assistance subsystem functions to manage
the groups who receive civil affairs assistance, the
distribution of medical assistance funds, and the
compensation for medical services—compensation will be
provided again on the basis of the basic medical insurance
compensation—among others.

4. Thedrug bidding and procurement information subsystems
are established by the responsible administrative
departments: devel opment and reform commission, health
commission, health care security bureau, etc. The
responsible provincial administrative departments, on behal f
of hospitals, negotiate with drug manufacturers and
suppliers and complete the tender process through this
information system. Some provincial administrative
departments directly pay funds to drug manufacturers and
suppliers, whilefundsfor drug supply are paid by hospitals
to drug manufacturers and suppliers in some other
provinces.

5. Thetransregional hospitalization and settlement subsystem
supportstransregional or transprovincial reimbursement of
insured persons and covers the following functions:
hierarchical referral, identify recognition and identification
of insured status, discharge settlement, and window-based
reimbursement, as well as fund clearing among
transprovincial handling institutions.

6. The service price management subsystem functions to
monitor the sales prices of medical ingtitutions and
pharmacies and drugstores, as well as to analyze their
changing trends, so asto provide areference basisfor price
formulation and payment standards of medical services,
drugs, and medical devices.

7. The credit rating management subsystem functions to
manage credit rating for the insured entities, insured
persons, medical institutions, pharmaceutical production
and circulation enterprises, and medical workers, and to
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establish acredit management system for medical services
and medical insurance handling.

8. The public service subsystem for medical insurance caters
toinsured persons; provides self-services, such asinsurance
participation, payment, and referral filing; supports mobile
online payment; and allowstheinquiry of personal historical
behaviors, such as insurance participation and hospital
visits, so asto assist health management.

9. The basic information management subsystem functions
to manage the qualification information for designated
medical institutions and designated pharmacies and
drugstores so they may join the MIS. It also functions to
manage the information of medical workers and maintain
the dictionary codes for disease diagnosis, diagnosis and
treatment services, drugs, and consumables.

10. The business operation monitoring subsystem functionsto
monitor the compliance of medical servicesand the balance
of revenue and expenditure of medical insurance funds,
among others, by collecting dataon insurance participation,
medical treatment, trestment behavior, reimbursement and
compensation, among others. It also functions to make
forecasts on partial trends of medical insurance
participation, fund collection, and expenditure.

11. The collaborative office subsystem integrates all office
automation work within ajurisdiction into the information
system for unified management, such as routine
management of mail delivery aswell as drafting, approval,
and receipt of official documents, among others.

The 11 business function modules above, just like components
of ajigsaw puzzle, build up the framework of MIISs in each
province. Some functions, such as electronic medical record
management, budget management, financial management, and
account book management, have also been mentioned in some
regions.

Analysisof Infrastructure and Identity Recognition
Media

Networking Mode

Four main networking modes include the following: fiber optic
private network (FOPN), e-government extranet (EGE), virtual
private network (VPN), and the internet. FOPN features
high-security performance, good transmission performance, and
high cost. EGE connects medical insurance handling institutions
at al levels and features lower cost and better security
performance, but it is only connected to government agencies
and is not yet connected to hospitals. VPN establishes avirtual
safe channel based on the internet and features low cost and
better security performance. The internet is characterized by
good transmission performance and low cost, but its security
performance is low. Figure 5 shows the distribution of the four
networking modes above.
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Figure5. Analysis of networking modes adopted by medical insurance information systems (MI1Ss) in each provincein China.

A total of 26 provinces of China, including provinces,
autonomous regions, and municipalities directly under the
central government, have responded with their networking
modes; only Hunan Province has used all four modes. Four
provinces—Fujian, Shandong, Guangdong, and Yunnan—use
three networking modes. Nine provinces at all levels—Hebei,
Inner Mongolia, Liaoning, Jilin, Jiangsu, Henan, Hubei,
Guizhou, and Ningxia—use two networking modes. A total of
12 provinces—Beijing, Tianjin, Heilongjiang, Shanghai, Anhui,
Jiangxi, Hainan, Chongging, Sichuan, Tibet, Gansu, and
Qinghai—use one networking mode.

Regarding the main networking modes used, 23 out of 31 (74%)
provinces use FOPN; Anhui, Tibet, and Hainan are the only
provinces that do not use FOPN for networking. Six
provinces—Fujian, Henan, Hunan, Guangdong, Yunnan, and
Ningxia—also use EGE for networking.

I dentity Recognition Media

There are mainly two kinds of identity recognition media: 1D
cards and social security cards. A total of 20 provinces out of
31 (65%) support both ID cards and socia security cards for
identity recognition, while some provinces, such as Inner
Mongolia and Chongqing, support only one kind of media for
identity recognition.
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Analysis of Data Storage and Data Utilization

I nterconnectivity of I nformation Systems

A provincial MIIS verticaly connects municipal MIISs and
regional pharmacy information systems; it exchanges referral
and transregiona hospitalization settlement datawith municipal
MI1Ss and exchanges drug purchase information via personal
accounts with designated pharmacies and drugstores. A
provincial MIIS horizontally connects theinformation systems
of such departments and entities as tax, finance, devel opment
and reform, health, civil affairs, public security, banks, insurance
companies, and internet companies. This MIIS exchanges
information with different departments and entities as follows:
(1) it exchanges information on collection and payment of
insured expenses with the tax department, (2) it exchanges
electronic medical record information with the health
department, (3) it exchanges persona identity and credit
information with the public security department, (4) it exchanges
medical insurance fund transfer information with banks, (5) it
exchanges poverty alleviation and social assistanceinformation
with the civil affairs department, (6) it exchanges seriousillness
insurance information with insurance companies, and (7) it
exchanges online payment information with internet companies,
among others. MIISs in some provinces aso exchange
information with departments of audit, industry, and commerce,
among others. Figure 6 showsthe connection between provincia
MI1Ss and peripheral information systems.
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Figure 6. Theinterconnection between the medical insurance information systems (MI1Ss) and the surrounding information systemsin each province.
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In55% (17/31) of theregionsin China, MI1Ssat provincial and
municipal levels were networked and have gathered basic
medical insurance data. Provincial M1ISs in 11 provinces out
of 31 (35%) exchange datawith insurance companies,; themain
data item exchanged includes the secondary compensation
information for seriousillnessinsurance following basic medical
insurance compensation. Provincial M11Ssin 12 provinces out
of 31 (39%) exchange data with tax departments. In adaption
to the adjustment to their functions in the medical insurance
reform, the tax departments are responsible for the collection
and payment of insurance premiums.

Data Storage Types at Provincial Information Centers

Feedback from 24 provinces in China shows that some types
of medical insurance data are stored in these provinces by
establishing provincial-level medical insurance data centers;
such data centers are under construction in two provinces:
Shandong and Henan. Seven provinces did not fill out the
guestionnaire. Many data storage types included insurance
participation, payment, settlement, and expenses. Among these
types, information about insured individuals and insured entities
accounted for 92% (22/24), the highest share; information
related to payment, settlement compensation, details of
outpatient and inpatient expenses, and cross-provincial
hospitalization accounted for over 83% (20/24), the
second-highest share. No provincial-level medical insurance
data center has stored the procurement, sales, and inventory
data from designated pharmacies and drugstores. The storage
isalso very limited for procurement, sales, and inventory data
from hospitals (1/24, 4%) and data from bidding and
procurement of drugs (3/24, 13%). Efforts should be made to
further expand the scope of data exchange and sharing, so asto
match the functions of MIISs in terms of bidding and
procurement of drugs aswell as use of drugs and consumables.
Feedback from all provinces that were surveyed shows that
Heilongjiang Province has stored the highest number of data
types (15/17, 88%); this province has covered al data types
listedin Multimedia Appendix 1 except the procurement, sales,
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and inventory data from hospitals as well as pharmacies and
drugstores. A total of 76% or more of relevant information has
been stored in such provinces and municipalities as Tianjin
(13/17, 76%), Shanghai (13/17, 76%), Guangdong (14/17, 82%),
Hainan (13/17, 76%), and Guizhou (13/17, 76%). According
to the feedback from the questionnaires, the provincial-level
medical insurance data center in Hubei Province has collected
the payment information on medical insurance participation of
urban and rura residents in the whole province, as well as
information on medical insurance treatment for urban and rural
residents in individual prefectures and cities, but it did not fill
out the information about other types of data storage. Henan
Province did not fill out information about other data storage
types except for data related to insurance participation and
payment. As a result, these two provinces—Hubei and
Henan—havearelatively lower percentage of datastoragetypes.
In those provinces with high economic development levels,
solid informatization foundations, and lower pooling regions,
their provincial-level medical insurance data centers have stored
relatively more types of data; however, as awhole, the degrees
of concentricity and comprehensiveness of medical insurance
data are still low. Multimedia Appendix 1 shows the
corresponding matrix of provincial medical insurance data
centers and data storage types.

Analysis of Data Utilization as well as Security and
Privacy Protection Palicies

China's medical insurance data are mainly used for business
handling; however, these data have not been fully exploited.
Through the Medicaid Statistical Information System database
[33], the United States supports the formulation of Medicaid
fundraising and compensation policies. Francebuilt its national
database EGB (Echantillon Generaliste des Beneficiaires) [34],
conducts research on the effects of drugs, and conducts research
and devel opment on new drugs through claimsdata[35]. South
Korea built its National Health Insurance Research Database,
which functions to make secondary compensation for
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catastrophic expenditures; it also provides specific datasets to
researchers for scientific research, especially for public health
governance and infectious disease monitoring through data
correlation [36]. The medical insurance database of Taiwan is
used for research on cancer treatment [37].

Intermsof policiesand regulationsrelated to medical insurance
information security and privacy protection, the HIPAA was
passed by the USCongressin 1996; its applicability was
adjusted continuoudly, especially in the era of big data[38]. In
2016, the European Union issued the General Data Protection
Regulation, which stipulates in detail the collection,
transmission, processing, and utilization of medical security or
health information [39]. China has not yet issued a special law
or regulation on security and privacy protection of health
information or medical insurance information; some of the
existing Chinese policies are scattered among the Social
Insurance Law of the PRC, the Law of the PRC on Basic
Healthcare and Health Promotion, the Law of the PRC on the
Prevention and Treatment of Infectious Diseases, and the
Provisions of the PRC on the Disclosure of Government
Information. However, the length of such content is extremely
limited; there are provisions of a framework nature, but there
are no acts or laws with operability.

Urgent Needsin Various Regions During the Period
of Integration and Transition of M1Ss

The information system building model is guided by national
top-level planning; the deployment level of information systems
should be higher than the unified pooling level of medical
insurance funds. In addition, attention should be paid to data
coding and standardization and building efforts should be made
on the basis of the original information system building, in order
to save unnecessary investment.

In terms of functions of information systems, efforts should be
made to strengthen the informatization support for the reform
of payment mode, in order to adapt it to the promotion of
prepayment modes such as diagnosis-related groups. Inthe era
of big data, work should be done to establish an intelligent
medical insurance audit system, which will function to monitor
behaviors (eg, medical treatment and fund compensation)
through algorithms, such as data machine learning, and will
identify such events as medical insurance fraud and abuse.
Meanwhile, work should also be done to establish a credit
database containing information on lawbreakers to be able to
take certain punishment measures against such persons.

In the context of the universal application of mobile phones,
efforts should be made to provide more self-services for the
public, such as online hospitalization appointment, mobile
payment, self-service insurance participation and payment,
policy access, and information inquiry.

Discussion

Building Model of China’'sBasic MI1Ssin the Future

In the future, we should overcome the disadvantage of the lack
of overal planning for the building of China'sMI1Ssin thefirst
and second phases and arrange for the building of MI1Ss and
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hospital information systems at the national, provincial, and
municipal levels on a unified basis. We should establish a
deployment mode higher than the fund pooling level that is at
least not lower than the municipal deployment level. In addition,
we should try our best to realize provincial deployment and to
deploy prefectura and municipal information systems by
utilizing the cloud computing model. There are more than four
networking modes, which need further planning to establish a
safer and faster private network mode. In terms of identity
recognition media, this should expand to identity recognition
based on electronic ID cards; moreover, by adopting the QR
(Quick Response) code, we can use mobile phonesto recognize
identities. Information system building standards should be
formulated and issued first, covering the planning of medical
insurance business, specification of information system modules,
and standard codes for data exchange, among others.

Information Exchange and Data Utilization

Information exchange involves the integration of internal
information systems in the MIS, the collection of data at
different levels, and the exchange of data within fields or
between different fields. The MISinternal information systems
receiving close attention exceed the 11 subsystems isted above
in the Main Functions of China’s M1 Ss section. These systems
are designed and developed by many developers; as a resullt,
they have diversified data structures and codes. First, internal
integration of these information systems shall avoid repeated
investment. Second, we should carry out the mode of
deployment of MI1Ssat the national, provincial, prefecture, and
municipal levels, unify the standards for data exchange; and
realize bottom-up collection and gathering of data. Third, we
should realize data exchange with the information systemsin
other fields, clarify the operation specifications for business
links, and realize business collaboration through data exchange;
for instance, exchanging datawith the tax department to confirm
the qualification of patients to participate in insurance and
medical insurance payment, and exchanging medical record
data with the health department. Through such practice as
standardization of health information exchange data [40] and
Federal Enterprise Architecture Framework business [41], we
will realize the business interoperation of different systems,
such as fundraising and payment to the tax department,
reimbursement for inpatients and outpatients at health
departments, designated institution certification at industry and
commerce departments, and claim settlement at commercial
insurance companies.

Balancing the Stake Between I nformed Consent for
Privacy Protection and Data Mining and Utilization
in a Context of Big Data

MIISs cover a massive amount of heterogeneous data, which
havethetypical 4-V characteristics of big data: volume, variety,
velocity, and veracity. For example, residents’ participation in
medical insurance and hospital visits involve detailed identity
information of individuals, health information, economic status,
invoice images, and other relevant data. China needs to
formulate special-purpose laws for the security and privacy
protection of medical insurance information. China aso needs
to clarify the connotation of medical security information, the
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rights and interests of the public, the scope of security and
privacy protection, the operation requirements for the right to
be informed and information disclosure, the contents of
exceptional protection of safe harbor, infringements, and
punishments, among others, by referring to the HIPAA of the
United States and the Personal Information
Protection and Electronic Documents Act (PIPEDA) of Canada.

We should balance the stake between security and privacy
protection and data analysis and utilization. New models for
assisting in disease diagnosis and treatment have been identified
from the big data of health records through utilization of
artificial intelligence technology. These new models have been
widely used in medical innovation, which involves patients
health histories, treatment methods, and trestment results, and
are even associated with such information as genetics; in
particular, the association with multisource data makes privacy
protection more difficult. We should ensure users' rights of
informed consent and enable patients to feel comfortable in
providing data for scientific research without degrading safety
protection measures. This represents a direction of collection
and utilization of medical insurance information, rather than
transitional privacy protection [42].

L essons From COVID-19 for Building of M11Ss

China has recently developed hospital information systems.
China's M11Ss have established a mechanism of data exchange
and sharing with each hospital, in order to meet patients’ health
needs and facilitate settlements and expense compensations.
However, China's regional health information platforms of
health departments and authorities are relatively isolated, and
a normalized mechanism of data exchange with hospitals has
not yet been established. Although China has established the
world's most extensive surveillance system for infectious
diseases, this system is mainly based on a bottom-up reporting
approach by manual entry and form filling; asaresult, China's
system failsto exchange datawith hospital information systems
in real time [43]. Reporting time is delayed; the system needs
a process that begins with identifying a suspected case of an
infectious disease and leads to case confirmation, thereof. The
source of data generation has no authority to publish
information, which has resulted in delays in reporting cases of
coronavirus disease 2019 (COVID-19) after case identification
aswell as delaysin information publication to the public after
reporting to the central government. During the whole process,
the early warning mechanism of the Infectious Diseases
Information Network failed to work effectively, which resulted
in serious decreases in disease prevention and early warning.
This suggests the following: China’'s new MIISs should be
closely combined with its medical and health information
systems; efforts should be made to exert the roles of numerous
medical institutions as parts of a network foundation, in order
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to gather data from hospitals to be transferred to the
national-level data center in atimely manner; and work should
be done to establish a computer-based early warning model, in
order to detect the sudden states and development trends of
infectious diseases and public health eventsin various regions
[44]. Through information connection between M11Ssand health
systems, we will be able to capture information about patients
hospitalizations at medical ingtitutionsin atimelier manner and
more efficiently. Then, through dynamic analysis and
summarized reports of data regarding disease types and
expenses, etc, we will be able to identify risk factors in a
prospective manner, so as to maintain the safety of medical
insurance funds.

Conclusions

China's MI1Ss are the most extensive information systems that
could allow network foundationsto connect medical institutions.
Over the past 20 years, after the three phases of development,
Chind's MIISs have played an important role in medical
insurance business management and reimbursement, and have
provided strong support for the operation of theworld's largest
medical security system. Particularly in terms of settlements
for transregional hospitalization and reimbursements, China's
M1ISs have enabled extensive data exchange among the central
government, provinces, prefectures, municipalities, cities, and
medical institutions, and have realized transprovincial business
collaboration. In many developing countries, information system
building is an indispensable element to realize universal health
coverage and to continuously improve their respective medical
security systems. The analysis on the functions, advantages,
and disadvantages of China's MI1Ss at different phases has a
sound significance of reference. Currently, China's MI1ISs are
in a period of transformation and transition. In terms of the
top-level design and planning of China's national medical
insurance informatization, as well as the redeployment and
reimplementation of information systems, it is necessary to
further consider such focal issues as normalization of business,
standardization of data, and interoperation of information
systems. In 2019, the outbreak of COVID-19 reveaed a poor
interoperability between the M11Ss and the health information
systems. Due to privacy protection and other reasons, data
sharing with the public health information network was
insufficient, and big data technology was not fully utilized to
analyze medical insurance data and provide early warning
services for public headth. In the future, more detailed laws,
regulations, and policies should clearly set forth the contents
and ways of exchanging and sharing medical insurance data.
The implementation of security and privacy protection policies
of MIISs will further improve the degree of trust from
individuals, medical service providers, and public health
institutions in the information systems.

List of data storage types used by the medical insurance data centers from each province in China
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