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Abstract
Background: Increasing life expectancy and reducing birth rates indicate that the world population is becoming older, with
many challenges related to quality of life for old and fragile people, as well as their informal caregivers. In the last few years,
novel information and communication technology techniques generally known as the Internet of Things (IoT) have been developed,
and they are centered around the provision of computation and communication capabilities to objects. The IoT may provide older
people with devices that enable their functional independence in daily life by either extending their own capacity or facilitating
the efforts of their caregivers. LoRa is a proprietary wireless transmission protocol optimized for long-range, low-power,
low–data-rate applications. LoRaWAN is an open stack built upon LoRa.
Objective: This paper describes an infrastructure designed and experimentally developed to support IoT deployment in a health
care setup, and the management of patients with Alzheimer’s disease and dementia has been chosen for a proof-of-concept study.
The peculiarity of the proposed approach is that it is based on the LoRaWAN protocol stack, which exploits unlicensed frequencies
and allows for the use of very low-power radio devices, making it a rational choice for IoT communication.
Methods: A complete LoRaWAN-based infrastructure was designed, with features partly decided in agreement with caregivers,
including outdoor patient tracking to control wandering; fall recognition; and capability of collecting data for further clinical
studies. Further features suggested by caregivers were night motion surveillance and indoor tracking for large residential structures.
Implementation involved a prototype node with tracking and fall recognition capabilities, a middle layer based on an existing
network server, and a Web application for overall management of patients and caregivers. Tests were performed to investigate
indoor and outdoor capabilities in a real-world setting and study the applicability of LoRaWAN in health and social care scenarios.
Results: Three experiments were carried out. One aimed to test the technical functionality of the infrastructure, another assessed
indoor features, and the last assessed outdoor features. The only critical issue was fall recognition, because a slip was not always
easy to recognize.
Conclusions: The project allowed the identification of some advantages and restrictions of the LoRaWAN technology when
applied to the health and social care sectors. Free installation allows the development of services that reach ranges comparable
to those available with cellular telephony, but without running costs like telephony fees. However, there are technological
limitations, which restrict the scenarios in which LoRaWAN is applicable, although there is room for many applications. We
believe that setting up low-weight infrastructure and carefully determining whether applications can be concretely implemented
within LoRaWAN limits might help in optimizing community care activities while not adding much burden and cost in information
technology management.
(JMIR Med Inform 2020;8(2):e14583) doi: 10.2196/14583
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Introduction
The Scenario
Increasing life expectancy and reducing birth rates indicate that
the world population is becoming older, with many challenges
related to quality of life and well-being for old and fragile
people, as well as their informal caregivers, particularly when
functional independence decreases and there is a need to provide
care on a daily basis. One of the conditions associated with most
of the assistance burden is dementia.
In Italy, about 1.2 million people present with some form of
dementia, and of these, about half are diagnosed with Alzheimer
disease [1]. Patients may experience different levels of cognitive
impairment. In the initial stages, they often are free to move
around; however, they may not always be able to find their way.
In fact, getting lost behavior is present in about 40% of patients
with Alzheimer disease [2].
In previous years, Global Positioning System (GPS)–based
technologies have been used to develop systems to support
patients with Alzheimer disease and dementia in the stages of
moderate impairment [3,4] by allowing caregivers to track them.
Smartphones can be used for this approach; however, battery
capacity and coverage have been reported as issues [3]. Systems
have also been developed to work inside buildings [5]. Data
collected from tracking systems appear useful to evaluate the
evolution of the disease (eg, measure life space [6] and evaluate
gait and balance [7]). Furthermore, recent systems allow tracking
of people and, in principle, may provide guidance and support
to moderately impaired patients [8].

schemes, are able to interact with each other and cooperate with
their neighbors to reach common goals” [9]. This will be
possible only when devices intercommunicate or at least
communicate with some application able to receive and
eventually send data.
For both data processing and communication, available
resources might not always be sufficient, particularly regarding
power and bandwidth. In fact, although some IoT objects can
be connected to the electric grid as they are indoors and static,
some others may be isolated and may require a battery. In this
case, battery optimization and durability are strict requirements
to guarantee long device backup. Consumption is dependent on
processing power, sensors, and communication; thus,
optimization needs to address these areas.
As the main aspect of this article is communication, we will
focus on the communication infrastructure. In recent years, there
has been rapid growth in proposals for low-power wide-area
technologies. Although some very low consumption protocols
already exist (Bluetooth Low Energy and ZigBee), their low
consumption is achieved by substantially restricting the coverage
of the transmitter. On the other hand, some IoT applications are
deployed in wide areas, namely smart cities, fields, etc, where
short range is not a viable option.
There are many technologies and standard proposals that address
these needs, and the following three are prominent but different
in their approaches:
•

In the last few years, novel information and communication
technology techniques generally known as the Internet of Things
(IoT) have been developed, and they are centered around the
provision of computation and communication capabilities to
objects, including those of common usage in daily life. By
referring to the above-mentioned scenario, the IoT may provide
older people with IoT objects that enable their functional
independence in daily living by either extending their own
capacity or facilitating the efforts of their caregivers while
preserving and increasing, if possible, their functional
independence in activities of daily living.

•

This aim could be achieved through an integrated infrastructure
of smart objects with sensors, actuators, and intelligence that
populate the homes of older community-dwelling individuals
for their own use or caregiver use. These smart objects may
include activity/presence sensors, vital sign readers, domotic
actuators, and position trackers and may be based on different
technologies like traditional sensors, as well as vision-based
activity classifiers.

•

Internet of Things Requirements
The IoT is a paradigm used to describe “a variety of things or
objects, such as radio-frequency identification tags, sensors,
actuators, mobile phones, etc, which, through unique addressing
http://medinform.jmir.org/2020/2/e14583/
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Sigfox: It is a network operator that manages a proprietary
network based on unlicensed bands (eg, 868 MHz in
Europe, 915 MHz in America, 433 MHz in Asia, and
915/923 MHz in Australia). It currently covers about 60
countries. There is no need for deployment and own
infrastructure. However, if there is no coverage, it cannot
be used. The business model is similar to that of cellular
networks. There is a fee for using the network. Additionally,
there are limits on message length and the daily number of
messages sent. Moreover, the data rate is very limited (100
bits/s); however, this allows for a very long range (>40 km).
As it uses free bands, quality of service is not guaranteed
[10].
LoRaWAN: It uses the same bands as Sigfox, but there is
no central network operator; thus, there is no use fee [11].
Existing networks could be used or developers could create
their own infrastructure. Although limits on data transfer
are present, they are less strict than those in Sigfox, and the
data rate varies depending on the spread factor (SF; 300
bits/s to 50 kilobits/s). The range is shorter than that of
Sigfox (up to 20 km). Similar to Sigfox, quality of service
is not guaranteed.
NBIoT: It is the IoT technology of cellular network
operators, exploiting the same licensed bandwidth and
infrastructure as phones, with a similar business model [12].
It allows for guaranteed quality of service at a cost. The
message length and data rate are substantially higher than
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those of Sigfox and LoRaWAN. However, the node distance
from the base station is less than 10 km.
Although all these technologies are made for the IoT, we
selected LoRaWAN because of its ease of implementation,
flexibility, and cost, as documented in a previous report [13],
where a detailed comparison from many points of view can be
found.

LoRa and LoRaWAN
LoRa is a proprietary wireless transmission protocol that is
optimized for long-range, low-power, low–data-rate applications
and is developed by Semtech (Camarillo, California) [14]. LoRa
uses a proprietary spread spectrum modulation derived from
chirp spread spectrum technology [15]. This allows LoRa to
increase sensitivity by selecting the amount of spread used
according to the radio parameter SF, in the range of 7 to 12.
With an increase in sensitivity, the data rate decreases but longer
distances can be reached. In addition, forward error correction
is implemented, and this further improves robustness against
noise. With an allocated bandwidth of 125 kHz, the data rate
ranges from 250 to 5470 bits/s, corresponding to a minimum
received signal strength indicator (RSSI) of −135.5 to −122.5
and a maximum payload size per packet of 59-230 bytes. This
makes it clear that LoRaWAN is not made for transferring large
amounts of data.
The frequency range in which LoRa operates has limits that
often depend on national regulations, but these are typically
aimed at limiting frequency occupation both in terms of
transmission time and power. This is because being an
unlicensed band, there is no restricted access, unlike in cellular
telephony. For example, in Europe, the maximum transmission
power is 14 dBi and the maximum duty cycle is between 1%
and 10% depending on the specific frequency. National or
international regulations specify other limits within unlicensed
bands that will not be dealt with in this paper.
In a country where it is mandatory to respect the duty cycle
limit, using a low data rate limits the number of packets that
can be sent. Power consumption also depends on transmission
time, so it is typically advised to select the highest data rate at
which transmission succeeds. It should be noted that a LoRa
receiver is able to discriminate parallel transmissions at different
SFs, thus allowing better exploitation of the band.
LoRaWAN is an open stack built upon LoRa, which defines
the communication protocol and system architecture for the
network [11]. LoRaWAN takes into account different aspects
including the following:
•

RenderX

•

These functions involve a cost to packet length. LoRaWAN
adds a header of 13 bytes to be able to deal with the above
aspects and sends extra downlink packets to implement the
adaptive data rate. For example, an 8-byte payload needs to be
added to the 13-byte LoRaWAN header, resulting in a total of
21 bytes.
LoRaWAN defines data rates as specific configurations of SF
and bandwidth on a regional basis and depending on the band.
The bands are defined in terms of region and central frequency
in MHz of the unlicensed spectrum. For example, EU868 refers
to the European Region and frequencies ranging from 867.1
MHz to 869.525 MHz. In the European Region, the
above-mentioned 21-byte packet will need from 28 ms (at SF7)
to 1482 ms (at SF12) of airtime for transmission.
The typical architecture of LoRaWAN implementation is based
on the following components:
•

•

•

•

Node: It is a physical device, possibly with sensors, which
can send and eventually receive packets to and from one
or more gateways. In fact, nodes are not tied to a single
gateway.
One or more gateways: It principally receives LoRaWAN
packets from nodes and forwards them through the Internet
to a network server in a standardized format. It should be
noted that nodes are not associated with a specific gateway,
and their packets can be received by any gateway in the
network.
Network server: It receives packets from gateways,
recognizes duplicate packets, requests nodes to change their
data rate, decides to which application packets are directed,
may perform some transformation of the payload, and
finally sends packets to the selected application.
One or more applications running on application servers
that receive data from the network server.

Figure 1 shows the interaction among these components.

Security: Packets are encrypted using AES128, with two
ways of joining the network (over-the-air activation and

http://medinform.jmir.org/2020/2/e14583/
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activation by personalization), and there is frame counter
management to enforce security.
Optimization of airtime: In LoRaWAN, the network server
may recognize when the node is transmitting at a
nonoptimal data rate (according to RSSI) and send
commands to the node to switch to a faster rate, with a
function called adaptive data rate, or to decrease the power
used for transmission.
Application management: The network server associates a
node to an application and forwards packets to it, eventually
performing some conversion from raw bytes to JSON or
another format.
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Figure 1. Interactions among LoRaWAN components.

As low power consumption is an important requirement,
LoRaWAN nodes can be of three types, with functionality
constraints that influence the power needed, as follows:
•

•

•

Class A: Nodes mostly send packets and are able to receive
only just after having sent a packet in two receive windows
defined by the LoRaWAN standard (ie, 1 s and 2 s after
delivery).
Class B: Nodes may receive data in further slots of time
defined and communicated by the network server through
the gateway.
Class C: Nodes are constantly listening for packets.

The most used nodes are Class A, because they represent the
typical sensors sending data to an application, with no or limited
need for receiving data.
The reported applications of LoRaWAN include agriculture
[16], smart cities [17], environmental monitoring [18], and asset
tracking and monitoring [19], and in general, it can be used for
any form of remote monitoring.
Regarding the health domain, only few previous reports can be
found, and most are from conference proceedings. Catherwood
et al have described a portable diagnostic reader for urinary
tract infection diagnosis that has been connected by means of
LoRa [20]. Buyukakkaslar et al have investigated LoRaWAN
as a possible electronic health technology but without addressing
a specific scenario [21]. Petäjäjärvi et al have framed their
performance analysis in a scenario involving a person moving
inside a confined and relatively small area both outdoors and
indoors [22]. Mdhaffar et al. have performed a similar evaluation
but in a larger geographical area [23]. The latter two papers
provide useful insights for our experimentation.
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Objectives
This paper describes a LoRaWAN-based infrastructure designed
and experimentally developed to support IoT deployment in a
health care setup, for which the management of patients with
Alzheimer disease and dementia has been chosen as the
experimentation field. The designed infrastructure covers all
aspects, from physical devices to the application layer, partly
exploiting existing technology and developing new modules.
With the specific field of dementia management in mind, we
developed a wearable device that is able to cover useful
functions like localization and fall detection and a Web
application for management, patient association, caregiver
assignment, etc. The overall system is designed to be easily
administered by both specialized and nonspecialized personnel,
such as retirement home and hospital employees and patient
relatives.
In the below sections, we will provide details on the technologies
adopted in this project.

Methods
Project Aims
The above-mentioned infrastructure has been adopted in an
industrial research project funded by the European Regional
Development Program and Regional Operational Program
framework through the Regional Government of Friuli-Venezia
Giulia. The project entitled “Localization platform for people
with cognitive disorders and dementia (PollicIoT)” had the
following three main aims: (1) develop a complete system for
outdoor patient localization from the hardware to the
management platform; (2) ensure that the system can recognize
and notify falls; and (3) ensure that the system has the potential
for further clinical studies regarding the relationship between
motion features and disease stage.
JMIR Med Inform 2020 | vol. 8 | iss. 2 | e14583 | p. 4
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The project partners included an IoT system integrator (Cimtech,
Reana del Rojale, Italy; coordinator), a hardware developer
(MIPOT SpA, Cormons, Italy), the Medical Informatics &
Telemedicine Lab at the University of Udine (responsible for
platform design and data analysis), and a social care public
company acting as a reference user group (ASP Moro, Codroipo,
Italy).
During the project, the following further requirements were
suggested by caregivers: (4) provide surveillance for patients
subjected to night wandering and (5) provide indoor localization
when patients are hosted in large structures.
Although each project aim is not novel by itself and has been
implemented in some other system, in this case, the novelty lies
in the communication infrastructure used to integrate all
approaches.
The design process always involved all technical partners and
needed the final users every time. The following sections
provide details on the developed components.

The Node
The device given to patients was designed around a LoRaWAN
chip previously developed by one of the project partners
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(MIPOT SpA). The node includes a GPS and an accelerometer
with a barometric altimeter, and it was enriched with flash
memory and a Bluetooth transceiver to fulfill the requirements
(3) and (5), respectively.
Among the specific requirements for the node, small size and
low weight were crucial, because it had to be worn by patients
without disturbance. The final size is about 45×87×14 mm and
weight is 55 g, and it includes a lithium polymer battery that
could theoretically provide up to 1 week of use. Another specific
requirement was to have the external surface as simple and
anonymous as possible, avoiding buttons if possible. Thus, the
node is black and smooth, with no light-emitting diodes and no
switches. Its status can be recognized only through the platform,
and it starts and remains on when charged. The prototype is
charged through universal serial bus.
Figure 2 shows the node prototype. According to the LoRaWAN
specifications for moving nodes, the node was set to send
packets at a fixed SF of 12, which is the slowest setting, but it
provides extended range. This value could be reconsidered
depending on the range of the patient. For the experiment, the
device was given to patients after agreement with their relatives,
and it was worn by means of an armband specifically prepared
by the retirement home personnel.

Figure 2. The PollicIoT wearable device.

To follow-up on a specific request of the users (requirement 4:
night surveillance), towards the end of the project, we
implemented a motion detector node, where the LoRaWAN
transceiver is installed with an infrared sensor. This node can
be placed in the rooms of patients who are known to wander at
night, and it seamlessly integrates with the already available
infrastructure.

which is a recent yet very active project based on an open source
core that, in principle, could be directly used, although it does
not have a graphical interface. Initial tests were conducted on
the community edition, which is free but has a fair access policy
that restricts the time-on-air per device and the number of
downlink messages. The final implementation was flawlessly
moved to the commercial cloud version.

The Internet of Things Infrastructure

The platform facilitates the integration of applications by
providing a way to decode the binary payload sent by nodes to
an application-specific JSON format, which is sent directly to
a user-specified URL identifying the application server where
the application is running.

Two gateways were installed for the project. One was placed
at the coordinator site for the first functionality test and further
roaming tests, and another was placed at the retirement home
of the final users.
Regarding the network server, different platforms are already
available on the market, and they almost always provide a free
tier with some limitations and paid versions with more features
or performance. The choice was The Things Network [24],
http://medinform.jmir.org/2020/2/e14583/
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The Application
The user interface of the PollicIoT system involves a Web
platform. The core of the system receives JSON messages from
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the IoT platform, and based on the messages, it localizes the
associated patients on a map, sends alarms, etc.
The following features have been implemented:
•

•

Two-level geofencing: Alerts are sent whenever a patient
exits one or more safety zones. These zones can be directly
drawn on a map inside the platform and can be at the level
of the structure hosting the patient (thus valid for every
tracked patient) or specific for a single patient (eg, his/her
relative’s home and surroundings).
Multichannel alerts: Alerts about geofencing, falls, battery
exhaustion, etc, can be received on the Web platform, as

•

well as through short message service messages and
Telegram. The latter functionality has been implemented
by means of a Telegram bot.
Flexible structure management: The system may host one
or more organizations, each of which may independently
define one or more structures, corresponding to buildings,
services, etc. Caregivers belong to a structure, and this
allows direction of alerts to the most appropriate caregivers.

Figures 3 and 4 show screenshots of two sections of the Web
application.

Figure 3. Screenshot of the geofence editor.
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Figure 4. Screenshots of the surveillance map and patient status list.

Results
Technical Functionality
Three experiments were carried out. The first experiment was
related to the evaluation of the technical functionality of the
device and the infrastructure. For verification, two authors of
this paper used the prototype device for more than a month,
freely moving around, including travelling by car, although
there is a report on the speed limit under which LoRaWAN is
known to function at its best [25]. This allowed demonstration
http://medinform.jmir.org/2020/2/e14583/
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of the robustness of the involved systems and measurement of
the maximum distance that could be reached from the gateways
(up to 30.5 km in our experiment).
Thereafter, two experiments were aimed at evaluating the
following two main application scenarios for patients still living
at home: inside a community structure and in the town around
the structure.
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Residential Care Scenario
The former scenario involved a small number of patients who
carried the wearable device inside a retirement home and nurses
who accessed the Web platform for checking positions and
alarms, with most movements made within the building. The
experiment highlighted that when the device is far from a
window, the GPS is not able to provide a position. This was
foreseen, and the developed hardware was already designed to
have Bluetooth-based localization for the indoors, although the
necessary infrastructure was not developed because it was
outside of the project.
The fall recognition component was based on the free fall library
made available by the company producing the accelerometer
chip (STMicroelectronics, Geneva, Switzerland). Although the
library can be customized by means of two thresholds
(acceleration and altitude before and after the event), it does
not appear to adequately capture the kinds of falls elderly people
experience, including sliding from chairs, wheelchairs, and
beds. In fact, two physiotherapists simulated typical falls while
wearing the device, and the fall recognition module was not
able to provide reliable alerts. Even the publicly available fall
dataset [26] had data recorded during simulated falls among
young people; thus, it might be difficult to use the data to

Della Mea et al
develop a reliable elderly fall recognition algorithm. As the
collection of true data about elderly falls is extremely difficult,
the development of a new fall recognition module has been
postponed.

Home Care Scenario
In the latter scenario, seven social workers carried around the
wearable device to map the coverage of the gateway in their
work area. This allowed the finding that nodes can communicate
in a radius of up to 12 km around the gateway, which was
considered sufficient to cover most of the patients in need. The
radius obtained does not represent the maximum distance
reachable by the nodes, because it is limited by the work area
of the social workers, but the finding suggests the feasibility of
using LoRaWAN in a typical setting. The map of points has
not been included to maintain the privacy of the individuals
involved.
Figure 5 shows the RSSI and signal-to-noise ratio (SNR), which
are measures of signal intensity and quality, plotted according
to the distance from the gateway and obtained from 3149 points
collected during social worker trips. The plotted points were
selected from a total of 3165 points, excluding those that were
received by the other gateway in the network.

Figure 5. The received signal strength indicator (RSSI) and signal-to-noise ratio (SNR) of the packets received by the gateway.

The variabilities of the RSSI and SNR are high, because they
depend on not only distance but also other geographical and
environmental factors that cause path loss. The maximum
distance recorded in this experiment and toward the main
gateway was 11.27 km, although some packets were received
by another gateway at 18.63 km.

Discussion
This project allowed the identification of some advantages and
restrictions of the LoRaWAN technology when applied to the
health and social care sectors.
Free installation allows the development of services that reach
ranges comparable to those available with cellular telephony,
but without the need for managing and paying for
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communication. Although some of these services can be
implemented using Wi-Fi inside a retirement home, they cannot
be implemented outside, and LoRaWAN appears to be a sensible
choice, particularly when dealing with elderly or disabled people
who do not necessarily have an Internet connection at home.
The following scenarios and applications could be envisaged:
•

•

•

Social services could identify people in need of remote
support, who do not have proper Internet infrastructure at
home.
Social services could identify the nodes needed. For
example, a button for signaling events or requests [27]; a
device that reminds about pill time; a wearable device that
alerts in case of falls; a wearable device that collects data
on vital signs like heart rate, steps, etc; and an activity
monitor that signals the use of a television, coffee maker,
etc.
The needed nodes could be brought to the homes of patients,
and they could be allowed to communicate without any
extra infrastructure owned by the host.

Some of the functionalities described above, particularly
collection of vital signs, could be implemented through
Bluetooth-enabled devices that use LoRaWAN nodes as a bridge
to the network, thus extending their original reach. However,
to ensure full functionality of the described IoT solution, a
survey of the transmission of nodes located indoors should be
carried out, because the environment (wall size and composition,
radiofrequency noise, etc) has a strong influence on radio
transmission. This can be recognized by the findings presented
in a report [22] for the indoors and another report [23] for the
outdoors involving relatively large areas.
The indoor scenario had partial results, because indoor
positioning via Bluetooth was not implemented, and this together
with elderly fall recognition will be part of future work. LoRa,
in principle, allows positioning by triangulation according to
timestamps, with sufficient granularity for positioning precision
in the order of meters.
Among the limits of the technology, two are crucial. First, with
LoRaWAN, there is no assurance of real-time delivery of
packets. In the case of conflicts during transmission, the packet
might not be delivered in the first attempt, and it might or might
not be resent depending on whether it is sent as “confirmed.”
However, as confirmation is expensive in terms of network
functioning, confirmed packets should be reduced to the
minimum needed. Second, there is duty cycle constraint, which
differs depending on country, but ranges between 0.1% and
10% maximum bandwidth occupation. Another limitation is
the size of the packets, which is restricted like the bandwidth.
All these limitations concur to set the following possible
boundaries for LoRaWAN application in the health and social
care areas:
•

•
•

LoRaWAN cannot be used for emergency services, where
true real-time communication is needed. This has been
recognized in a previous report [20].
LoRaWAN cannot be used to send large datasets, including
images and full biosignal sets.
LoRaWAN cannot be used when information needs to be
sent at high frequencies, which in turn, depends on the
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distance. Nodes close to the gateway may send data at SF7,
with a maximum frequency in the order of some seconds,
whereas nodes far from the gateway have to send data at
SF12, with a maximum frequency in the order of at least a
couple of minutes.
These limits, excluding possibly the first one, can be overcome
with smart nodes that embed intelligence to reduce transmission
and packet dimension to the minimum needed for a specific
application. For example, in our implementation of geofencing,
the verification of patient position against the geofence is made
at the server level; however, it could be performed inside the
node, sending GPS positions only when outside the geofence,
which would limit the number of packets sent. Another example
is related to biosignals. They could be summarized by some
indicator that is sent to the network application, and this could
be eventually performed only when abnormal.
However, there are a number of use cases in which these
limitations do not occur, including occasional alerts (falls,
unforeseen movements, tracking during wandering, pressing
communication buttons, etc [events that do not occur
frequently]) and daily or generally timed collection of basic
vital sign statistics like pressure, heartbeat, and activity, where
transmission can be controlled and managed.
It should be noted that limitations are always present in
best-effort wireless protocols, including Wi-Fi, because the
band resource is shared. However, the potential of LoRaWAN
for handling collisions and the capability of receiving signals
at different SFs on the same frequency makes it relatively robust
regarding issues, particularly with an increase in the number of
available gateways. As prices are decreasing, extra gateways
can easily be used to extend both the reach and reliability of
communication. A fair number of cities and towns, particularly
in Europe, are already covered by LoRaWAN public gateways
as part of The Things Network [28], and there are other
approaches available on other networks that do not disclose
coverage maps. This infrastructure enables quick setup of
feasibility studies, which can eventually be moved to private
networks if needed.
Another crucial topic for health and social applications is
security. Aras et al described a number of potential security
attacks that were possible on v1.0 compliant LoRaWAN
networks [29], and these are partly similar for all wireless
technologies (ie, jamming techniques), partly linked to bad
implementation practices (ie, no frame counter checks or use
of activation by personalization), and partly related to physical
tampering with the device. However, Butun et al carried out a
similar analysis on version 1.1 of the LoRaWAN protocol and
found that it addressed many of the security problems previously
reported [30], although some new issues might have been
introduced. Health and social care scenarios need to take into
account these issues.
We believe that setting up low-weight infrastructure for the
above-mentioned scenarios and carefully determining whether
applications can be concretely implemented within LoRaWAN
limits might help in optimizing community care activities while
not adding much burden and cost in information technology
management.
JMIR Med Inform 2020 | vol. 8 | iss. 2 | e14583 | p. 9
(page number not for citation purposes)

JMIR MEDICAL INFORMATICS

Della Mea et al

Acknowledgments
We thank the personnel at ASP Moro for their fruitful collaboration. The industrial research project “PollicIoT” was partially
funded by the EU ERDF operational program through the government of the Friuli-Venezia Giulia region.

Conflicts of Interest
MGF is the owner and chief executive officer of Cimtech Srl, DG is the chief technical officer of Cimtech Srl, TP is the chief
executive officer of MIPOT SpA, and IE is the research & development director at MIPOT SpA.

References
1.
2.

3.

4.

5.
6.

7.

8.
9.
10.
11.
12.
13.
14.
15.
16.

17.

18.

19.
20.

Prince M, Wimo A, Guerchet M, Ali G, Wu Y, Prina M. World Alzheimer Report 2015. London: Alzheimer's Disease
International; 2015.
Pai M, Lee C. The Incidence and Recurrence of Getting Lost in Community-Dwelling People with Alzheimer's Disease:
A Two and a Half-Year Follow-Up. PLoS One 2016 May 16;11(5):e0155480 [FREE Full text] [doi:
10.1371/journal.pone.0155480] [Medline: 27183297]
Faucounau V, Riguet M, Orvoen G, Lacombe A, Rialle V, Extra J, et al. Electronic tracking system and wandering in
Alzheimer's disease: a case study. Ann Phys Rehabil Med 2009 Sep;52(7-8):579-587 [FREE Full text] [doi:
10.1016/j.rehab.2009.07.034] [Medline: 19744906]
Megges H, Freiesleben SD, Jankowski N, Haas B, Peters O. Technology for home dementia care: A prototype locating
system put to the test. Alzheimers Dement (N Y) 2017 Sep;3(3):332-338 [FREE Full text] [doi: 10.1016/j.trci.2017.04.004]
[Medline: 29067340]
Almudevar A, Leibovici A, Tentler A. Home monitoring using wearable radio frequency transmitters. Artif Intell Med
2008 Feb;42(2):109-120. [doi: 10.1016/j.artmed.2007.11.002] [Medline: 18215512]
Tung JY, Rose RV, Gammada E, Lam I, Roy EA, Black SE, et al. Measuring life space in older adults with mild-to-moderate
Alzheimer's disease using mobile phone GPS. Gerontology 2014;60(2):154-162. [doi: 10.1159/000355669] [Medline:
24356464]
Hsu Y, Chung P, Wang W, Pai M, Wang C, Lin C, et al. Gait and Balance Analysis for Patients With Alzheimer's Disease
Using an Inertial-Sensor-Based Wearable Instrument. IEEE J Biomed Health Inform 2014 Nov;18(6):1822-1830. [doi:
10.1109/jbhi.2014.2325413]
Pulido Herrera E. Location-based technologies for supporting elderly pedestrian in "getting lost" events. Disabil Rehabil
Assist Technol 2017 May 04;12(4):315-323. [doi: 10.1080/17483107.2016.1181799] [Medline: 27377102]
Atzori L, Iera A, Morabito G. The Internet of Things: A survey. Computer Networks 2010 Oct;54(15):2787-2805. [doi:
10.1016/j.comnet.2010.05.010]
SIGGFOX. URL: https://www.sigfox.com/en [accessed 2019-05-03] [WebCite Cache ID 785d1xbIa]
LoRa Alliance Technical Committee. LoRaWAN 1.1 Specification. Beaverton, OR: LoRa Alliance, Inc; 2017.
Wang YE, Lin X, Adhikary A, Grovlen A, Sui Y, Blankenship Y, et al. A Primer on 3GPP Narrowband Internet of Things.
IEEE Commun Mag 2017 Mar;55(3):117-123. [doi: 10.1109/MCOM.2017.1600510CM] [Medline: 27295638]
Mekki K, Bajic E, Chaxel F, Meyer F. A comparative study of LPWAN technologies for large-scale IoT deployment. ICT
Express 2019 Mar;5(1):1-7. [doi: 10.1016/j.icte.2017.12.005]
Augustin A, Yi J, Clausen T, Townsley WM. A Study of LoRa: Long Range & Low Power Networks for the Internet of
Things. Sensors (Basel) 2016 Sep 09;16(9) [FREE Full text] [doi: 10.3390/s16091466] [Medline: 27618064]
Simon MK, Omura J, Scholtz RA, Levitt BK. Spread Spectrum Communications Handbook. New York, NY: McGraw-Hill;
1994.
Davcev D, Mitreski K, Trajkovic S, Nikolovski V, Koteli N. IoT agriculture system based on LoRaWAN. 2018 Presented
at: Inth IEEE International Workshop on Factory Communication Systems (WFCS), IEEE; 2018; Imperia, Italy p. 1-4.
[doi: 10.1109/wfcs.2018.8402368]
Loriot M, Aljer A, Shahrour I. Analysis of the use of LoRaWan technology in a large-scale smart city demonstrator. : IEEE;
2017 Presented at: Sensors Networks Smart and Emerging Technologies (SENSET); 2017; Beirut, Lebanon p. 1-4. [doi:
10.1109/senset.2017.8125011]
Johnston SJ, Basford PJ, Bulot FM, Apetroaie-Cristea M, Easton NH, Davenport C, et al. City Scale Particulate Matter
Monitoring Using LoRaWAN Based Air Quality IoT Devices. Sensors (Basel) 2019 Jan 08;19(1) [FREE Full text] [doi:
10.3390/s19010209] [Medline: 30626131]
Sanchez-Iborra R, G. Liaño I, Simoes C, Couñago E, Skarmeta A. Tracking and Monitoring System Based on LoRa
Technology for Lightweight Boats. Electronics 2018 Dec 22;8(1):15. [doi: 10.3390/electronics8010015]
Catherwood PA, Steele D, Little M, Mccomb S, Mclaughlin J. A Community-Based IoT Personalized Wireless Healthcare
Solution Trial. IEEE J Transl Eng Health Med 2018;6:2800313 [FREE Full text] [doi: 10.1109/JTEHM.2018.2822302]
[Medline: 29888145]

http://medinform.jmir.org/2020/2/e14583/

XSL• FO
RenderX

JMIR Med Inform 2020 | vol. 8 | iss. 2 | e14583 | p. 10
(page number not for citation purposes)

JMIR MEDICAL INFORMATICS
21.

22.

23.

24.
25.

26.
27.

28.
29.

30.

Della Mea et al

Buyukakkaslar MT, Erturk MA, Aydin MA, Vollero L. LoRaWAN as an e-health communication technology. 2017
Presented at: IEEE 41st Annual Computer Software and Applications Conference (COMPSAC); 2017; Turin, Italy p.
310-313. [doi: 10.1109/compsac.2017.162]
Petäjäjärvi J, Mikhaylov K, Hämäläinen M, Iinatti J. Evaluation of LoRa LPWAN technology for remote health and
wellbeing monitoring. 2016 Presented at: 10th International Symposium on Medical Information and Communication
Technology (ISMICT); 2016; Worcester, MA p. 1-5. [doi: 10.1109/ismict.2016.7498898]
Mdhaffar A, Chaari T, Larbi K, Jmaiel M, Freisleben B. IoT-based health monitoring via LoRaWAN. 2017 Presented at:
IEEE EUROCON 2017 - 17th International Conference on Smart Technologies; 2017; Ohrid, Macedonia p. 519-524. [doi:
10.1109/eurocon.2017.8011165]
The Things Network. URL: https://www.thethingsnetwork.org/ [accessed 2019-05-03] [WebCite Cache ID 785dJSbit]
Petäjäjärvi J, Mikhaylov K, Pettissalo M, Janhunen J, Iinatti J. Performance of a low-power wide-area network based on
LoRa technology: Doppler robustness, scalability, and coverage. International Journal of Distributed Sensor Networks 2017
Mar 17;13(3):155014771769941-155014771769916. [doi: 10.1177/1550147717699412]
Casilari E, Santoyo-Ramón JA, Cano-García JM. Analysis of Public Datasets for Wearable Fall Detection Systems. Sensors
(Basel) 2017 Jun 27;17(7) [FREE Full text] [doi: 10.3390/s17071513] [Medline: 28653991]
Chai PR, Zhang H, Baugh CW, Jambaulikar GD, McCabe JC, Gorman JM, et al. Internet of Things Buttons for Real-Time
Notifications in Hospital Operations: Proposal for Hospital Implementation. J Med Internet Res 2018 Aug 10;20(8):e251
[FREE Full text] [doi: 10.2196/jmir.9454] [Medline: 30097420]
The Things Network Map. URL: https://www.thethingsnetwork.org/map [accessed 2019-05-03] [WebCite Cache ID
785dZFd9g]
Aras E, Ramachandran GS, Lawrence P, Hughes D. Exploring the Security Vulnerabilities of LoRa. 2017 Presented at:
3rd IEEE International Conference on Cybernetics (CYBCONF); 2017; Exeter, UK p. 1-6. [doi:
10.1109/cybconf.2017.7985777]
Butun I, Pereira N, Gidlund M. Analysis of LoRaWAN v1.1 Security. 2018 Presented at: 4th ACM MobiHoc Workshop
on Experiences with the Design and Implementation of Smart Objects, Los Angeles; 2018; Los Angeles, CA p. 1-5. [doi:
10.1145/3213299.3213304]

Abbreviations
GPS: Global Positioning System
IoT: Internet of Things
RSSI: received signal strength indicator
SF: spread factor
SNR: signal-to-noise ratio

Edited by G Eysenbach; submitted 08.05.19; peer-reviewed by N Miyoshi, D Mendes, B Chaudhry; comments to author 03.10.19;
revised version received 22.11.19; accepted 16.12.19; published 25.02.20
Please cite as:
Della Mea V, Popescu MH, Gonano D, Petaros T, Emili I, Fattori MG
A Communication Infrastructure for the Health and Social Care Internet of Things: Proof-of-Concept Study
JMIR Med Inform 2020;8(2):e14583
URL: http://medinform.jmir.org/2020/2/e14583/
doi: 10.2196/14583
PMID: 32130158

©Vincenzo Della Mea, Mihai Horia Popescu, Dario Gonano, Tomaž Petaros, Ivo Emili, Maria Grazia Fattori. Originally published
in JMIR Medical Informatics (http://medinform.jmir.org), 25.02.2020. This is an open-access article distributed under the terms
of the Creative Commons Attribution License (https://creativecommons.org/licenses/by/4.0/), which permits unrestricted use,
distribution, and reproduction in any medium, provided the original work, first published in JMIR Medical Informatics, is properly
cited. The complete bibliographic information, a link to the original publication on http://medinform.jmir.org/, as well as this
copyright and license information must be included.

http://medinform.jmir.org/2020/2/e14583/

XSL• FO
RenderX

JMIR Med Inform 2020 | vol. 8 | iss. 2 | e14583 | p. 11
(page number not for citation purposes)

