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Abstract

Background: Chronic obstructive pulmonary disease (COPD) is aleading cause of death throughout the world. Telemedicine
has been utilized for many diseases and its prevalence is increasing in the United States. Telemonitoring of patients with COPD
has the potential to help patients manage disease and predict exacerbations.

Objective: The objective of this review isto evaluate the effectiveness of telemonitoring to manage COPD. Researchers want
to determine how telemonitoring has been used to observe COPD and we are hoping thiswill lead to more research in telemonitoring
of this disease.

Methods: This review was conducted in accordance with the Assessment for Multiple Systematic Reviews (AMSTAR) and
reported in accordance with the Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA). Authors
performed asystematic review of the PubMed and Cumulative Index to Nursing and Allied Health Literature (CINAHL ) databases
to obtain relevant articles. Articleswere then accepted or rejected by group consensus. Each article was read and authorsidentified
barriers and facilitators to effectiveness of telemonitoring of COPD.

Results:  Results indicate that conflicting information exists for the effectiveness of telemonitoring of patients with COPD.
Primarily, 13 out of 29 (45%) articles stated that patient outcomes were improved overall with telemonitoring, while 11 of 29
(38%) indicated no improvement. Authors identified the following facilitators: reduced need for in-person visits, better disease
management, and bolstered patient-provider relationship. Important barriers included low-quality data, increased workload for
providers, and cost.

Conclusions: The high variahility between the articles and the ways they provided telemonitoring services created conflicting

results from the literature review. Future research should emphasi ze standardization of telemonitoring services and predictability
of exacerbations.

(IMIR Med Inform 2019;7(1):€11496) doi:10.2196/11496
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Introduction

Rationale

The most recent estimate of the world prevalence for chronic
obstructive pulmonary disease (COPD) is 64 million, with 3
million deaths from the disease in 2015 aone [1]. The World
Health Organization (WHO) estimates that COPD will be the
third-leading cause of death in the world by 2030 and that 90%
of its victims live in middle-to-low-income countries [1]. It is
primarily caused by cigarette smoke—primary or
secondary—and exacerbated by long-term asthma [1]. The
United States addressed theincreasein prevalence by pendizing
reimbursement for public health beneficiaries if a hospital
readmitted the patient for the condition within 30 days[2].

The United States also passed the Health Information
Technology for Economic and Clinical Health (HITECH) Act
in 2009, which incentivized the adoption of health information
technology up until 2015 and penalized the lack of adoption
thereafter [3]. The HITECH Act served as a catalyst for the
diffusion of telemedicine in the United States, which is
important because the United Stateslagged behind other western
nations in the use and acceptance of telemedicine. There are
many facets to telemedicine, but we will start with a general
definition.

The WHO defines telemedicine as follows [4]:

The delivery of health care services, where distance
is a critical factor, by all health care professionals
using information and communication technologies
for the exchange of valid information for diagnosis,
treatment and prevention of disease and injuries,
research and evaluation, and for the continuing
education of health care providers, all intheinterests
of advancing the health of individuals and their
communities.

We choose this definition for our review and, also following
the WHO's example, we do not distinguish between
telemedicine and telehealth.

US national attention on telemedicine services for rura and
other low-access popul ations has steadily increased in the past
decade. As the United States continues to determine how best
to fund these services and how to legislate accreditation across
state borders and specialties, much research is being conducted
on the efficacy of various telemedicine services [5]. While the
bulk of US research attends to clinical interventions provided
for mental health and chronic diseases, chronic diseases also
require regular monitoring of health parameters.

Telemedicine, in its modern form, developed through rapid
advancement in communication technology and innovation on
the part of health care professionals [6]. Naturally, physicians
treating chronic diseases, such as COPD, required methods to
track patient health factors and tel emonitoring was the solution.
Telemonitoring is defined as the distance monitoring of
components of apatient’s health as part of alarger chronic care
model [7]. These methods, when applied to patientswith COPD,
can utilize caregiver review of data to assess disease state and

http://medinform.jmir.org/2019/1/€11496/
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health status[8]. Telemonitoring of COPD even hasthe potential
to predict exacerbations before onset [9].

Objective

The objective of thisreview isto evaluate the effectiveness of
telemonitoring to manage the chronic disease of COPD. We
want to look at how telemonitoring has been used to observe
COPD and we are hoping this will lead to more research in
telemonitoring of this disease. We used techniques from the
Assessment for Multiple Systematic Reviews (AMSTAR) and
reported our findingsin accordance with the Preferred Reporting
Items for Systematic Reviews and Meta-Anayses (PRISMA)
[10,11].

Methods

Stakeholder I nvolvement in the Review

Neither patients, service users, caregivers, nor lay people were
used in the design or execution of thisreview. The development
of outcome measures was not informed by patients’ priorities,
experience, or preferences. Neither patients, caregivers, nor lay
people were involved in the recruitment to and conduct of this
review. Since there were no study participants as part of this
review, dissemination of resultsto participants was unnecessary.
The development of the research question and outcome measure
was not informed by patients priorities, experience, or
preferences. Because there were no study participants, ethics
approval and consent to participate were not necessary.

Protocol, Registration, and I nformation Sour ces

This systematic literature review followed standard retrieval
methods to obtain peer-reviewed articles: multiple-reviewer
technique set by the AMSTAR standard to evaluate them and
the PRISMA standard to report the analysis conducted on the
articles in the review [12,13]. Authors queried the following
databases. PubMed and the Cumulative Index to Nursing and
Allied Health Literature (CINAHL), which is managed by
EBSCO. Authors used the search terms telemonitoring and
COPD and all associated Medical Subject Headings (MeSH)
terms; Chronic Obstructive Pulmonary Disease, COAD, Chronic
Obstructive Airway Disease, Chronic Obstructive Lung Disease,
Airflow Obstruction, Chronic or Airflow Obstructions, Chronic
or Chronic Airflow Obstruction, and Chronic Airflow
Obstruction. This review was not registered.

Study Selection and Data Collection Process

Databases were searched for articles published during the time
frame of February 1, 2011, through February 1, 2017. Originally,
we planned to limit our search to a 5-year span for analysis
because of the rapid advancement of technology, but this did
not yield a suitable number of articles to analyze. As aresult,
we expanded our search to a 6-year span. Boolean operators
were used during searches to obtain the desired search
parameters.

The initia search in PubMed, telemonitoring AND COPD,
returned 88 articles. Restricting the articles further by date
eliminated 12 articles; limiting by academic journals and
English-only articles eliminated 21 more articles. The initial
search in CINAHL generated atotal of 38 articles. Restricting

JMIR Med Inform 2019 | vol. 7 | iss. 111496 | p.5
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR MEDICAL INFORMATICS

the publication date range minimized this number to atotal of
35 articles and removing any articles that were not from
academic journals and not written in English resulted in 16
remaining articles.

Data Items and Eligibility Criteria

Authors created a literature matrix detailing the title, author,
year, journal, and other pertinent information of the 61 articles
in preparation for final screening. To eliminate the possibility
for bias, two authorsread each abstract and came to aconsensus
regarding whether the article was germane to the topic.
Reviewers agreed that for an article to be accepted for analysis,
it had to be published in the last 6 years in a peer-reviewed
journa and it had to provide substantive data on the use of
telemonitoring to manage COPD. Once all abstracts had been
screened for suitability, the authors used a consensus meeting
to make final determination on whether to eliminate articles
that were not germane to the specific topic and remove any
duplicate articles. Through this process, the authors noticed a
common reference that had not been caught in their query of
the databases. The final number of articles gathered from
PubMed and CINAHL totaled 21 and 8, respectively, bringing
the final combined total to 29 articles for analysis in the
literature review. A kappa statistic was calculated to determine
interrater reliability (.91), which is indicative of strong
agreement [14,15].

Figure 1. Literature search and selection process.

Kruse et a

Authors read each article closely and made independent notes
of common themes related to each review’s objective. These
were shared at a second consensus meeting; through a brief
discussion of content and findings, detailed notes were
highlighted about barriers and facilitators to the adoption of
telemonitoring for the management of COPD. Frequency of
occurrence of each of the barriers and facilitators were captured
in affinity matrices for further analysis. Data and calculations
are available upon request.

Results

Study Selection and Study Char acteristics

From the original 136 articles resulting from theinitial search,
97 were screened out due to date of publication, nature of
publication, and whether the topic was germane to our research
(ie, possibly indexed improperly). The list of germane studies
was narrowed down to 29. Theliterature search processislisted
in Figure 1.

Results of Individual Studies

Theresultswere mixed regarding the efficacy of telemonitoring
to reduce complications associated with COPD. Any clear
positive relationship with the use of telemonitoring to manage
COPD was obscured. A list of al 29 studies[8,9,16-42] and a
summary of each topic islisted in Table 1.
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Table 1. Summary of articles analyzed and applicable observations.

Authors and reference

Summary of topic

Jensen MH et d [§]

Sanchez-Morillo D et a [9]

Alrgjab Set a [16]

AntoniadesNC et a [17]
Burton C et a [18]

Celler BG and Sparks RS [19]
Chatwin M et a [20]
DavisCet a [21]

Elwyn G et a [22]

Fairbrother P et a [23]

Fairbrother P et al [34]
Fernandez-Granero MA et a [25]

Fernandez-Granero MA et a [26]
Goldstein RS and O'Hoski S[27]
Ho TW et al [28]

Jordan R et a [29]
Kim Jet al [30]
KimJetal [31]

Martin-Lesende | et a [32]

McDowell JE et &l [33]

McKinstry B [34]
Pedone C et al [35]

Pedone C and Lélli D [36]
Pinnock H et al [37]

Reddel HK et al [38]

Stoddart A et al [39]

Venter A et a [40]

Vianello A et a [41]

Zanaboni P et a [42]

Clinical impact of home telemonitoring on patients with COPD?

Pilot study detecting COPD exacerbations early using daily telemonitoring of symptoms and k-means clus-
tering

A home telemonitoring program reduced exacerbation and health care utilization ratesin COPD patients
with frequent worsening of symptoms

Pilot study of remote telemonitoring in COPD

Changesin telemonitored physiological variablesand symptoms prior to exacerbations of chronic obstructive
pulmonary disease

Home telemonitoring of vital signs—technical challenges and future directions
Randomized crossover trial of telemonitoring in chronic respiratory patients (TeleCRAFT trial)

Feasibility and acute care utilization outcomes of a post-acute transitional telemonitoring program for under-
served chronic disease patients

Detecting deterioration in patients with chronic disease using telemonitoring: navigating the “trough of dis-
illusionment”

Exploring telemonitoring and self-management by patients with chronic obstructive pulmonary disease: a
qualitative study embedded in a randomized controlled trial

Continuity, but at what cost? The impact of telemonitoring COPD on continuities of care: a qualitative study

Automatic prediction of chronic obstructive pulmonary disease exacerbations through home telemonitoring
of symptoms

Computerized analysis of telemonitored respiratory sounds for predicting acute exacerbations of COPD
Telemedicinein COPD: time to pause

Effectiveness of telemonitoring in patients with chronic obstructive pulmonary diseasein Taiwan: arandomized
controlled trial

Telemonitoring for patients with COPD
Acceptability of the consumer-centric uHealth servicesfor patientswith chronic obstructive pulmonary disease

Effects of consumer-centered uHealth service for the knowledge, skill, and attitude of the patients with
chronic obstructive pulmonary disease

Impact of telemonitoring home care patients with heart failure or chronic lung disease from primary care on
health care resource use (ie, the TELBIL study randomized controlled trial)

A randomized clinical trial of the effectiveness of home-based health care with telemonitoring in patients
with COPD

The use of remote monitoring technologies in managing chronic obstructive pulmonary disease

Efficacy of multiparametric telemonitoring on respiratory outcomesin elderly peoplewith COPD: arandomized
controlled trial

Systematic review of telemonitoring in COPD: an update

Effectiveness of telemonitoring integrated into existing clinical serviceson hospital admission for exacerbation
of chronic obstructive pulmonary disease: researcher-blind, multicenter, controlled trial

Self-management support and other alternatives to reduce the burden of asthma and chronic obstructive
pulmonary disease

Telemonitoring for chronic obstructive pulmonary disease: a cost and cost-utility analysis of arandomized
controlled trial

Results of atelehealth-enabled chronic care management service to support peoplewith long-term conditions
at home

Home telemonitoring for patients with acute exacerbation of chronic obstructive pulmonary disease: aran-
domized controlled trial

Long-term telerehabilitation of COPD patientsin their homes: interim results from a pilot study in Northern
Norway

8COPD: chronic obstructive pulmonary disease.
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Table 2. Facilitators to the adoption of telemedicine to manage chronic obstructive pulmonary disease (COPD).

Facilitators Articles Occurrence (N=56), n (%)
Improved patient outcomes or satisfaction [8,9,16,17,24,29-31,36,38,40] 13(23)
Reduced need for in-person visits [8,9,16,17,22,30,32,35,36] 9(16)
Better disease management [8,17,22,28,30,31,34,40] 8(14)
Bolstered patient-provider relationship [20,21,23,24,30] 5(9)
High-quality data [16,19,25,28] 4(7)
Patient empowerment [8,17,21,23] 4(7)
Ease of use [17,25,32] 3(5)
Predictability of exacerbations [9,19,25] 3(5)
Provision of additional services [30,32,41] 3(5)
Patient engagement [16,17] 2(4)
Access to patient data [16] 1(2
Communication [22] 1(2

Table 3. Barriersto the adoption of telemedicine to manage chronic obstructive pulmonary disease (COPD).

Barriers Articles Occurrence (N=57), n (%)
Reduced patient outcomes or no improvement  [16-18,20,28,31,38-42] 11 (19)
Low-quality or limited data [8,16-18,22-25,28] 9 (16)
Increased workload for providers [20,19,24,30,32,35,37] 7(12)
Cost [29-31,34,39] 5(9)
Heterogeneity of care [6,8,21,34,42] 5(9)
Lack of service standardization [18,21,22,24,28] 5(9)
Exacerbations are highly variable [9,16,18,34] 4(7)
Uncomfortable with technology [22,31,33] 3(5)
L ess patient autonomy [9,20,21] 3(5)
Time-consuming [22,24] 2(4
Staff shortages or overworked staff [8] 1(2
User perception or perceived lack of usefulness [23] 1(2
User or patient resistance [24] 12
Our second consensus meeting helped us identify the 12  improved patient outcomes or satisfaction

facilitators and 13 barriers to the acceptance and feasibility of
telemonitoring to manage COPD, which are summarized in
Tables 2 and 3, respectively.

Facilitators and barriers are sorted by frequency of occurrence.
We do not suggest that frequency equates to importance; we
highlight only the probability that each theme occurred in the
literature.

Synthesis of Results and Risk of Bias Across Studies

Throughout this review, the value of telemonitoring to manage
COPD symptoms has been intensively evaluated. Authors
identified key facilitators and barriersrelated to the effectiveness
of telemonitoring. The prevalence of factors can be reviewed
in Tables 2 and 3. Conflicting data were found detailing the
efficacy of telemonitoring services for managing COPD. Some
articles cited improvements in patient outcomes, satisfaction,
anxiety and depression, and hospitalization ratesin thefacilitator

http://medinform.jmir.org/2019/1/€11496/
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[8,9,16,17,24,29-31,33,34,36,38,40], while others stated that
no significant improvement occurred under the barrier reduced
patient outcomes or no improvement [16-18,20,28,31,38-42].

Articles discuss various causes for improvement of the COPD
disease state or perceptions of the disease state. A total of 31%
(9/29) of articles stated that tel emonitoring reduced the number
of in-patient visits required for patients engaged in
telemonitoring care, including primary carevisitsand emergency
department visits[8,9,16,17,22,30,32,35,36]. Pinnock [37] and
Venter [40] found that enhanced access to care was especialy
useful in rural areas where access to care may be greatly
restricted. Asadominant facilitator for telemonitoring of COPD,
the review suggests that telemonitoring interventions have the
potential to achieve the main goal of telemedicine services.

A common reason for patient improvements included that
providing telemonitoring services to traditional COPD
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management added underlying serviceslinesto patient resources
[32,34,41]. As more service options were added, including
videoconferencing and phone support, articles noted reductions
in admissions related to exacerbations. McKinstry [34] found
that more successful programs were associated with service
lines that were unavailable to regular COPD management
programs. Constant accessto arespiratory nurse should logically
increase patient education and outcomes. Regardless of the
number of added service lines provided through telemonitoring
of COPD, patients were regularly satisfied with the
telemonitoring services provided. Other facilitators, such as
higher-quality patient data and ease of use, provide better
self-management for patients and more information to
caregivers.

Conversely, numerous articles in this review also mentioned
the inability for COPD telemonitoring to provide added value
for patients [16-18,20,28,31,38-42]. Some of these articles
referenced that sample selection did not alow for clear
improvements; authors, in some instances, selected patients
with excellent self-management practices [36]. Authors also
reported that as tel emonitoring services expanded, clinician and
nurse workloads increased [20,23,24,32,34,37,39]. As staffing
is one of the most expensive parts of providing health care,
increasing the amount of work required to care for patients can
potentially increase costs.

Cost adso factored into some of the studies examined
[33-35,38,39]. Results ranged from  incremental
cost-effectivenessratios of £203,900 to descriptions of increased
cost of care [33]. With 17% (5/29) of studies referencing no
improvement or reduced patient outcomes, the literature suggests
that caregivers hesitate before providing telemonitoring care
that isnot cost-effective. Other barriersto consider are usability
of devices, perceived lower autonomy of patients, and time
required to obtain symptom data.

A total of 3 articles out of 29 (10%) explained prediction
methodsto determinethe onset of exacerbations[9,19,25]. One
article by Sanchez-Morillo et a [9] predicted 93.9% of
exacerbations within 4.5 days of necessary medical
interventions; they showed that improved patient outcomes and
reduced in-patient visits can be achieved even with high
variability of exacerbations. This article illustrates the variety
of telemonitoring interventions available and an ideal method
of protecting patient health through telehealth services.

Discussion

Principal Findings

A total of 12 facilitators [8,9,16,17,22,24-32,38,40] and 13
barriers [8,9,16-25,28,31-42] were identified in the literature
and atotal of 113 occurrences were detected. While frequency

Authors Contributions

Kruse et a

does not impute importance, it does identify those issues most
salient to those authors during the 6 years within which studies
were published. Multiple factors were identified as both
facilitators and barriers, but not by the same authors. Theresults
of this review do not conflict with findings of other reviews,
but they do imply several issues for consideration in health
policy. Cost continues to play a reduced role in the use of
telemedicine, which is a positive trend [33-35,38,39]. Policy
makers should continue current incentives, but realize this may
affect fewer organizations as the cost of implementation has
already been absorbed. Lack of standardization is a barrier of
concern and thisissueis being addressed through organi zations
making and developing standards [18,21,22,24,28]. The most
concerning and most frequently mentioned barrier was reduced
patient outcomes or no improvement [16-18,20,28,31,38-42].
Technology is already expensive and it is often more complex
than traditional care; decision makers seldom choose to pursue
an intervention with technology unless there are improved
patient outcomes that offset the cost of the technology itself.
Policy makers need to carefully endorse those
technology-infused interventions that yield positive patient
outcomes and recommend that developers work on the rest of
the barriers until the threshold for improvement is crossed.

Limitations

Authors noted some minor limitations. The high variability
between articles, patient samples, telemonitoring methods, and
treatments may explain why 24% (7/29) of the articles found
improved patient outcomes and 21% (6/29) found no
improvement in outcomes. With such differences between
studied effects, external validity of the literature may be
compromised. Further, because researchers were responsible
for determining which articles were included in the study,
readers should be aware of selection bias. However, biaseswere
controlled by utilizing multiple reviewers for each article who
discussed inclusion or exclusion of articles, as discussed in the
Methods section.

Conclusions

Authors determined that many conflicting barriers and
facilitators exist to the adoption of telemonitoring for patients
with COPD. Due to the high variability of patients monitored,
servicelines, types of technology, and severity of disease state,
some studies do not relate well to others. Future research should
emphasize the importance of standardizing the telemonitoring
of COPD techniques and the ability of technology to predict
exacerbations. Predictability of exacerbations, even with the
large range of pre-exacerbation symptoms, will reducein-person
visits and provide patients with useful warnings about their
conditions. Through continued evaluation of COPD efficacy,
research may find a cost-effective and useful standard for
monitoring COPD through telehealth interventions.
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Abstract

Background: Digital transformation in health care is being driven by the need to improve quality, reduce costs, and enhance
the patient experience of health careddlivery. It doesthisthrough both the direct intervention of technology to create new diagnostic
and treatment opportunities and al so through the improved use of information to create more engaging and efficient care processes.

Objective:  In a modern digital hospital, improved clinical and business processes are often driven through enhancing the
information flows that support them. To understand an organization’s ability to transform their information flows requires a clear
understanding of the capabilities of an organization’sinformation technology infrastructure. To date, hospital facilities have been
challenged by the absence of uniform ways of describing thisinfrastructure that would enable them to benchmark where they are
and create a vision of where they would like to be. While there is an industry assessment measure for electronic medical record
(EMR) adoption using the Healthcare Information and Management Systems Society Analytics EMR Adoption Model, thereis
no equivalent for assessing the infrastructure and associated technology capabilities for digital hospitals. Our aim isto fill this
gap, as hospital administrators and clinicians need to know how and why to invest in information infrastructure to support health
information technology that benefits patient safety and care.

M ethods: Based on an operational framework for the Capability Maturity Model, devised specifically for health care, we applied
information use characteristics to define eight information systems maturity levels and associated technology infrastructure
capabilities. These levels are mapped to user experiences to create a linkage between technology infrastructure and experience
outcomes. Subsequently, specific technology capabilities are deconstructed to identify the technology features required to mest
each maturity level.

Results:  The resulting assessment framework clearly defines 164 individual capabilities across the five technology domains
and eight maturity levels for hospital infrastructure. These level-dependent capabilities characterize the ability of the hospital’s
information infrastructure to support the business of digital hospitalsincluding clinical and administrative requirements. Further,
it allows the addition of a scoring calculation for each capability, domain, and the overall infrastructure, and it identifies critical
requirements to meet each of the maturity levels.

Conclusions: Thisnew Infrastructure Maturity Assessment framework will allow digital hospitalsto assess the maturity of their
infrastructure in terms of their digital transformation aligning to business outcomes and supporting the desired level of clinical
and operational competency. It providesthe ability to establish aninternational benchmark of hospital infrastructure performance,
whileidentifying weaknessesin current infrastructure capability. Further, it provides abusiness case justification through increased
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functionality and a roadmap for subsequent digital transformation while moving from one maturity level to the next. As such,
this framework will encourage and guide information-driven, digital transformation in health care.

(JMIR Med Inform 2019;7(1):€12465) doi:10.2196/12465
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Introduction

Background

Digital transformation in health careisbeing driven by the need
to improve quality and reduce costs in hedth care delivery,
whiletaking advantage of the benefitsthat advancesin emerging
technology can provide to patient care, the patient experience,
workforce performance, and value and efficiency in health care
delivery [1,2]. The recognition that digital transformation is
important to health care is reflected in increasing discussions
on what the digital health care futurelooks like and how we are
moving to virtualized care venues, smart monitoring, and new
trials using the Internet of things and cloud services [2,3].
Severd studies have indicated that specific clinical initiatives
require the improved support of health information technology
infrastructure [4,5]. However, it isnot thedigital transformation
itself that isthe goal, but the capabilities and advancesthat this
transformation can realize. While the fee-for-service health care
funding model has been predominant in many countries,
particularly outside of public hospitals, there is a shift to
value-based health care funding with payment based on patient
health outcomes. Hence, this shift necessitates assessment of
the infrastructure to support new technologies and how the
infrastructure aligns to clinical and administrative business
value. Indeed, digital transformation will be critical to the
survival of health care organizations [6].

To take advantage of technol ogiesthat canimproveinformation
flow in the digital hospital environment and enhance processes
to create a positive impact on both clinical and operational
outcomes, an assessment of the capabilities of the existing
environment isrequired. Only through this process can we create
amap for improvement and possibilities. Currently, thereisno
language to describe hospital technology infrastructure and no
accepted standard methodol ogy to assessthe state of the network
and infrastructure in a hospital to support structured
improvement aligned to business processes. Whilethereissuch
an industry assessment measure for electronic medical record
(EMR) adoption using the Hedthcare Information and
Management Systems Society (HIMSS) Analytics EMR
Adoption Model (EMRAM) [7], there is no equivalent for
assessing the infrastructure and associated technology
capabilities for digital hospitals. An infrastructure assessment
framework isimportant to fill thisgap as hospital administrators
and clinicians need to know how and why to invest to support
information infrastructure for the future. Such aframework will
encourage and guide information-driven, digital transformation
in hedlth care.

This paper defines what information infrastructure a digital
hospital requires to mature and use technology to enable

http://medinform.jmir.org/2019/1/€12465/

effective information flow and support the clinical and patient
experience, now and in the future. The articulation and
development processleading to theinfrastructure maturity model
and the information characteristics required to achieve the
maturity objectives are given in the following section. This
includes the mapping of systems capabilities to meet clinical
process and patient experience, followed by a description of
how we used a health care—specific capability mapping tool to
devise a practical and industry best-practice assessment and
scoring tool. The results demonstrate how this capability
assessment mapping can be used to assess the maturity of a
digital hospital to meet and improve its capabilities and how
such atool can be used for future planning of digital hospital
technology requirements aligned to business and clinical
outcomes.

Defining Information Maturity in Health Care

This section describes the reasoning behind, and formulation
of, the maturity levels used to define infrastructure maturity, as
well as the dimensions of information needed to place
“information” in a position of enabling and supporting health
care processes and decision making. It details the technology
and technology services required to achieve those information
dimensions and how those capabilities are aggregated into a set
of naturally evolving levels. This description includes the
research process of deconstruction of the associated technology
requirements into a framework to determine the maturity of
digital hospital infrastructure.

Information Dimensionsto Enable and Support the
Health Care Process

“Enabling information” means information that intrinsically
possesses qualitiesto ensure it contributes effectively to health
care delivery and decision making. This refers to both
administrative and clinical data. The characteristics of enabling
information in health care are analogous with data quality and
comprise similar elements. Indeed, “information quality plays
an important role as a mediator between clinical information
technology and health care quality” [8]. Further, in different
contexts, data quality may mean different things. For instance,
administrative data are used both within the hospital
environment for planning and funding, and also by the managing
jurisdictions for services planning and policy making. Routine
hospital data used outside the organization require
standardization and homogeni zation for comparison within and
across jurisdictions [9]. Further, data of lower quality can
significantly influence business processes as well as clinical
care[10]. A range of characteristics defineinformation features
and qualities that support patient care and its associated
workflow processes [11]; this is a multidimensional concept
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[8]. Russ et a [11] categorize such data quality characteristics
into four domains: trustworthy and reliable, effectively
displayed, adaptable to work demand, and ubiquitous. Each of
these domains further defines the data characteristics that
support that domain. For instance, the trustworthy and reliable
domain consists of the data characteristics compl ete, consistent,
correct, current, and secure. These characteristics are closely
aligned to data quality characteristics.

In the context of health care, there are numerous definitions of
what core quality characteristics should consist of, including
accuracy, completeness, currency, and consistency, yet the
associated characteristics of reliability, availability, usability,
relevancy, and secureness are also important, in addition to
trust, usefulness, and redundancy [10,12-16]. All these
characteristics are accepted quality metrics throughout the
literature. This paper does not, however, present adiscourse on
the ontology of data quality characteristics but instead accepts
the premise that such characteristics exist and form the basis
for extrapolation of the use of data with such embedded
characteristics. These embedded characteristics provide the
foundation for enabling information in health care.

There is an overlap between many of the data qualities.
Therefore, each quality cannot be considered in isolation as a
discrete concept because qualities come together in the context
of use rather than through definitional articulation. There are
numerous qualities that can describe data and information;
however, in the health care environment these are not orthogonal
or mutually exclusive. The selection of the following six
higher-level characteristics used in this research reflects the
usability of such characteristics when applied to health care:

1. Completeness: the information contains all the context
required for decision making

2. Relevancy: the information required for the task at hand

3. Usability: information delivered on/in an appropriate
device/format

4. Availability: information is available where it is required
and exists in accessible systems

5. Reliability: information is sufficiently complete, error free,
and consistent in distributed settings

Table 1. Dataquality dependencies adapted from [14].

Williams et al

6. Security: the information process is protected against
extraction or tampering

These six characteristics give an insight at ahigh level into the
importance of information in clinical application and are
consistent with research into the use of patient information in
electronic form [11] and how this influences operational and
clinical workflow and service delivery. Further, each of the six
dimensions have multipleinterdependencies (see Table 1). Table
1lisbased on thework of del Pilar and Garcia-Ugalde [14] with
correlation from Russet a [11] and Lee et al quality assessment
characteristics[17].

A systematic review by Leeet a [17] identified accuracy asan
intrinsic information quality across al studies analyzed. Using
accuracy as one characteristic to explain  these
interdependencies, accuracy appears as acomponent of several
dimensions but not one of the primary data quality dimensions
in Table 1, because while accurate information is needed, on
its own it does not enable hedth care delivery. However,
accuracy is a primary element of the dimension of relevancy.
Relevance refers to the information being appropriate for the
task at hand, and information cannot be appropriate without
being suitably accurate.

The interdependence of dimensions, such as accuracy and
completeness (another intrinsic el ement that appliesto multiple
dimensions), demonstrates that attempting to definitively
separate the dimensions is problematic and not productive. It
should be noted that the dimension of “security” is a special
case that supports all other dimensions.

The data quality dimensions (ie, characteristics of usable
information) described in Table 1 are applied in this research
to structure a scale of information maturity levels in an
organization. They provide aloose set of guiding principleson
how a hospital improves its use of information as it digitally
matures. The characteristics are linked to the hospitals
supporting information technology and technology services
through the Capability Maturity Modeling (CMM) process
described in the following section.

Data quality dimension

Interdependencies

Compl eteness
Relevancy

Usability

Availability

Reliability

Security

«  Coverage, density, relevancy, and sufficiency
o Current, timely, correct, and sufficient

«  Usefulness consisting of relevance accuracy and completeness
« Easytouseand organized

« Accessible, compatible, interpretable, and locatable

Unbiased

Reputation traceability including data source and provenance

Data producer with previous experience and correction of mistakes
Credibility inclusive of accuracy and completeness

Consistency

«  Supportsall other dimensions
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Capability Maturity Model

In the 1980s, CMM was devised as atool to assessinterna and
external improvement processes[18], enabling atransformation
from chaotic and ad hoc process implementation to definitive
and disciplined process execution. CMM has an established
background in software engineering, as well as applicationsto
user-centered design [19], education [20], and information
systems planning [21], for example.

The CMM methodology is based on ongoing improvement of
capability and is constructed using:

« Maturity levels. These provide a structured template for
persistent improvement. They promote the ability to assess
new practice implication and success.

« Key processareasand their associated goals. A key process
areaisaset of related activities that can achieve the stated
goal for that key process area.

«  Common features. These are categories of key processareas
and reflect the effectiveness and repeatability of that key
processarea. The CMM common features are commitment
to performing, ability to perform, activities performed,
measurement and analysis, and verifying implementation.

« Key practices. The implementation and persistent
achievement in a key process area are defined by the
procedures, practices, and communications implemented
called key practices [22].

The adaptation of this CMM methodology into an operational
framework (Figure 1) that can assess security technology,
process, and human contribution in a medical environment in
asimple and strai ghtforward manner was devel oped by Williams
[22].

This adaptation enables us to assess capability, competency,
and maturity as a development of function, through the
construction of amatrix of capability against competency that
defines the maturity level reached (Table 2). The operational
CMM framework (Figure 1) has been successfully applied to
practical cybersecurity assessment of primary health care in
Australia [23]. Table 2 is an example of this application in
Australian primary health care, using back-up activities to
articulate the key practice of back-up within the key process
area of business continuity. As demonstrated in Table 2, the
levels (1-5) define increasing competency in specific,
deconstructed back-up activities.

A comprehensive discussion on the development of this
framework can be found in Williams[22]. The framework was
adapted to the context of this research as it relates to digital
hospital infrastructure (described in the Methods section).

Enabling I nformation Mapping Using Capability
Maturity Modeling

The HIMSS EMRAM maturity model, which measures the
degree to which hospitals have replaced paper-based processes
with technology, omits the ability to understand the supporting
information and communication infrastructure required to

http://medinform.jmir.org/2019/1/€12465/
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achieve each level of maturity. The HIMSS EMRAM maturity
levels were used as the starting point from which to devise the
capabilities required to support digital technologies to deliver
optimal operational experience and business value. Using the
principles of CMM, an eight-level (rather than the traditional
five-level CMM) information systems Infrastructure Maturity
Model (IMM) was developed (Figure 2). This was devel oped
using Cisco Systems Australia’'s extensive experience in
designing and building hospital infrastructure, by articulating
thedefinition of infrastructure capability to support key domains,
clinical services, and the application stack required to meet
models such as HIMSS EMRAM. This was further enhanced
through aseries of observational ethnographic studiesof hospital
emergency departmentsthat investigated how hospitalslink the
use of information with information technology and services
that support a hospital’s information-driven processes. These
studies looked at the way technology is integrated into the
clinical process, from simple to complex, with reference to the
HIMSS EMRAM structure and level of sophistication required
at each layer [24].

The IMM provides a framework for determining the
preparedness of a hospital facility to support existing and
planned process rollouts of digital infrastructure by classifying
the way hospitals manage their digital infrastructure and by
reflecting the sophistication of the information processes used
within the organization. Each of the maturity levels is
characterized in terms of the experiences they generate for key
stakeholders (Table 3). The expected stakehol der experience at
each of the maturity levelsincorporates the patient experience,
clinical process and quality, and associated productivity
outcomes at a business level. This was tested, refined, and
socialized with hospital Chief Information Officers through
Cisco contacts to ascertain its relevancy and applicability.

Subsequently, the technology features and services (systems
capability) for each maturity level were identified from the
stakeholder experiences. These features demonstrate how
technology can facilitate increased sophistication in health care
delivery and the expected experience, reflecting the integration
of technology and services (Table 4).

Summary

To demonstrate the business value of the IMM, Figure 3 shows
how the initia five levels increase information access. Once
thefivelevelshave been achieved, the val ue can be seen through
process and business improvement.

It isimportant to make the distinction between access value and
process value. Improving the ability to access information
enables the potentia to create new and improved processes.
However, these processes may not be realized because the
supporting infrastructure that enables the application of this
information may not exist. Articulation of the IMM into the
Infrastructure Maturity Assessment (IMA) definesthe outcomes
a hospital could aspire to (ie, Levels 6-8) from enabling full
utilization of the information accessed in Levels 1-5.
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Figure 1. Representation of Capability Maturity Model as an operational framework.
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Table 2. Extract of operational Capability Maturity Modeling (CMM) matrix for back-up capability [22].

Back-up capability Level 1 Initial Level 2 Repeatable Level 3 Defined Level 4 Managed Level 5 Optimized

(activities)

Back-up frequency Noneor manud initiaz Manual initiationad ~ Manual initiation dai- Automatic initiation  Automaticinitiation. Contin-
tionon ad hoc basis,  hoc, weekly, or every |y daily uous/real time with checks
or unknown few days in place

Back-up type Noneor partial (data Partial (dataand set-  Full —all data Full —all dataand Full systems back-up or
only) or incremental  up files) programs imaging, including operating

system

Back-up encryption ~ None None Encrypted Encrypted with pass-  All back-ups encrypted and

word password-protected. Appro-
priate password protection
control

Back-up reliability None or back-up not  Back-up checked for  Back-up periodically Back-up periodically Back-up reliability tested

checked, or unknown completion checked for reliability checked for reliability with automatic notification.
and outcome tracked ~ Every back-up outcome
tracked
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Figure 2. Information systems Infrastructure Maturity Model.
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Table 3. Extract of stakeholder experience for the eight levels of data use maturity.
Maturity level for datause  Stakeholder experience description
Level 8: Orchestrated Theclinical and patient experiences can be molded not only to the role of the person but to their location, who isaround

them, and the requirements of the individual clinician or patient. The patient can be dynamically guided to where their
next appointment is, advised if the appointment is running late, and prompted just before the doctor is ready to see
them. They can be delivered educational material at the most appropriate time as well as advice on support services
they may need as they exit the hospital. These types of services can come to their bedside termina if they are a patient
or to their persona phoneif they are an inpatient. The same types of customized services can be delivered to clinica
and operational staff in the hospital, enabling them to better manage their tasks and access the most important information
or people they require for the task at hand.

Level 7: Contextualized The clinical information is now customized to specific roles. Thereis ahigh level of data interoperability between
clinical systems, and clinicians can get a single pane view of the patient. Task management and a erts are available and
implemented according to operational and model of care requirements. Task management and alerts are closed loop,
that is, there are escal ation paths when tasks and alerts are not appropriately processed. Tasks and alertsare sent directly
to the required individual’s mobile device rather than to their desktop. Patients can access information at their bedside
terminal, which is customized to theindividual patient’s needs. Thisincludes building services such as catering, lighting,
temperature, and other support services. Patient and staff needs can be centrally monitored and support delivered as
required either from the nursing station or a centralized service delivery hub.

Level 2: Tactical The hospital is starting to use information technology for clinical purposes. They have several clinical applications that
arenot linked (typically patient administration system [PAS], pharmacy, pathology, and radiology), and the network
has sufficient speed to support these applications where they are required. There is arecognition of the importance of
their PAS, and there are robust disaster recovery processes in place. The clinical applications are not always available
totheclinical staff. Ordering results and general reporting are viapaper and forms. The PAS system providesthe central
information resource. The information from the PASis limited to a restricted number of operational and clinical staff.
The requirements of the biometric devicesin the facility have driven the deployment of data grade wirelesswhereitis
clinicaly required. The voice communications processis seen as an increasingly important element of clinical collabo-
ration, and there is basic Internet Protocol telephony with afull featured console.

Level 1. Administrative Hospitals do not use information technology for clinical use in any significant fashion. They do use information tech-
nologies for operational and financial purposes. These hospitals are paper-based in their clinical processes. They use
fax, mail, and desk phones for communication and collaboration. Ordering and reporting are via forms. Information
retrieval is via paper patient notes and internal paper courier services.
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Table 4. Technology features and servicesin the Infrastructure Maturity Model (IMM).

Maturity level Datause

Technology services

Level 8 Orchestrated .

Ability to link and coordinate processes in a centralized and automated fashion

« Agileinfrastructure, adaptable to the changing needs of the facility

Level 7 Contextualized

Level 6 Integrated

Level 5 Externalized .

Clinical processes customized to role and context

Closed loop alerts and tasks

Patient, staff, physical devices, and other resource location identification
Analytics and dynamic resource management

Clinical processes on mobile devices
Combined info views for staff and patients
Bring your own device for staff and patients
Building Management Systems integration
Location services for key staff

Ability to virtualize the major clinical and operational hospital servicesfor delivery

independent of location

Level 4 Mobile

Level 3 Fixed

Level 2 Tactical .

Clinical data available on mobile devices
Widely used mobile voice communications
Video services where needed

High level of collaboration services
Intelligent patient services

Duress services widely available

L ocations services for equipment

Broad digital clinical data availability
Ordering and reporting largely paper
Results online, clinical data repository
Integrated and distributed telephony services
High performance personal computers

Department level apps to selected staff

«  Ordering/reporting/accessing are paper-based
«  Centralized high-quality telephony services

Level 1 Administrative .

Limited clinical applications

o  Paper-based systems
« Anaogue voice communications

The characterization of ahospital’sinfrastructure maturity using
such a framework enables (1) identification of weaknesses in
Information and Communications Technology (ICT)
infrastructure capability, (2) definition of a business case
justification of ICT investment, (3) provision of aroadmap for
digital transformation in health care, and (4) measurement of
international  benchmarking of hospital infrastructure
performance.

http://medinform.jmir.org/2019/1/€12465/

The usefulness of such astructurefor characterizing health care
ICT comes from the ability to link maturity levels and
experience statements with the technology and services that
need to bein place to deliver them. Thisresearch addresses the
gap in the articulation of this technology infrastructure and
servicesinto practical and measurable capabilities.
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Figure 3. Value outcomes of infrastructure maturity.
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Methods

In order to trand ate the requirementsinto assessabl e capabilities,
we used the Williams Operational CMM Framework (Figure
1), by contextualizing it for this research (Figure 4). The
adaptation consisted of extending the number of maturity levels
from 5 to 8, numbering the boxes and paths to reflect process
steps below, and adding scoring components (6 Criticality and
7 Weighting). We also added text for correlated infrastructure
terminology: Key Process Areas became (box 2) Key Process
Areas (technology domains), Goals became (box 3) Goals
(subdomains), Key Practices became (box 4) Key Practices
(capabilities), and Activities became (box 5) Activities
(assessable outcomes).

Using this framework (Figure 4), the process steps to create an
operationa infrastructure maturity assessment tool were as
follows:

« Step 1 Maturity Levels: Define maturity levels, which
means identifying and defining maturity levels appropriate
to the target context (as described in Table 3).

«  Step 2 Key Process Areas (Technology Domains): | dentify
key process areas (technology domains) meansidentifying
the technology domains needed to support the outcomes
for each of the maturity levels (from Step 1).

« Step 3 Goas (Subdomain Functions): Generate goals
(subdomain function) comprises deconstructing each
domain (from Step 2) into distinct, although not necessarily
discrete functions, of that domain, called subdomains.

http://medinform.jmir.org/2019/1/€12465/

RenderX
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«  Step 4 Key Practices (Capabilities): Devise key practices
(capahilities) involves deconstructing each subdomain (from
Step 3) into capabilities expected to meet each goal
(subdomain function).

+ Step 5 Activities (Measurable Outcomes): Articulate
activities (measurable outcomes) means articulating
measurable outcomesfor each key practice capability (from
Step 4) for each maturity level. The outcomes of this step
also specify improvement from one maturity level to the
next. Thisis represented as a capability matrix.

To facilitate a numeric scoring calculation of assessed
infrastructure maturity, additional steps for assessment were
devised.

«  Step 6 Critical/Noncritical Capabilities: |dentify thecritical
and noncritical capabilitiesfor each key practice (from Step
4).

«  Step 7 Assign Weightings: Assign weightings of importance
to the goal subdomain (from Step 3) for each capability
(from Step 4).

The research team consisted of the researcher, two Cisco
infrastructure engineers and a health care technology expert, all
with extensive experience in heath care and the hospital
environment in Australiaand the United States. The construction
of the framework was purposely constructed as nonproprietary
and thereforeindustry generalizable. All capabilitiesresearched
and found to be Cisco specific were omitted from the
capabilities. These capabilities may be explored for future
revisions of the framework and for driving future technical
innovation.
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Figure 4. Contextualized operational Capability Maturity Model for infrastructure maturity assessment.
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Results

Step 1. Maturity Levels

Eight maturity levelswereidentified and defined as appropriate
to the digital hospital context. This definition and underlying
reasoning for the eight levels of infrastructure maturity are
explained in Table 3.

Step 2: Key Process Areas (Technology Domains)

In defining the technology landscape to articulate the key
process areas (technology domains), existing categories of
outcome-based functionality were apparent. To manage the
large scale of a hospital landscape, it was logical to group the
technology and services into existing categories of
outcomes-based functionality. These categories reflect five
technology domains. (1) Transport, (2) Collaboration, (3)
Security, (4) Mobility, and (5) Data Center.

Step 3: Goals (Subdomain Functions)

The subdomains are the division of each domain into distinct,
although not necessarily discrete (for that domain), functions
of that domain. The methodology, by definition, looks at the

http://medinform.jmir.org/2019/1/€12465/

ddlivery of servicesthrough infrastructure and thereforeincludes
some services as infrastructure.

To illustrate the results of this methodology, the subdomain,
“Transport” is used as an example. In the Transport domain,
six specific functions (subdomains) of transport ininfrastructure
were identified: (1) Campus Connectivity, (2) Secure Remote
Access, (3) Traffic Optimization—Quality of Service (Q0S), (4)
Disruption Tolerance and High Availability, (5) Management,
and (6) Extensibility.

Step 4: Key Practices (Capabilities)

The technology subdomains are further subdivided into key
practices called capabilities. Each capability is described by a
set of related information systems outcomes. The technology
and technology services required to deliver those outcomes are
then sequenced from Levels 1-8 of the IMA framework. Table
5 is an extract from the Transport domain using the Campus
Connectivity subdomain and three of the capabilities from this
subdomain together with the measures of capability (activities)
at each maturity level. Levels 1 and 8 are presented as examples,
together with the abbreviated descriptor of each capahility.
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Table5. Extract of Transport domain, Campus Connectivity subdomain, with capability descriptors and measurable outcomes.

Capability Descriptor (abbreviated) Level 12 Level 8

Cabling standard ANSI/TIA-1179-A “Healthcare Facility Telecommunica- Category 6A cabling is Category 6A cabling >91%
tions Infrastructure” specifiesrecognized cablingandca  <30%
bling category recommendations for health care facilities.

Virtualization The concept of virtualization applies tags to network No layer 2/3 virtualization  Access controlled, policy-based

packets that create the appearance and functionality of
network traffic that is physically on asingle network but

actsasif it is split between separate networks.

Access port design and

policy ments of the end devices and the access of the applications
and services by that end device.
SDN integration The SDN controller should support integration using appli-

cation programming interfaces (APIs). Representational
State Transfer (REST) APIs enable automation, integration,

A well-defined access port policy is based on the require-

implemented micro segmentation of campus
infrastructure based on virtual

extensible local area network

Software defined automation ac-
cess port configuration per soft-
ware defined networking (SDN)
policy

Demonstration of SDN contextu-

al workflow using API integra-
tion

No access port policy

No SDN

and innovation. All controller functionality should be ex-

posed through these REST APIs.

_evels 2-7 (no entries) define increasing maturity assessment criteria

Step 5: Activities (M easur able Outcomes)

The activities (Table 5) express measurable outcomes
(technology/technology services) for each capability at each
maturity level, thus creating a capability matrix. In doing so,
this matrix also specifies improvement from one maturity level
to the next, which may be through increasing functionality,
quality, or provision of atechnology/service. The placement of
each measurable outcome to a maturity level is based on best
practice, in-depth knowledge, and experience by the Cisco
design and implementation engineers and the external
contributor to the project with expertise in health care
technologies, networking, and CMM in the health care
environment.

Step 6: Critical / Noncritical Capabilities

As demonstrated throughout this paper, a digital hospital’s
infrastructure is complex with many facets. To provide acollated
assessment of the maturity to meet the business goal's, ameasure
of essential and nonessential capability is required. Once these
capability measures were defined, the critical and noncritical
capabilitieswereidentified for each capability within adomain
and subdomain. These decisions were based on the importance
of a specific capability to meet the business outcomes at that
maturity level and the risk to the associated service delivery in
not achieving this capability at thislevel. Thecritical capabilities
are defined as essential criteria and a requirement that hospital
facilitiesmust meet to be placed at thislevel, regardless of other
components reached at that level. If a capability is noncritical,
then it is desirable but not essential for the maturity level.

Step 7: Assign Weightings

Weightings are also assigned to each capability reflecting the
importance of the capability within the subdomain. Thisisin
addition to the critical and noncritical status of the capability
because the criticality measure is a binary measure, and where
there is more than one critical and noncritical capability, their
importance to the subdomain is not necessarily equal. This
allows for the more granular calculation of weighting

http://medinform.jmir.org/2019/1/€12465/

specifically related to the maturity levels and the expectations
in a hospital environment of what that maturity level would
allow the organization to undertake both clinicaly and
administratively.

Summary

The collective set of matrices created using this methodol ogy
make up the IMA framework. Across the framework, there are
a total of five domains, 34 subdomains, and 164 individual
capabilities defined (see Multimedia Appendix 1).

Discussion

Principal Considerations

This research resulted in the identification of five key process
area technology domains (Transport, Collaboration, Security,
Mobility, and Data Center) each comprising multiple distinct
subdomains. The 34 subdomains define functionality spread
across the five technology domains. The articulation of this
functionality into 164 measurable capabilities was achieved
through the definition of each capability at each of the eight
maturity levels.

We anticipate that the framework would be used to guide
organizations as they go through major digital transformations.
These transformations can be driven by the implementation of
major clinical systems (such as EMRS), the refurbishment of
brownfield facilities, or the building of new hospitals or area
health services.

The assessment of capabilitiesis an uncomplicated exercise to
match current practice to the best-fit maturity level, athough
technical knowledge of the implemented infrastructure
environment isrequired. Each domain/subdomain identifiesthe
capabilities that need to be in place. The measurable outcomes
specify in detail how this is undertaken, reflecting the
competency and maturity levels.

The challengesin defining and deconstructing each domain and
its capability included acommon understanding of terminology
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from atechnical perspective and expansion of thisfor abroader
technology informed audience. In developing a capabilities
matrix, particularly one with the necessary eight levels, the
challenge is that some capabilities may not change across each
individual level. Therefore, assigning alevel for that capability
and subsequently calculating its weighting can be problematic.
Where this occurs in the assessment, the highest level that
capability can be assigned is alocated. This does not impact
the weighting calculation for the level attained because the
highest level isfundamentally determined by whether the critical
capabilities for the domain or subdomain are met.

The process of using theIMA framework consistsof (1) anaysis
of the hospital’s information systems infrastructure across the
five technology domains, (2) classification matched to the
eight-level maturity model against the relevant operational
outcomes, (3) a roadmap and tailored objectives for each
technology area outlining efforts needed to improve capability,
(4) comparison and benchmarking of a digital hospital’s
information infrastructure capabilities, and (5) recommendations
for achieving business and IT goals to meet business and
experience outcomes.

Infrastructure Maturity Assessment Outputs

Thefollowing examples demonstrate typical outputs of the IMA
framework and how they could be used by C-Suite executives
(Chief Executive Officer, Chief Information Officer, Chief
Marketing Officer, Chief Medical Informatics Officer) as a
reference point for decision making oninfrastructure investment.

The IMA output demonstrates the ability of the framework to
create a benchmark for measuring the capabilities of a given
hospital or health service. Further breaking theresult downinto
technology subdomains and capabilities provides a detailed
fingerprint of the ICT capabilities and how they relate to the
requirements and aspirations of the health care provider.

Figure5 providesapicture of the current state of maturity across
25 de-identified Australian hospitals and demonstrates that most
hospitalsare operating at Level 3 (Fixed) infrastructure maturity.
This level of capability creates significant limitations in the
ability of the hospital facility to take advantage of technologies
aimed at improving information flow and process operations
within the hospital facility through achieving Level 4 (Mobile).

Level 3 describesan organization with limitationsin itswirel ess,
transport, and collaboration capability, restricting the ability to
reliably access, share, and act on clinical information throughout
the facility. These limitations diminish the value of the
information applications that the organization has invested in
by restricting the availability of information to when the clinical
staff have access to personal computer endpoints. Ultimately,
this limits the ability to drive clinical and operational process
automation that can be gained from making data mobile.

http://medinform.jmir.org/2019/1/€12465/
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As an example, Figure 6 demonstrates a maturity assessment
result for the Transport domain of one hospital, showing the
individual result for each of the subdomains in the Transport
domain.

The potential improvement liesin incrementally improving each
subdomain infrastructure capability (asdefinedin Table 5), thus
increasing the value proposition to the next level. Analysis of
each subdomain score alows reflection on the current
infrastructure capability with the typicaly experienced
limitations highlighted as follows using the Transport example:

- The impact of the subdomain assessment scores needs
careful consideration when assessing the value proposition
of infrastructureinvestment. For instance, the high Campus
Connectivity scoreindicates a Transport infrastructure that
is approaching high performance capability. However, the
lower scoresin the associated subdomainsindicate potential
network unreliability, suboptimal management of data
priority, and network failure. This defines an infrastructure
that is unableto fully leverage its capabilities.

«  While the challenges in Campus Connectivity faced by
many hospital facilities arelessreflected in this assessment
result, challenges commonly include aged infrastructure
particularly at the Access layer (5+ years), legacy campus
designs that are inflexible, separate physical networks for
medical devices and building management systems, alack
of properly defined segmentation policies and design, a
lack of network visibility for contextua behavioral
analytics, and a lack of API integration capability. These
challenges collectively result in a deficiency to support
advanced functionality, modularity, and scalability, which
isakey requirement to support data use at higher maturity
levels.

« The chalenges in Traffic Optimization—QoS (a maturity
Level 2 in Figure 6) are primarily a result of fragmented
QoS designs, the problematic processes to design and
implement new campus and wide area network QoS
configurations, and no clear roadmap to define an
End-to-End contextual Quality of Experience. A lower
Traffic Optimization score is often the result of an isolated
QoS approach that does not cope well with new services
and the associated traffic prioritization requirements.

«  Similarly, in the Disruption Tolerant Networking & High
Availability subdomain (scoring Level 1 in Figure 6), low
scores are often a result of potentia for single points of
failure in the Core/ Distribution and Access layers of the
infrastructure, where devicesarelocally configured, arising
fromalack of comprehensive designsbased on Application
and Infrastructure interaction.

These challenges provide asnapshot of how the IMA framework
can describe the current architecture, identify the misalignment
between existing capability and desired capability, and inform
subsequent infrastructure planning.
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Figure5. Example of the overall maturity assessment measure across 25 hospitalsin Australia.
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Figure 6. Example of Transport domain assessment output. QoS: quality of service.
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Framework Extensions

One application of the IMA framework is that it could be
mapped to the HIMSS EMRAM, as both frameworks provide
a roadmap to support broader process changes in hospitals.
Arguably the IMA framework levels could correspond to the
application stack requirements to meet the EMRAM model.
This would provide a new health care industry benchmark of
the maturity of the clinical application deployment and use
within hospitals that can be supported by a given level of ICT
infrastructure maturity. Localization may berequiredin applying

this framework to countries outside Australia.

http://medinform.jmir.org/2019/1/e12465/

XSL-FO

RenderX

O o

& «C ISARP & &

A &q, ‘o < ‘gﬁ" A .@é o® ‘@q, AR &% & &
& & F S F S §F§F S S § S
> 2 @ ks 2 2 L 2 > Ka k3 k4 K AR

SN S e S S g g e e R e
FEFT T IS I I I P FI PSS ¢
Qs\qi‘:‘qt\ \\QQQQQQQQQqqo@e

3 3

2

I . 1 I .

Secure Traffic Disruption Management Extensibility

Remote  Optimization- Tolerant Capabilities

Access QoS Networking

and High
Availability
Conclusion

Digital hospitals need to take advantage of the technologiesthat
can improve information flow and use to meet quality clinical
and administrative outcomes. The necessity for the technology
infrastructure to support these outcomes is clear. Yet such
infrastructureis complex and continually evolving initsdesign
and deployment particularly when this involves many
stakeholders' demands and expectations. The resultant
assessment of such infrastructure to meet business outcomes
and realize value to health care organization through its
capability is equally complex.
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The use of the Williams CMM Operational Framework allows
such capability to be deconstructed into manageabl e constituent
elements and assessed individually. Through this process, it
also identifies specific incremental improvement for each
capability. The resulting IMA framework allows hospital
management and technicians to clearly see how incremental
improvementsin their infrastructure can be achieved to support
clinical and operation goals. Such a method assists hospitalsto
define an improvement pathway and maturity in delivering their
organizational objectives.

The IMA characterizes the technology services required to
support a hospital’s information-driven processes. Thus, it
provides a tool for determining the preparedness of a hospital
facility to support existing or planned processrollouts. The IMA
classifies the way hospitals manage their digital infrastructure
into an eight-level model that reflects the sophistication of the
information processes used within the facility. Each of these
levelsischaracterized in terms of the experiencesthey generate
for the key stakeholders and the technology services required
to support those experiences.

Williams et al

Importantly, the IMA framework articulates how hospitals can
generate more value from their infrastructure as it defines the
levelsat which thecritical “ enabling information” characteristics
for an organization are primarily delivered. It describes the
stages of information use and resultant clinical/patient
experience within a hospital and the ICT infrastructure
requirementsto reliably achieve thoselevel s of experience. The
framework is designed to stage the infrastructure devel opment
pathway so that clear benefits can be attributed to the
incremental investment that is required to progress from one
stage to the next. Consequently, robust business cases can be
made for that investment. Ultimately, the purpose of the
framework is to map a pathway where Chief Information
Officers can see a logical sequence of infrastructure
devel opment that they need to take their hospital facility through
to reach their desired level of clinica and operationa
competency.

The development of a generalizable Infrastructure Maturity
Assessment tool contributes to and supportsthe digital hospital
industry, providing an international benchmarking standard.
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Abstract

Background: Patient safety literature has long reported the need for early recognition of deteriorating patients. Early warning
scores (EWSs) are commonly implemented as “track and trigger,” or rapid response systems for monitoring and early recognition
of acute patient deterioration. This study presents a human factors evaluation of a hospital-wide transformation in practice,
engendered by the deployment of an innovative electronic observations (eObs) and handover system. This technology enables
real-time information processing at the patient’s bedside, improves visibility of patient data, and streamlines communication
within clinical teams.

Objective: The aim of this study was to identify improvement and deterioration in workplace efficiency and quality of care
resulting from the large-scal e imposition of new technology.

Methods: A total of 85 hours of direct structured observations of clinical staff were carried out before and after deployment.
We conducted 40 interviews with arange of clinicians. A longitudinal analysis of critical care audit and electronically recorded
patient saf ety incident reportswas conducted. The study was undertaken in alarge secondary-carefacility in the United Kingdom.

Results: Roll-out of eObswas associated with approximately 10% reduction in total unplanned admissions to critical care units
from eObs-equipped wards. Over time, staff appropriated the technology as a tool for communication, workload management,
and improving awareness of team capacity. A negative factor was perceived as lack of engagement with the system by senior
clinicians. Doctors spent less time in the office (68.7% to 25.6%). More time was spent at the nurses’ station (6.6% to 41.7%).
Patient contact time was more than doubled (2.9% to 7.3%).

Conclusions: Sincedeployment, clinicians have moretimefor patient care because of reduced time spent inputting and accessing
data. The formation of aspecialist clinical team to lead the roll-out was universally lauded as the reason for success. Staff valued
the technology as a tool for managing workload and identified improved situational awareness as a key benefit. For future
technology deployments, the staff requested more training preroll-out, in addition to engagement and support from senior clinicians.

(IMIR Med Inform 2019;7(1):e11678) doi:10.2196/11678
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Introduction

Background

Patient safety literature has long reported the need for early
recognition of deteriorating patients, with health strategy stating
it as ahealth care priority [1-4]. Early warning scores (EWSs)
are commonly implemented as “track and trigger,” or rapid
response systems for monitoring and early recognition of acute
patient deterioration.

We have presented an evaluation of a hospital-wide
transformation from paper-based patient observationsto mobile
handheld device—enabled electronic observations (eObs) and
electronic handover (eHandover) data collectionin alarge UK
teaching hospital. Over 5500 mobile devices were deployed to
over 6000 staff across 80 wards. The innovative technology
allows real-time, automatic information processing at the
patient’s bedside, with the aim of improving the efficacy of
EWSs in practice and provide greater visibility of key patient
data

This study evaluated the deployment using objective measures
and subjective evaluation of changes in clinical practice in
addition to the overview of benefitsredlization based on analysis
of hospital data sets.

Independent human factors researchers eval uated the technol ogy
implementation through pre- and postdepl oyment observations
and staff interviews. Data extracted from the eObs and
eHandover software and other supporting information
technology (IT) systems provide evidence of theimpact of this
intervention on admissionsto critical care and other benefitsto
the organization.

The combination of these datasets provides valuable insight
into how a health information technology (HIT) intervention
has affected care provision and patient safety in a large UK
teaching hospital.

Background to Paper-Based Early Warning Scores
and the M oveto Electronic Observations

EWS systems deliver a standardized approach to observation
frequency and response based around an aggregated scoring
system which characterizes a patients' physiological acuity.
This process involves physiological observations being carried
out at the patient’s bedside and a score being cal cul ated (afferent
limb). If this score meets the defined criteria, representing a
significant abnormality, the observations are communicated
and acted upon by appropriate clinical team members (efferent
limb) [5]. For the system to be effective, both the afferent and
efferent limbs need to be efficient, reliable, and timely. The
system enables a proactive approach to assessment and
recognition of the deteriorating patient, leading to reductions
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incritical care admissions, mortality, and serious adverse events
[6.7].

Historically, EWS processes have been implemented via
paper-based charts; however, there is widespread
acknowledgement of avariety of contextual reasonswhich lead
to poor adherenceto thispractice[8,9]. To tackle poor adherence
and associated organizational issues, Nottingham University
Hospitals (NUH) Nationa Heath Service (NHS) Trust
commissioned and facilitated the development of an electronic
system (Nervecentre Software LtdTM), moving to mobile device
access for all clinical staff.

Figure 1 shows the relative complexity of the paper-based
system, demonstrating the risk of increased workload and
reliance on active communication required of staff inaminimum
of 8 decision points during EWS procedures. In comparison,
the eObs system has fewer task stages and fewer interpersonal
interactions, with automatic system actions replacing the manual
score calculation tasks and decision points. To improve
adherence, the eObs system a so provides a reminder function
for the next observation set. The higher number of tasks within
the paper-based process increases the risk of potential errors at
each stage of processing and communication of information as
evidenced by Prytherchy et al [10]. This finding is well
established in the literature on errors [11] and specifically the
types of errors that occur in paper-based EWSs [12]. Thereis
an increased risk of communication delay, as staff have to
prioritize escalation of patient deterioration over other competing
tasks. In contrast, the functions of the new electronic system
streamline the process and reduce the number of opportunities
for degradation of information.

Theimplementation of the eObstechnology in 2015 was distinct
from the EWS patient management policy which has been
established on paper across NUH since 2008. By aligning
precisely to the existing policy, araised EWS is automatically
and immediately escalated to senior clinical staff or the critical
care outreach team (CCOT) through mobile instant messaging.
The data recorded in the eObs module include al the
physiological parameters previoudy calculated in the
paper-based observation charts [13]. The system also alows
for “special circumstances models’ to be implemented where
patient needs differ from standard EWS algorithms (eg, End of
Life or known chronically abnormal physiology).

Equally, handover documents have historically been
handwritten, nonstandardized, and at risk of being out-of-date,
or incorrect, putting patient information and safety at risk [14].
The eHandover solution created a mobile platform to record
key patient data in a standardized format, allowing different
staff groups to access information where and when they need
it. This functionality in eObs and eHandover provides
opportunity for consistency, simplicity, and a reduction in the
potential for perceptual error.
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Figure 1. Visua comparison of clinical observation process using paper-based charts (left-hand flow diagram) and the electronic observations system
(right-hand flow diagram). eObs: electronic observations, EWS: early warning score; CCO: critical care outreach.
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Study Context

The study was carried out at a large teaching hospital trust in
the United Kingdom, which provides secondary care services
for approximately 2.5 million residents and facilitates
approximately 1900 beds. Over a period of 9 months, personal
mobile devices (iPhones and iPads) and training were provided
to over 6000 nurses, doctors, health care assistants, and alied
health professionals. The deployment was undertaken by a
specidist Clinical Information and Communication Technology
(CICT) team. Thisinvolved senior and practicing clinical nurses
being developed into gpecidist Information and
Communications Technology (ICT) advocates to lead the
technology roll-out. Their dua role enabled them to support
staff clinically while the general workforce were introduced to
and becoming familiar with the eObs system.

Thisteam coordinated the roll-out across 70 adult and children’s
wards at 2 hospital sites.

http://medinform.jmir.org/2019/1/€11678/
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Methods

Study Design

The study collected pre- and postdeployment data concerning
ward-based work viadirect observation of staff beforeand after
the deployment. Interviews and focus groups collected
qualitative staff insights into the impact of maobile handheld
devices and eObs on nursing and medical practice. Additional
data sets were collected from existing hospital systemsto give
insight into the wider implications of eObs.

Ethical approval was obtained from an appropriate local ethics
committee as a service evaluation project.

Structured Observations

Recruitment of clinical staff was done viaflyersand facilitated
introductions by the CICT team. Direct structured observations
of clinicianswere carried out pre- and postdepl oyment to record
staff activities and location within the ward. A total of 23
predeployment and 64 postdeployment (n=87) observation
sessions were obtained over 85 hours. Observation sessions
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lasted between 15 and 120 min. Observers “shadowed” staff,
using a bespoke tablet computer app to record activities and
locationsfrom exhaustive and exclusivelists. Researcherswere
not in attendance at the patient’s bedside but observed from a
distance, and participants were informed that the observation
could be halted at any time.

Observation onswere divided into 30-second time bins. If
an activity was observed in a 30-second bin, it was recorded as
1 observation even if multiple instances of the activity occurred
(Figure 2). This method makes the observation of multitasking
or rapid task switching possible and provides a measure of the
relative distribution of different activities during the observation
period.

Predeployment datawere collected on ashort stay acute medical
admissionsward (n=11) and a health care of older person ward
(n=13). Postdeployment data were collected on acute medical
admissions wards (n=37), medical wards (n=12), and surgical
wards (n=15).

Registered nurses were observed for a total of 17 hours
predeployment (n=16) and 23.3 hours postdeployment (n=18).
Doctors were observed for 10 hours predeployment (n=7) and
35.1 hours postdeployment (n=47). The participating doctors
ranged in experience from consultant to Foundation Grade 1
(F1) doctor, which is the general postgraduate bridge between

Langet a

medical school and training for full registration as a medical
professional in the United Kingdom.

Interviews

Recruitment of staff for interviews was carried out via email
and poster communications. Semistructured interviews and
focus groups explored the impact of technology deployment on
personal working practices and also encouraged reflection on
the impact on teams, environment, and organization.

A total of 40 interview participants were recruited acrossarange
of nursing and medical roles amounting to 18.5 hours of
interview data. The number of interview participants for each
staff type is given in Table 1. All interviews were carried out
post system deployment, with the staff experience of eObs
ranging from 1 week to 5 months.

Impact Evaluation

A longitudinal analysis of unplanned critical care admissions
was derived from the NUH critical care audit dataset. Bed day
costs were derived from local single organ high dependency
unit (HDU) and 3 organ intensive care unit (ICU) support tariffs.

Review of EWS-related incidents on eObswardswas performed
by 2 reviewers independently, from electronically recorded
patient safety incident reports (Datix Ltd) from April 2014 to
December 2015.

Figure 2. Encoding activity using the structured observation methodology. In (8), 8 sequential activities occur during the 1-min observation window.
In (b), aset of unique activitiesis recorded for each of the two 30-second binsin the observation session. Note that “ Looking at Notes” isonly recorded
once in thefirst bin despite 2 instances occurring in the first 30 seconds of observation. PC: personal computer.

(a)

http://medinform.jmir.org/2019/1/€11678/

Time Category Bin number | Category

Oh00Om7s Talking on phone Talking on phone
Oh00Om12s Looking at notes 1 Looking at notes
0Oh00m24s Using PC Searching for paperwork
0h00m26s | Looking at notes

0h00mM30s Using PC 9 Using PC

Oh0Om35s Looking at notes 5 Looking at notes
Oh00m45s | Walking within ward Walking within ward
Oh0Om52s | Talking face-to-face Talking face-to-face

(b)
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Table 1. Stratification of staff interviews.
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Clinical role

Number of interviews Total

Medical staff
Consultants
Registrars
Locums

Junior doctors

ccor?

Nursing staff
Senior nursing staff
Staff nurses

Health care assistants

CICT® team

Critical skills educator
Ward managers
Hospita play specidists
Grand total

18

w A B O a

12

~N N OB~

10

-

40

8CCOT: critical care outreach team.
BCICT: clinical information and communications technology team.

Results

Structured Observations

Nurses

Asexpected, anincreasein observations of “using smartphone”
was detected after the deployment of the eObstechnology (2.2%
to 6.4% of 30-second bins). However, this change was small
when compared with the reduction in time spent interacting
with notes and talking on the phone. Table 2 summarizes the
changes for key observation categories [15].

A change was also seen in the observed location of nurses
undertaking these activities. In particular, a move from the
“office” (40.8% to 16.2% of the observed period) tothe“ nurse's
station” (13.3% to 35.1%) was observed.

A decrease in the number of activities observed in each
30-second bin was observed. Thisdecreaseisclosely related to
a decrease in rapid task switching. The mean number of

activitiesin each 30-second bin decreased from 1.99 (SD 0.04)
to 1.66 (SD 0.03).

Doctors

The observed changesin the way doctors spend their time were
similar to nurses. Smartphone use increased (3.7% to 8.3%)
while remaining low relative to the frequency with which
interacting with paper notes or desktop PCs was observed.
Doctors were also observed spending less time in the office
(68.7% to 25.6%) with more time at the nurses’ station (6.6%
to 41.7%). Patient contact time more than doubled (2.9% to
7.3%).

One-Hour Case Example

Table 3 presents an illustration of how the use of eObs and
handheld mobile devices has changed working tasks and
locations for clinicians. This example uses a 1-hour exemplar
and assumes that each observed activity spanned the entire
30-second observation bin.

Table 2.
Observation category Predeployment Postdepl oyment
(% of 30-s observation bins) (% of 30-s observation bins)

Using Persona Computer (PC) or Computer On Wheels (COW) 233 51

Looking at notes 36.2 223

Writing on notes 26.3 16.0

Talking on phone 84 4.0

Using smartphone 22 6.4

http://medinform.jmir.org/2019/1/€11678/

RenderX

JMIR Med Inform 2019 | vol. 7 | iss. 1 |e11678 | p.32
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR MEDICAL INFORMATICS

Langet a

Table 3. One-hour example of changesin doctors and nurses' clinical tasks and locations of working in the ward owing to el ectronic observations.

Clinical role Time
Doctors
Task
Average smartphone use Increase from 2 minto 5 min
L ocation

Time spent in office
Time spent at the nursing station
Time spent with patient

Reduce from over 40 min down to lessthan 16 min
Increase to 21 min

Increase from less than 2 min to over 4 min

Nurses

Task
Average smartphone use Increase from just over 1 min to nearly 4 min
Use of personal computer (PC) or Computer On Wheels (COW)  Reduce from 14 min down to 3 min
Looking at notes Reduce from over 21 min down to less than 14 min
Writing in notes Reduce from nearly 16 min down to under 10 min
Talking on phone Reduce more than half from 5 min to just over 2 min
Searching tasks Reduce by 3.5 min

L ocation
Time spent in office Reduce from over 24 min to less than 10 min
Time spent at the nursing station Increase from 8 to 21 min

Interviews Frustration was expressed by junior nursing and medical staff

A total of 40 staff provided feedback about their experiences
of the deployment process, eObs, and mobile devices.

The formation of aspecialist clinical team who were trained as
ambassadors to lead the deployment was universally lauded as
areason for the successful roll-out. This CICT team was praised
for their capacity to multitask, assisting people with the
technology while administering clinical care.

During the deployment and early use of the technology, staff
reported increased stress and workload, with participants
identifying a need for more training in advance of the
deployment; however, thiswas fairly short-lived:

Not all of us had physically got our phonein time so
it were all faffing, trying to get the phones charged
up and all that kind of technical stuff...we'd not really
had time to play with them...I think every one of us
felt nervousthe morning of it coming and | don’t think
we needed to. [Senior nurse]

The accessibility of information on the mobile devices appears
to have streamlined staff discussions to quickly address
treatment pathways by facilitating remote decision making and
distributed working for both nursing and medical staff:

Thebest thing about it isit’sa good record to consult,
and certainly patients who've had multiple
admissions, you can easily go back and see that
information from previous admissions, and, unlike
paper, it doesn't get lost. [Junior doctor]

http://medinform.jmir.org/2019/1/€11678/

at aperceived lack of engagement with the new system by senior
medical personnel (specifically consultants). It was considered
that this issue was one of the main barriers to realizing the
potential benefits in a ward setting. Several rationales were
offered by medical staff (including consultants) to explain the
lack of engagement by senior medical staff in the eObs
deployment, including the perceived loss of expertise because
of the“ step change” in practice, the potential for embarrassment
associated with use of the new system, or a general reluctance
to embrace change.

Junior personnel (medics and nurses) provided an important
source of informal device use support to individuals who were
struggling to adopt the new system. This support was provided
early on and during the weeks and months following the
departure of the CICT team from the wards:

If you break it [eObs or phone], even now, it's a
standard joke, we get one of the young staff to fix it.
[Senior nurse]

“Word of mouth” or “heard it through the grapevine’
communi cations often perpetuated information about eObs and
device use throughout the workforce. The staff believed that if
this “good practice’” could be formally captured and
disseminated, it could speed up the rate at which staff
experienced benefits from the new system.

Nurse interview data revealed a largely positive response,
reporting added value in the form of reassurance of patient
health state owing to the real-time eObs information and also
awareness of ward capacity. However, there was also an initial
perception that the new technology could result in a loss of
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control for nursing staff and promote a “Big Brother” culture,
as automatic escal ations meant taking away nursing autonomy.
This perspective subsided over time asthe real -time automation
began to accelerate communications:

Mobile technol ogy has made a huge difference to our
working lives. It helps us to manage our workload
and feel more in control of what is happening on the
ward. It has reinforced the importance of
communication between clinicians and has really
demonstrated how patient care can be improved.
[Ward sister]

Over time, nursing staff began to identify how the system could
potentially aleviate stress through greater visibility of
information. Nurses began to describe the mobile devices as
their own “persona tool” for workload management and
improved awareness of team capacity:

It is just about making the device work for you...as
I’ve got more confident with the device, | have said
to my staff, just don’t let it rule your shift and you get
it to work for yourself. [Deputy sister]

Nursing staff also described the value of handheld devicesasa
communication tool for use with patients and rel atives, whereby
the request for information could often be responded to more
quickly.

For medics, initial access settings within the eObs system were
at odds with current practice in terms of the perception about
“consultant-led practice” versusthereality of registrarsworking
independently. During the early deployment of eObs,
rel ationships between consultants and registrarswere put under
pressure because of the permissions programmed within the
system. Clinicians understood the need for policy to underpin
the system; however, there was disruption to working practices
as these issues were experienced:

...who deliversthe cardiac arrest process and decides,
well it'sthe registrar...so if you are allowing them to
make those decisions then to say they can’t alter the
parameters is patronising. And it's again where the
trust says‘all our decisions are consultant made’ but
the reality isthat’s not true. [Consultant]

Medical staff explained how they used the deviceto “checkup”
on patients that they had treated, for clinical reassurance, when
they were off duty and had physicaly left the ward. It was
acknowledged that this use of the device should not promote
unhealthy practices with regard to work-life balance:

http://medinform.jmir.org/2019/1/€11678/
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I think it is mainly when | see somebody sick in the
ward when on acute medicine...and | just sneak a
peek to make sure they are getting better instead of
worse... [Registrar]

Medical staff believed that the new system had reduced time
spent searching within a ward and had facilitated time
management, afinding which is consistent with the observation
data captured. This related not only to their working practices
but aso in their reflection of liaison with nursing staff and
general hospital organization.

Longitudinal Impact Data

The roll-out of eObs has been associated with an approximate
10% reduction in total unplanned admissions to critical care
unitsat NUH from eObs-equipped wards. No substantial change
in hospita or critical care bedstock has occurred over this period.
This benefit is more marked when critical carelevel and length
of stay are taken into account (Figure 3). Alongside ongoing
efforts to improved detection and response to the deteriorating
patient [ 16], the impact of “real-time” communication of EWS
and accessibility of patient information via handheld devices
appears to be associated with a lower rate of critica care
admissions, because of patients receiving moretimely care and
not requiring referral to those specialist services.

On the basis of nominal reference costs of £800 per Level 2
(HDU) bed day and £1200 per Level 3 (ICU) bed day, this 10%
reductionin critical care admissions equatesto an approximate
£250K saving per quarter (Figure 4) since deployment.

More detailed cost breakdowns are required to understand the
full economic cost-benefits of the scheme for the future,
particularly with regard to the cost of the technology
infrastructure (maintenance and replacement) against clinical
health economic gains and prol onged use behavior of the system
over time.

The eObs deployment is also associated with an approximate
50% reduction in reported EWS policy-related patient safety
incidents in eObs wards. No such reduction was seen in
non-eObs wards or in incident reporting in general over the
same time period. Audit results also indicate adherence with
EWS policy has improved because of the functionality of the
system, namely, automated cal cul ations, observation frequency
setting, and user prompts that supports the findings from
previous enquiriesinto electronic observations [17].
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Figure 3. Unplanned admissions to level 2 (high dependency unit) and level 3 (intensive care unit).
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This evaluation has provided insight into the impact of mobile experience [15].

eObs and eHandover on working practice and elicited
experiential data from the staff regarding their use of the new
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The mobile solution has reduced EWS-related patient safety
incidents and has allowed nurses and doctors to spend more
timewith the patient at the bedside. Internal studies of the paper
and eObs processes for taking and recording a full set of
observations showed a time saving of 1 min 23 seconds per
patient using eObs. On the basis of 7500 sets of observations
taken at NUH each day, this equatesto approximately 170 hours
of nursing time saved every day, releasing time to care. This
aligns with Stevenson’s findings of how patient observations
benefit from real-time capture at the point of care [18], and a
reduction in nursing workload found by Wong et al [19].

Through personal ownership of devices, remote access has
achieved real-time visibility of patient data across the whole
hospital trust, allowing faster decision making and effective
task prioritization. Clinicians are given vital information
instantly because of automated escalations, and the need for
multiple telephone calls is negated. This utility is further
enhanced by users being able to access other medical apps and
guidelines at the bedside. The eObs system appearsto meet the
strategiesfor EWS successidentified by Russet al [20] by being
ubiquitous, being fit with ward workflow, and enabling records
to be kept current and accessible.

This transformation of practice has made it easier for staff to
“dotheright thing” even when not in attendance at the bedside.
The opportunities provided through remote, distributed working
practices have achieved safer working (see Figures 3-5) while
not compromising communication, as evidenced in the
interviews. The time previously spent searching for paper and
chasing colleagues—delays similar to those reported by Fox
and Elliot [21] in their examination of a paper-based EWS
system—nhas been replaced with more meaningful discussions
based on the information now visible through the mobile
interface.

Previous work has demonstrated other wider benefits such as
indicating to hospital managers which wards are particularly
busy [22]. Where eObs has provided improved transparency
about team workload and ward capacity, staff and system can
begin working together as a joint cognitive system, which in
turn has supported the implementation of smart resource
allocation in times of pressure.

The study demonstrates how different clinical roles interact in
the uptake and success of changes in practice or technology
interventions. The role of junior staff as informal mentors and
early adopters of new practices and technologies was evident,
while senior staff backing was seen as crucial to success but
was perceived to be lacking in this instance.

Challenges were also identified in technology integration and
infrastructure, absence of feedback mechanisms for staff,
management of expectations, and training requirements. Within

http://medinform.jmir.org/2019/1/€11678/
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the scope of the technology deployment, infrastructure issues
were continually being encountered, evaluated, and improved
upon, for example, in regards to Wi-F “blackspots’ which
disrupted eObs operations. However, the staff felt that there
was a lack of investment in ICT support during the critical
roll-out period, specifically during out-of-hours shifts. The eObs
training occurred very rapidly, and the staff felt that more time
to understand the system functionality would have been
valuable. There was undisputed praise for the facilitation of the
CICT team in conducting the technology roll-out, providing
vital technology assistance and staff ICT interface on the ward
during deployment—astrategy that the hospital haslearnt from
and will likely implement again. The issues reported in the
eval uation about the absence of afeedback loop were considered
and, in response, the eObs operational team developed a more
transparent and accessible way for staff to provide feedback to
them and I CT support. These findings provide commentary for
organizational learning regarding future technology
deployments.

This study provided evidence to show that appropriately
designed and deployed HIT can support improved situation
awareness with regard to patient deterioration. By combining
eObs (afrequently accessed utility) with an eHandover system,
staff have become used to entering data on mobile devices and
are contributing to team-held data on clinical, patient safety,
and operational issues. This model of HIT use and deployment
is one which could assist future technology deployments in
other hospitals and in doing so support the work of Cresswell
et a [23] and Greenhalgh et al [24] in improving HIT
implementation.

This research establishes 8 principles of good practice which
can contribute to successful HIT deployments and which have
been realized through this study.

1. Mobile tools to support clinical observation have the
potential to be beneficial for doctors and nurses.

2. Deployment of this technology takes time, must involve
working with users, and must be supported by a specialist
technology deployment team.

3. Morejunior staff adapt to the technology particularly well.

4. Cliniciansfind ways of using thistechnology in conjunction
with other tools to manage their work.

5. Embedded algorithms must take account of different
specializations.

6. The technology can support clinical and patient
communications.

7. Itisvital that thereisintegration of new IT systems with
existing systems.

8. The technology is only as good as the infrastructure that
supportsiit.
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Figure5. Early Warning Score—related incidents per month by quarter.
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Limitations

The study datawerelimited to asingle UK NHS Hospital Trust;
however, the trust in question covers 2 sites and is the United
Kingdom's fourth largest acute trust.

This study and the deployment of the eObs system coincided
with arolling deteriorating patient improvement program at the
host hospital trust. The direct observation period was also
limited to 2 months postdepl oyment, and the data do not reveal
if the staff settled back into old routines. As such, this should
be the topic of afurther enquiry to establish cause and effect in
regards to the technology in isolation of other quality
improvement initiatives.

There is the potential for response bias within the interview
data. The views of those willing to participate (n=40) may not
be representative of the wider workforce (approximately
n=14,500). To combat this natural effect of the qualitative
approach, the interviewer involved was an independent
researcher not affiliated with the hospital, and the staff were
sampled from a range of job roles, with varying levels of
experience of patient bedside observations and data during a
range of shifts.

Future Work

Thereisopportunity to study theimpact of further appropriation
and expansion of eObs and specifically eHandover modulesin
clinical practice; analyze and measure the impact of improved
situation awareness which is afforded by the technology and
how to harness that information for effective workforce
deployment and operational planning; investigate how mobile
devices are being used on a personal level and where different
clinical jobs and rolesfind utility in the technology so that this
may be capitalized on and support further innovation [15].

Recent studies highlight the opportunities around continuous
physiological monitoring of patients [25,26], utilizing
technol ogiesthat are commonly used in HDUs. These solutions

http://medinform.jmir.org/2019/1/€11678/

show positive results with regard to responding to patient
deterioration but are costly and require detailed cost-benefit
analysisto understand the heal th economic benefit of monitoring
on such a large scale in hospitals. In relation to this type of
personalized monitoring [27], eObs provides a potential step
change, whereby the data gathered within the system could be
exploited to understand trends within population and medical
groups.

While this study focused on just 1 hospital in the United
Kingdom, thereis significant growth in thisarea, with hospitals
in the United Kingdom [28] procuring through 2 main service
providers, System C (previoudly Vital pac)—supplying 26 NHS
Trusts [29]—and Nervecentre 35 NHS Trusts, and also
supplying health care providers in Sweden and Australia [30].
Electronic heath records (EHRS) have a greater degree of
maturity, with statistics from the United States suggesting that
nearly as many as 80.5% of hospitals are using EHRs to some
degree in their care provision [31l]. Hospitals in other
less-developed jurisdictions such as China [32] and India are
aso investing in those systems, with lessons learnt from India
echoing some of the experiences examined in this study [33].
As such, there is much to gain from health care providers and
manufacturers of these technology platforms in sharing the
lessons learnt from such large-scale deployments to ease the
transition from paper-based to electronic working and improve
key outcomes with regard to quality measurement, staff
performance, and patient experience and safety.

Conclusions

The eObs and eHandover project has effected transformational
changes in patient safety at a large acute hospital, bringing
benefit to both staff and patients. In the hands of clinical staff,
handheld devices and appropriate clinical software have the
potential to reduce costs associated with inpatient management
while simultaneously empowering staff in their daily activities,
improving patient safety and releasing time to care.
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Looking ahead, thefull scale of the benefits experienced by this  extent being realized.
hospital trust is only just beginning to mature, with their full
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Abstract

Background: With the widespread use of mobile technol ogies, mobile information systems have become crucial toolsin health
care operations. Although the appropriate use of mobile health (mHealth) may result in major advances in expanding health care
coverage (increasing decision-making speeds, managing chronic conditions, and providing suitable health care in emergencies),
previous studies have argued that current mHealth research does not adequately evaluate mHealth interventions, and it does not
provide sufficient evidence regarding the effects on health.

Objective: The aim of this study was to facilitate the widespread use of mHealth systems; an accurate evaluation of the systems
from the users’ perspective is essential after the implementation and use of the system in daily health care practices. This study
extends the expectation-confirmation model by using characteristics of individuals, technology, and tasks to identify critical
factors affecting mHealth continuance and performance from the perspective of health care professionals (HCPs).

Methods: A questionnaire survey was used to collect data from HCPs who were experienced in using mHealth systems of a
Taiwanese teaching hospital. In total, 282 questionnaires were distributed, and 201 complete and valid questionnaires were
returned, thusindicating avalid response rate of 71.3% (201/282). The collected data were analyzed using WarpPL S version 5.0
(ScriptWarp Systems).

Results: The results revealed that mHealth continuance (R?=0.522) was mainly affected by perceived usefulness, technology
maturity, individual habits, task mobility, and user satisfaction, whereas individual performance (R?=0.492) was affected by
mHealth continuance. |n addition, user satisfaction (R?=0.548) was affected by confirmation and perceived usefulness of mHealth,

whereas perceived usefulness (RP=0.521) was affected by confirmation. This implied that confirmation played a key role in
affecting perceived usefulness and user satisfaction. Furthermore, the results showed that mHealth continuance positively affected
individual performance.

Conclusions: Theidentified critical factorsinfluencing mHealth continuance and performance can be used as a useful assessment
tool by hospitalsthat have implemented mHealth systemsto facilitate the use and infusion of the systems. Furthermore, theresults
can help health careingtitutions that intend to introduce or devel op mHealth applicationsto identify critical issues and effectively
allocate limited resources to mHealth systems.

(IMIR Med Inform 2019;7(1):e12350) doi:10.2196/12350
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Introduction

Background

With the widespread use of mobile technologies, mobile
information systems (1Ss) have become crucial tools in health
care operations. In recent times, smart health (sHealth) has
become a critical strategy that is promoted by the government
and medical industry; however, the successful implementation
of sHealth depends on the development of mobile health
(mHealth) [1]. mHealth is defined as hedlth care to anyone,
anytime, and anywhere by removing location and temporal
constraints while improving both the coverage and quality of
health care [2].

Research Motivations and Purpose

In reality, health care professionals (HCPs) often require
high-quality communication and information resources,
including communication capabilities, hospital information
systems (HISs), information resources, and clinical software
applications, at the point of care to facilitate rapid decision
making with a low error rate, improve the quality of data
management and accessibility, and improve practice efficiency
and knowledge [3-8]. Although the appropriate use of mHealth
may result in major advancesin expanding health care coverage,
increasing decision-making speeds, managing chronic
conditions, and providing suitable health care in emergencies
[9], Solanas et al [1] argued that mHealth is still in its early
stages of development. Mechael et a [10] reported that current
mHealth research does not adequately evaluate mHealth
interventions, and it does not provide sufficient evidence
regarding the effects on health. In addition, the World Health
Organization [11] indicated that competing priorities, cost, and
lack of knowledge are the most crucial barriers to mHealth
implementation. Thus, appropriate evaluations, specifically
after the implementation of mHealth systems and their use in
daily health care practice, are critical, particularly from users
(HCPs') perspectives. This paper proposes and validates an
extended model by integrating the expectation-confirmation
model (ECM) and the characteristics of individuals, technology,
and tasks to identify critical factors affecting mHealth
continuance and performance from the perspective of HCPs
and assessing the infusion of mHealth in clinical practice.

Literature Review

Mobile Health

Varshney [2] defined mHealth ashealth careto anyone, anytime,
and anywhere by removing locational and temporal constraints
while improving both the coverage and quality of health care.
Alternatively, mHeath is the application of mobile
communication technology in the field of hedth care; it
integrates HI Ssand mobile deviceswith wirelesscommunication
technologies to achieve immediate medical care and handle
diverse cooperative medical tasks [12]. Nowadays, various
mobile devices—personal digital assistants, tablet personal
computers (PCs), hotebook computers, personal handy-phone
system, smartphones, panel PCs, mobile clinical assistants, and
i Pads—have been used in accessing mobile | Ssthrough wireless
networks in clinical settings owing to their portable size,
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relatively low costs, and ease of use [13,14]. The term mobile
emphasizesvarious abilitiesand conditions aswell as movability
and portability. Increasing mobility can also enhance service
efficiency and flexibility. Previous studies have indicated that
the need for mobility isthe primary reason for the applications
of technological innovationsin hospitals, and mobility iscrucial
in health care [14-16]. Thus, mHealth has the potential to
increase the speed, work quality, and efficiency of HCPs. The
implementation of mHealth is often achieved using portable
information devices, such as a tablet PC, notebook, iPad, or
smartphone, to appropriately address the needs of HCPs.

Many studies have reported that when appropriately used,
mHealth systemsfacilitate rapid decision making with low error
rates, thereby improving the quality of data management and
accessibility and improving practice efficiency and knowledge
[3-8]. Someresearchers[17-19] mentioned that mHealth systems
improve the quality of health care services, increase the
productivity of HCPs, and ensure the timeliness of information
provision, thus reducing the occurrence of errors. Therefore,
mHealth systems are expected to exert considerable effects on
clinical routines and workflows.

I nformation Technology Continuance and Performance

Bhattacherjee[20] argued that existing information technology
(IT) or information system (1S) acceptance models, focusing
on user evaluations at the early stage of IT or |S adoption and
implementation, provide an inadequate explanation of and may
sometimes contradict observed continuance behaviors;
moreover, the long-term success of an IT or IS depends on its
continued use rather than its first-time use. Bhattacherjee [20]
proposed an ECM, one of the earliest IS continuance models,
based on expectation-confirmation theory [21] in consumer
behavior for understanding | S continuance after implementation,
wherethe use of | Sstranscends conscious behavior and becomes
part of the normal routine activity. The study reveal ed that users
willingness to continue using 1Ss was affected by user
sati sfaction and perceived usefulness after using | Ss. Moreover,
the expectation-confirmation and perceived usefulness of 1Ss
directly affect IS users’ satisfaction; user satisfaction directly
affects the willingness to continue using 1Ss. Limayem et al
[22] further suggested that information communication
technology (ICT) implementation should be considered asuccess
when a significant number of users progress from the initial
adoption stage to using ICT on a continuing basis. Nowadays,
the ECM is being widely used and extended to investigate
factors affecting user intentions regarding 1Ss after IS
implementation and behaviors in various research contexts,
including Web portals[23], online communities[24], electronic
medical records [25], mHealth systems [26], and e-service
[27-30]. Among the aforementioned studies, Akter et a [26]
considered that continuance isachallenge for mHealth systems
and that exploring theories on continuance behavior is necessary
for developing a comprehensive continuance model for
understanding mHealth services. Thus, Akter et a [26]
incorporated the ECM and the constructs of service quality and
trust to investigate the continuance of mHealth services at the
bottom of the economic pyramid. Mettler [25] integrated the
ECM and factors affecting automatic behavior (facilitating
conditions, task fit, and computer literacy) to evaluate el ectronic
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medical record continuance behavior. Furthermore, Chen et &
[29] investigated the effects of technology readiness
(innovativeness, optimism, discomfort, and insecurity) on user
satisfaction and continued intention of e-services. Although
many extended ECM studies were conducted, Bhattacherjee
and Barfar [31] argued that some studies are inappropriate to
just integrate acceptance and continuance theory to predict IS
continuance behavior. This implied that the extended ECM
should consider some salient variables in the IS Infusion
(assimilation or integration) stage that a specific 1S has been
well implemented and become a part of their daily routine
processes.

Some studies have emphasized examining the determinants of
mHealth in the assimilation or integration stage, where the
mHealth services or systems are stable and have been
incorporated into routine practices [17,32-34]. For example,
O’ Connor et al [33] argued that most infusion studies have paid
considerable attention to the technological aspects at an
organization level rather than at anindividual level. The authors
suggested that additional studies be conducted at the technology
infusion stage a an individual level by considering
characteristics of technology, individuals, and tasks. Therefore,
they proposed a research framework that focused on
investigating the effects of the characteristics of technology
(availability, maturity, and portability), individuals (habits,
self-efficacy, and technology trust), and tasks (time criticality,
interdependence, and mability) on the extent of the infusion of
mHealth services by HCPs and the relationship between the
extent of infusion (including integrative use and exploratory
use) and performance based on the results of an in-depth case
study. Although the study proposed many potential factors
influencing mHealth systems in the infusion stage, the
framework should be appropriately modified and validated
according to various health care contexts or applications.

The performance of mHealth 1Ss should be evaluated based on
user satisfaction and the specific outcomes of their continued
use from users perspectives as performance evaluation is a
major concern of the effectsof I Tsor | Ss[35-37]. Goodhue and
Thompson [