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Abstract

Background: Digital health services empower people to track, manage, and improve their own health and quality of life while
delivering a more personalized and precise health care, at a lower cost and with higher efficiency and availability. Essential for
the use of digital health servicesisthat the treatment of any personal datais compatible with the Patient Data Act, Personal Data
Act, and other applicable privacy laws.

Objective: The aim of this study was to develop a framework for legal challenges to support designers in development and
assessment of digital health services.

Methods: A purposive sampling, together with snowball recruitment, was used to identify stakeholders and information sources
for organizing, extending, and prioritizing the different concepts, actors, and regulations in relation to digital health and
health-promoting digital systems. The data were collected through structured interviewing and iteration, and 3 different cases
were used for face validation of the framework.

Results: A framework for assessing thelegal challengesin developing digital health services (Legal Challengesin Digital Health
[LCDH] Framework) was created and consists of 6 key questions to be used to evaluate a digital health service according to
current legislation.

Conclusions:  Structured discussion about legal challengesin relation to health-promoting digital services can be enabled by a
constructive framework to investigate, assess, and verify the digital service according to current legidation. The LCDH Framework
developed in this study proposes such a framework and can be used in prospective evaluation of the relationship of a potential
health-promoting digital service with the existing laws and regulations

(JMIR Med Inform 2016;4(2):€17) doi: 10.2196/medinform.5401
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areaat theintersection of informatics, health care, and business
is electronic health (eHedth) [2], which encompasses the
mediation and interaction between health care and theindividual
via information and communication technology (ICT) [3].
Although the extent of implementation and application of
eHealth systems vary, the overall goal is the same: using ICT
to provide better care more efficiently at alower cost [4]. Mobile
health (mHealth), as a component of eHealth, involves the use
and capitalization on mobile devices [5] and encompasses any
use of mobile technology to address health care challenges such

Introduction

Through the use of wireless devices, sensor technologies, the
Internet, social networks, health information technology (I1T),
and personal health data, digital health services empower people
to track, manage, and improve their own health and quality of
life. At the same time, these services provide a more
personalized and precise health care delivery, at a lower cost
and with higher efficiency and availability [1]. An emerging
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as access, quality, affordability, matching of resources, and
behavioral norms [6]. The use of mHealth offers great
opportunities by allowing asynchronous and remote care [7] to
an extensive number of potential users [5]. Applications for
mHealth serve a variety of functions: providing easy accessto
medical information about the symptoms and treatment of
various diseases or alowing patients to track clinica
measurements that can be sent to the care provider [6]. These
applications could change the nature of health care[8] by using
technology to increase patient engagement, improve care quality,
transform care processes [6], reduce health care costs, and
minimize human error [9].

Essential for the use of all digital health services is that the
treatment of any personal data is compatible with the Patient
DataAct, Personal DataAct, and other applicable privacy laws.
The European Commission has declared its intention to drive
greater legal certainty in thedigital health domain, and through
the Directive 2011/24/European Union (EU), for thefirst time,
it hasplaced eHedlthin alegal context, requiring member states
to cooperate with interoperability standardsto allow full use of
eHealth services across EU borders [10]. Although some
significant steps have been taken toward attaining this goal, the
questions of liability for eHealth goods and services are till
not fully addressed on EU level legislation. The lack of afully
worked out EU level framework illustrates the difficulties in
pinpointing key concepts in relation to this rapidly evolving
market. In response to this, the eHealth Authority was formed
in Sweden in 2014 with responsibility for registries and the
heterogeneity and variety of IT functions developed within
Swedish health care.

Whilethe authoritiesinvestigate and consider the technol ogical
capabilities of eHealth servicesin theintersection of health care
quality, patient safety, ethicsand legal matters, new I T services,
and mobile applications are advancing dramatically. The focus
for the regulatory authorities should be to streamline the
regulatory processes and promote innovation [11], but because
regulation and legislation are still behind, governmental
authoritiesareforced to handle many issuesin thisdomain case
by case [10]. This implicates that designers of digital health
services need to acquire knowledge about relevant regulation
and legiglation and how to relate to and act on such regulation
[12]. A legal framework that could guide designers through
these legal challenges, together with an understanding of the
definitions of the concepts[13], would both simplify and speed
up development of digital health solutions [14] and promote
involvement of designers with experience from digital service
design [15] in the development of new digital health services.
The aim of this study was to develop such a framework to
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support designers in development and assessment of digital
health services.

Methods

The study design was based on a stakeholder analysis approach
for generating knowledge about actors to understand their
intentions, interrelations, and interests and for assessing their
influence on legal challenges in development of digital health
services [16]. Data obtained from interviews with relevant
authorities and organizations together with information about
concepts and regulations in relation to digital health services
were analyzed and structured to create a framework for legal
challenges.

Case and Framing

A framing of the questions about legal challenges and key
concepts relevant to development of digital health serviceswas
discussed in the project group and with a consulting firm
(CarmonaAB) with expertisein thefield of Web-based services
and information solutionsfor handling of patient dataand quality
control. The consulting firm is in the forefront of developing
such services in accordance with current legislation and in
development of new practices and legidation. In this
communication, we used datafrom our development of adigital
service for play and interaction between children, aged 8-12
years, who have survived from childhood cancer treatment to
frame legal challenges and key concepts [17]. The case was
described by a concept description [18] and use experience
descriptionsthrough Persona characters and use scenarios[19].

On the basis of this, a basic understanding of the domain was
formed, and a magjor law firm, with experience of legal issues
in health care and a jurisconsult responsible for privacy and
patient safety issues at the county council, was consulted with
the intention to extend knowledge and our preunderstanding of
the legal challenges and key concepts in this domain. A first
draft was conceived, of a legal framework with relevant
concepts, laws, and agencies or organizations involved in the
care of the target group, or with regulatory or supervisory
responsibility.

Information Sources

A purposive sampling [20] was used to identify stakeholders
and information sources for organizing, extending, and
prioritizing the different components of the framework guided
by the case. The first contacted stakeholders referred to other
stakeholders, that is, a snowball recruitment [21]. The
information sources identified and used are listed in Table 1.
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Table 1. Identified actors, organizations, and authorities, and their area of expertise, to be considered in the following investigation.

Actor

Areaof expertise

The project group

A local consulting firm
Data | nspection Authority
Inspection Authority for Health Care

The National Board

Ministry of Social Affairs

County Council

eHealth Authority

European Commission

Medical Products Agency

Researchers focused on development of digital health services for children using a participatory
design where researchers collaborate with children from the target group.

Specialized in development of Web-based services and information solutions
Works to secure the individual’s right to integrity in society

Supervises the activities in the social area and health care, as well as of health care professionals;
the Authority is also responsible for certain permits.

Worksfor al citizens' equal access to good health and health care

The different disciplines within the overall responsibility: health care, health, social issues, socia
security features news about the government’s policy initiatives or decisions; they also contain
current objectives and the government’s prioritiesin the field.

Responsible for many aspects of development in the county; the County Council has the mission
to promote devel opment and growth and to provide good health care.

Works with the development of national eHealth to contribute to better health care and health; the
businessisfocused on creating participation for residents and providing support to practitionersand
policy makers.

Represents interests of the EU% the commission proposes new legislation to Parliament and the
Council of Ministers and ensures that EU countries apply EU law correctly.

Government agency under the Ministry of Social Affairs; it hasthe mandate to promote the Swedish
public and animal health.

3EU: European Union.

Data Collection

Identified websites of organizations, authorities and different
operators or actors, and functionswere screened for information
about concepts and regulations in relation to digital health
services. Stakeholderswereinterviewed about their relationship
to eHealth and digital health services (Table 1). Interviewees
were representatives from the County Council Board on
Coordination of Information Safety, The National Board, The
Data Inspection Authority, eHealth Authority, and Inspection
Authority for Health Care. Interviews were performed, with 1
person from each of the aforementioned organizations, over
phone (approximately 30 minutes) and repeated if new questions
appeared. Thetopicsin the semistructured interview guide were
as follows: (1) Relationship to digital health services; (2) the
authority’s function, assignment, and work for digital health
services; (3) regulations that govern the work; and finaly (4)
other relevant information sources we should approach. In cases
where we wanted to get the data confirmed in writing, follow-up
guestions were sent by email to the respective informant.

Data Analysis

The meaning out of the data was made in a systematical way
to discover the relevant concepts and rel ationships among the
input [22]. All data inputs, such as questions, concept
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descriptions, laws and regulations, and functions, were put on
post-it notes by the main author and structured on different
levelsand in relation to each other, and an affinity diagram was
formed and discussed between al authors. The insights gained
were used as a starting point for aframework for ng the
legal challengesin devel oping health-promoting digital services.
Theframework wasiteratively verified against the project group
and stakeholders (the Data Inspection Authority and eHealth
Authority) and finally validated against three cases of digital
health services.

Results

I dentification of Concepts and Regulations

Theidentified conceptsto consider in this domain are: medical
device, eHealth, medical responsibility, care damage, personal
data, and consent. The concepts, their definitions, and relevant
regulationsidentified during data collection and the subsegquent
analysis are listed in Table 2. Concepts and regulations that
were identified during data collection but were not found to be
relevant for framing of legal challenges from the perspective
of development of digital health services are not included in
this compilation, such as. health care quality registries, the law
on drug lists, and the regulations of The National Board of
Health and Welfare.
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Table 2. The Legal Challenges in Digital Health (LCDH) Framework for exploring a prospective health promoting digital service's relationship to

valid regulations.

# Concept Definition Question Thefollowingisvalid Thefollowingisvalidfor Regulation
for “yes’ “no”
1 Medical de- A productisamedical de- Isthe product amedical de-  The manufacturer The manufacturer cannot  The law of
vice viceif it hasamedical vice? must handle security  claim anything, whichis medical devices
purpose as to: aspects. covered by the definition (SFS*1993:584).
- Prove, prevent, monitor, Medical Products of amedical device, for Council Direc-
treat, or mitigate adisease. Agency isresponsible ©ample, that theproduct =
- Prove, monitor, treat, for supervision of ey mitigete a disease. 93/42/EECcon-
mitigate, or compensate an productsand manufac-  Proceed to No. 2. ceming medical
injury or disability. turers. devices.
- Examine, change, or re- Inspection Authority
place anatomy or aphysio- for Health Care audits
logical process. healthcare usage.
- Control fertilization. Proceed to No. 2.
2 eHedth An eHedlth servicehasa  Isthe product an eHealth ser-  Proceed to No. 4. Proceed to No. 3. The Health
purpose to: vice? Care Act (SFS
- Mediate health service or 1982:763).
information and interaction
between health careand an
individual.
- Mediate information ex-
change between patients
and health care profession-
als, hospitals, and other
professionalswithin health
care and networks for
health information and
telemedicine.
- Use ICT %o improve the
preventive work, diag-
noses, health care, monitor-
ing, or administration.
3 Medica re- Usualy referred to health  Isthe service recommend- The health care Thehedthcarehasno  The Health
sponsibility  professionals medica pro- ed/supplied by the health vouchesfor the safety  responsibility. Care Act (SFS
fessional liability in the care? and security of the Proceed to No. 5. 1982:763).
careand treatment of apa  Tpe health care recommends  t€chnology and that
tient and the medical re- 5 sgrviceif they encourage or therisk of care dam-
sponsibility inacompre- 4] for usage. Itisnot enough 298 iS1ow. The ser-
hensive organizational to only inform that the service viceis examined and
plan. isavailable. eval uated by anumber
of criteria
Proceed to No. 4.
4 Caredamage A damagethat could have Isthereany risk of caredam- |f theserviceprovides Thehealthcarehasnore- Patient Safety
been avoided if adequate  age? monitoring/datalogs  sponsibility. Act (SFS
arrangements were taken that register threshold  praeeed to No. 5. 2010:659).
in contact with health care. values or personal
If medical device or controls to prevent

eHeadlth service:

Therisk of care damageis
determined by the level of
care, the vulnerability of
the target group, and how
the usage is being moni-
tored or followed up by the
health care.

care damage, the re-
sponsibility of the
hedlth careis restrict-
ed.

If no monitoring, the
hedlth careisresponsi-
blefor preventing for-
mation of care dam-
age.

Proceed to No. 5.
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# Concept Definition Question Thefollowingisvalid Thefollowingisvalidfor Regulation
for “yes’ “no”
5 Persona da- Definition personal data: ~ Are personal datahandled?  Proceed to No. 6. To completely stay out of  Privacy Act
ta All information that can Privacy Act, theoutcome (SFS

directly or indirectly be measures of the_patients 1998:204).
assigned to aphysical per- must beanonymized. The  paient Data
sonwho is aive. health carehasnorespon-  a ¢t (SFs
Definition handling of sibility. 2008:355).
personal data:
Every action or series of
actions taken regarding
personal data (automatical-
ly or not). For example,
collection, registration, us-
age, storage, organization,
processing, and distribu-
tion.

6 Consent Consent isdefined asany  Does the service lack user Theresponsibility of A responsibility agree-  Privacy Act

freely given specificand  agreement?
unambiguous expression - A agreement in which the
by which theregistered b pose with the service, pri-

person, after receiving in-
formation, accepts han-
dling of personal datarelat- oy
ing to him or her.

vacy, termsof use, responsibil-
ities, and similar are regulat-

the health care should ment signed by adultor ~ (SFS
beinvestigated/exam- parent/advocate may dis-  1998:204).
ined. claim the health care

from responsibility.

85FS: Swedish Code of Statutes
bEEC: European Economic Community
CICT: information and communications technology

Structure of Conceptsand RegulationsInto a
Framewor k

On the basis of the identified concepts, regulations, and
stakeholders, we designed a framework for assessing the legal
challenges in developing digital health services (Legd
Challenges in Digital Health [LCDH] Framework) consisting
of 6 key questions to be used in prospective evaluation of the
relationship of a digital health service to existing laws and
regulations (Table 2). The questions are sequentially arranged
so that affirmative responses gradually delineate which parts of
the law apply to a certain digital health service. Negative
responses to the same questions show which laws and
regulations that each serviceis exempt from.

Validation of the Framework

The accuracy and quality of the LCDH Framework were
assessed by the Swedish Data | nspection Authority and eHealth
Authority and, finally, by the consulting firm, the law firm, and
the jurisconsult involved in the framing of the data collection.
Thereviewed and iteratively revised framework was confirmed
to be in accordance with current regulation, law and practice,
and experience of these stakeholders. Because the stakehol ders,
during data collection, did not identify additional stakeholders
or sources of information than those already included in our
dataset (which meansthat saturation was achieved), the quality
assessment of our framework indicated that it was valid and in
line with current law and practice.

To assess the usahility, and hence the face validity, for using
theframework for devel opment and assessment of productsand
services, we applied the framework for evaluation of the legal
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challenges in 3 cases entailing development of digital health
services. The questions in the framework (Table 2) were used
to systematically evaluate and frame the legal challenges for
the development and implementation of the digital services,
Give Me a Break, Ssom and DELTA (Multimedia Appendix
1).

Isthe Product a Medical Device?

A medical deviceis a product with a medical purpose; as to
prove, prevent, monitor, treat or mitigate adisease, and to prove,
monitor, treat, mitigate, or compensate an injury or disabilities
(Table 2). The 3 digital services Give Me a Break, Ssom, and
DELTA, were developed to facilitate child peer support,
communication between children and their care providers, and
adolescent’s participation in schools related to their health,
respectively. None of the services has medical functions such
ashandling, treating, or preventing disease or illness and should
therefore, according to the definitions outlined in Table 2, not
be considered as medical devices.

Isthe Product an eHealth Service?

An eHealth service mediates health information or service or
interaction between health care and the individual (Table 2).
The system owner and system administrator of each of the 3
services, as well as the support and maintenance from the
operation manager who is responsible for al data, will be
independent from health care providersand schools. In one case
though, Ssom, the services by the health care providerswill be
mediated through the digital service and information about the
users personal datawill be shared with the health care providers.
This service should therefore be considered as an eHealth
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service. The other 2 services, Give Me a Break and DELTA, do
not mediate any communication of personal data or sensitive
interaction at all between health care providers and users and
should therefore not be considered as tools or services that use
ICT to improve the preventive work, diagnoses, health-care
monitoring, or administration and hence therefore not be defined
as eHealth services.

I sthe Service Recommended/Supplied by the Health
Care?

Two of the services, Ssomand DELTA, are recommended and
supplied by the health care serviceswho therefore have medical
responsibility for the usage of the services and any potential
consequences of usage. This responsibility is independent of
whether the services are to be considered as eHealth services.
The other service, Give Me a Break, is neither part of regular
treatment nor used to improve health care according to the
definition of an eHealth service. It is neither recommended nor
supplied by the health care, and there is therefore no medical
responsibility for the activities or the consequences of the
interaction on the servicethat can beimposed on the health care
providers.

IsThere Any Risk of Care Damage?

According to the definitionin Table 2, care damageisadamage
that could have been avoided if adequate measures were taken
by health care. The 2 services recommended and supplied by
the health care, Ssom and DELTA, are not associated with
medical treatment but involve sharing of potentialy sensitive
personal information. Although the risk of care damage is
limited to sharing of personal information, this entails privacy
risks for which the health care is responsible. To prevent this,
thereisno follow-up or surveillance system in the services that
automatically transfers personal information or use data to the
health care. To protect the users, the services has well-ordered
procedures for registration and login. All information transfers
are performed by web encryption technology, and professionally
trained personnel monitor all real-time activities and use logs.
Moreover, in DELTA, abuse or misconduct can be reported by
the users to be handled by the involved school personnel. Both
systemsthus have significant infrastructure for monitoring safety
and security of the userswithout interfering with their integrity.
For the other service, Give Me a Break, the health care will not
have any medical responsibility, as it neither has a medical
purpose nor is seen as health care or treatment. Consequently,
although problems can arise, there can be no care damage per
se.

Are Personal Data/Personal | nformation Handled?

Personal dataare handled in all the 3 servicesand in some cases,
such information is of sensitive nature asit relatesto health and
iscoupled to the usersidentity through apersonal code number,
name, or photo. In Ssom, health care handles sensitive personal
datacoupled to health and the users identity. In Give Me a break
and DELTA, the persona data are however not of sensitive
nature (not coupled to sensitive information about the users)
but deal with their identities and therefore still must be handled
with care. In al the 3 services, the users provide all data added
into and shared in the system, and the users are the sole owners
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of the information that they share. In Give Me a Break, the
personal and shared user profileis stored but can be deleted by
the usersthemselvesif they decideto no longer makeit available
to others on the service. The provider of each of the 3 services
has complete responsibility for all personal data stored or shared.
This includes responsibility to: inform about the purpose and
use of the service; not publish or share sensitive personal data,
if applicable, regularly monitor posts to discover offensive
personal data; and promptly remove any offensive personal
data

Doesthe Service Lack User Agreement?

At registration and the first logon to all the 3 services, the users
and their parents must approve an agreement in which the
purpose of the serviceisoutlined. The user agreement regul ates
privacy issues, terms of use, and responsibilities. Specifically,
they state to what extent and how the services are a part of the
user's health care. For Give Me a Break, the user agreement
also states that all use takes place on the users own initiative
and under own responsihility.

Discussion

The aim of this study was to develop a framework for legal
challengesto support designersin devel opment and assessment
of digital health services. The LCDH Framework presented
herein was created based on concepts and regul ationsidentified
through interviewswith authority representatives, and aprocess
of stakeholder review and iterative revision of the developed
framework confirmed that it was in accordance with current
regulation, legidation, and practice. Usability evaluation against
real cases of digital health servicesrevea ed how the definitions
in the framework feasibly guided identification of distinctive
and appropriate regulation to be considered and legal challenges
to relate to given the nature of each of the evaluated services.

The work of government regulation and legislation of digital
health services have not so far kept pace with the digital
development. Digital health servicesin variousformsare under
rapid development and are involving several stakeholders and
actors. Game and app developers, for instance, with innovative
ideas for digital hedth may experience obstacles in
implementation of digital health services in the interface
between health care and individuals [23]. One problem can in
many cases be the indistinct legislation.

This slow and perhaps circumspect legislation under
construction may cause difficulties to developers of digital
health services to acquire knowledge about relevant regulation
and how to relate to and act on the regulation. Implications of
this can be: (1) inaccuracies due to misinterpretations and (2)
omitted development of digita health services owing to
complexity in understanding the regulations. It would be
desirablein thefuture that thistype of regulation and legislation
would be prepared in cooperation between the authorities, the
developers, and the health care experts [12]. However, until
then, there is a need for a dynamic tool, a framework, guiding
designers and developers through the legal challenges in
development work in the digital health domain, together with
an understanding of the definitions of the concepts [13]. This
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is important both to simplify and speed up development of
digital health solutions [14] and to promote involvement of
developers experienced in digital service design [15]. Thereis
a need for approaching and proceeding with legal challenges
adjacent health care in the design development to facilitate the
forthcoming implementation.

The LCDH Framework presented in this article has the
qualifications to be a useful tool in guiding designers and
developers through the legal challenges in development work
in the digital health domain. The framework: (1) considers the
current regulation and legidation that apply in the EU; (2)
presentsthe definitions of relevant legal concepts; (3) isverified
by the Swedish Data Inspection Authority and eHealth
Authority; and finally, (4) iseasy to use. Theframework merely
aims to guide development by identifying legal dividing lines
between different digital health servicesin their product design.
It hasnolegal power to determine guidelines, and ajurisconsult
may need to confirm the legal application in case of
uncertainties. Although the concepts used in the framework are
based on legislation in the EU, it can be used in other contexts
to understand the legal challenges and the hierarchy of the
various concepts governing legislation within the digital health
domain.

Strengths and Limitations

As with al methods and studies used in research, certain
limitations apply. Theinterviewswere performed with 1 person
from each organi zation or authority over the phone. Performing
theinterviews over phone was convenient and time-saving, and
if theinformants had text material to share, it was sent by email.
Important information sources and stakehol ders can be identified

Garell et d

by using snowball recruitment [21]; however, thereisarisk that
important informants are missed by this approach. In our study,
it is likely that we through this approach identified relevant
informants as both the Swedish Data I nspection Authority and
the eHealth Authority verified our report. The mapping was
performed during the spring and summer of 2014 in accordance
with the regulations prevailing in Sweden. The definition of
eHealth is however taken from the European Commission’s
declaration of eHealth [3].

Conclusions

Consideration toward ethical aspectsis arequirement for both
performing and publishing research in relation to health and
human subjects. However, as long as such ethical aspects are
taken into account, no requirements are placed on that, and
research should also be aligned with legal challenges that are
relevant to the context of the research.

Structured discussion about legal challenges in relation to
health-promoting digital services can be enabled by a
constructive framework to investigate, assess, and verify the
digital service according to current legislation. The LCDH
Framework developed in this study proposes such aframework
and can be used in prospective evaluation of the relationship of
apotentia health-promoting digital serviceto the existing laws
and regulations. However, legidation regarding eHealth in
general and health-promoting digital services in particular is
under construction, and authorities' judgments are made from
case to case. Further research is critica to expanding the
knowledge base of cases, or products, using health-promoting
digital service implemented and where current legidation is

applied.
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