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Abstract

In parallel with the advances in big data-driven clinical research, the data safe haven concept has evolved over the last decade.
It has led to the development of aframework to support the secure handling of health care information used for clinical research
that balances compliance with legal and regulatory controls and ethical requirements while engaging with the public as a partner
in its governance. We describe the evolution of 4 separately developed clinical research platforms into services throughout the
United Kingdom-wide Farr Institute and their common deployment features in practice. The Farr Institute is a case study from
which we propose a common definition of data safe havens as trusted platforms for clinical academic research. We use this
common definition to discuss the challenges and dilemmas faced by the clinical academic research community, to help promote
a consistent understanding of them and how they might best be handled in practice. We conclude by questioning whether the
common definition represents a safe and trustworthy model for conducting clinical research that can stand the test of time and
ongoing technical advances while paying heed to evolving public and professional concerns.

(IMIR Med Inform 2016;4(2):€22) doi:10.2196/medinform.5571
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Introduction

Leaet a

The Big Data Dilemma

The challenges of secure electronic health care records reuse
and itstrustworthiness arewell recognized [1]. Theinternational
clinica research community is nevertheless continually
recognizing the significance of big datafor driving research and
deriving further benefit for patient care and outcomes [2,3].
While these challenges remain internationally applicable, we
focusin this paper on the recent experiences across the United
Kingdom to illustrate an ongoing dilemma and challenges
around the sharing and wider linkage of health and social care
records encouraged by the big data trend, and how established
protection strategies must continue to evolve to meet them.

In considering the ongoing dilemma, we discuss the paradigm
of the data safe haven (DSH) that has garnered increasing
interest across the UK research community. This paradigm is
acommonly recognized, state-of-the-art approach for handling
information derived from health carerecordsin clinical research,
which has also achieved international recognition. While the
paradigm has devel oped to include a set of 12 criteria, including
the need to take account of societal concerns and anxietieswhen
handling data within any environment that claims to be a safe
haven [4], there remains work to be done to develop a more
inclusive definition of trustworthiness in this context,
specifically with regard to the public and its views on security
[5]. But what does the paradigm look like in practice and how
doesit measure up against devel oping dilemmas and challenges
in the age of big data? We aim in this paper to answer this
guestion by discussing the practical experience of establishing
and running DSHs. With reference to a series of case studies
across the 4 nodes of the Farr Institute of Health Informatics
Research, which spans the United Kingdom, we build upon the
understanding that has developed around the DSH paradigm
and the need to apply a more developed and inclusive
understanding of trust asit appliesto different stakeholders.

We use the case studies to identify comparable features of the
4 nodes as they have developed and evolved independently.
Using thisand a detailed consideration of the legal, regulatory,
and information security requirements, we examine the
ramifications of their implementation in practice for clinical
research with regard to the established criteria. This providesa
basis to recommend an approach for fostering and nurturing
trust across stakeholders as the linkage trends and dilemmas
continueto evolve. We argue that the devel opment of such trust
relies on the engagement with and involvement of the publicin
the requisite governance and oversight of any system if it isto
be trusted. We emphasize that, in practical terms, the DSH
paradigm crucially must recognize that the management of risk
and support of trustworthy, careful working practice is not a
feature provided solely by encryption and access control
solutions, the physical security of data centers, or the control
of dataset release, but also by effective training, education, and
accreditation of the people using those systems so that they
understand how best they can work safely and securely, in
compliance with legal, regulatory, and ethical requirements.
While the focus of the work has been on the UK experience,
the discussion is intended to inform the identified challenges
of electronic health records reuse internationally.

http://medinform.jmir.org/2016/2/e22/

Big datain practiceinvolveslinking information from electronic
health care records with records contained in disease registries
and data generated by genome sequencing initiatives such as
the 100,000 Genomes Project [6] or the Electronic Medical
Records and Genomics Network [7]. The potential to link with
data collected from social care services has also been identified
as a key theme for research strategy [8], and there is
governmental support for both in terms of funding [9] and
legislative focus, for example, to aid health and social care
policy development [10].

Thistrend has been controversial, and anxieties about upholding
the medical profession’s duty of confidence to their patients,
protecting the patient’s right to a private life, and compliance
with data protection legislation have continued to emerge.
Studies that have explored attitudes toward using health and
other social care records for research point to general support
for research uses [11], which may, however, be conditional on
obtaining consent [12]. This must be taken in the context of an
identified “data trust deficit,” where the UK Royal Statistical
Society has found that people trust organizations (such as the
UK National Health Service, NHS) uses of data less than the
organizations themselves [13]. There have also been public
anxieties over the handling of initiatives such as the care.data
program in England [14] and more recently proposed initiatives
in Scotland [15]. Some concerns have been expressed about the
use of health record information for profit by industry [16], and
thereisevidenceto suggest that legal and regulatory compliance
may not be enough to win wider public and professional support
for al of theintended uses of information captured during health
care[17].

Thisapparent dilemmais compounded when viewed both from
the research—especially from the epidemiol ogi cal—perspective,
wherethereisevidencethat gaining explicit consent using opt-in
from participants reduces popul ation sample sizes significantly
and can introduce selection bias [18-23], and from a realist
perspective, where gathering consent is not always possible or
rules out afirm basis on which to process data[22,24,25]. This
must be coupled with discoveries that research participants are
expecting greater transparency about [26] and a*“louder voice’
in how research is conducted [27]. The dilemmais clearly one
that straddles both ethical and legal requirements and requires
balancing the rights of the individual—particularly around
autonomy—and the rights of thewider citizenry to benefit from
scientific progress [5].

In addition to this, and regardless of the measures taken to
protect participants as guided by the law and research ethics,
there remains some residual risk of harmful outcomes,
particularly if participants are accidentally or with some effort
deliberately re-identified within aresearch dataset. Methodsto
render records anonymous cannot guarantee anonymity [28-30],
meaning that risks of participant re-identification, and therefore
of harm, remain. These risks are becoming recognized as being
more likely with genome research [27]. De-identification might,
however, not always be the best approach to take: in 2006 the
UK Academy of Medical Sciences identified in its report on
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using personal datain health research that meaningful research
needed varying degrees of identifiable data because “...most
important research using personal data requires access to
identifiable data at some point for some purpose...” [31]. This
issue has surfaced in practice, where de-identification is being
used as a means to limit disclosure and protect the
confidentiality of health care records at the expense of data
utility for research [32] and is an impediment to research itself
[33]. This is further illustrated when the risk of detrimental
effectsto data quality and efficiency is heightened if disclosure
risk ishandled in isolation. Thisis problematic in cases where
analytic strength needs to be “borrowed” from one data source
by another to realize its public benefit, where data being
borrowed can be processed without needless re-identification
provided its governance is not handled independently of the
borrower dataset [34].

A balance therefore needs to be found between the extent of
de-identification and the utility of data for research, which
reemphasizes the importance of handling these risks according
to legislated requirements and meaningfully supported, trusted,
careful, and secure working practice that works at scale. But
what does that entail in practice and, crucially, what extent is
needed to protect participants and the research community, and
also to meaningfully address public concerns while honoring
the rights of the individual ?

What Is the Data Safe Haven Paradigm
and Where Did It Come From?

The concept of the DSH pertaining to the United Kingdom has
been developing since the early 1990s and continues to elude
a rigid or specific definition [4]. The garnering of the DSH
paradigm in the UK research community in particular is well
illustrated by the 2008 Data Sharing Review [35], which
emphasized the importance of handling health care data safely
and securely for research purposes. It recommended the
development of safe havens, which were identified as secure
working environments that required levels of accreditation for
researchers, as well as certification for data handling facilities
that were in line with high standards of information security.

The more recent Information Governance Review in 2013, in
which information-handling practices in England were
extensively reviewed by an independent, Department of
Health-appointed panel, has endorsed this recommendation
[36]. It identified the importance of the safe haven paradigm
and made further recommendations about levels of compliance
with existing codes of practice. Theseincluded the Information
Governance Toolkits across the UK jurisdictions, as well as
independent certification of compliance with standards such as
the International  Organization for  Standardization
(1SO)/International Electrotechnical Commission 27001 standard
on information security management [48]. The ISO standard
establishes the requirements for information security
management and helpsto mold legal prescription into practical
tools for use in working practice. 1SO 27001 offers an
opportunity for independent certification by 1SO-accredited
information security experts, which in turn provides higher
levels of assurance around the security of certified systems.

http://medinform.jmir.org/2016/2/e22/
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In 2014, the Academy of Medical Sciences hosted a meeting
about DSHSs in research to better understand what had been
developed and how they were working. The meeting identified
a need for developing a common definition of the DSH in
practice. Additionally, emphasis was placed on the importance
of developing these DSHs with due regard to providing
performance metrics and success criteria, research, training,
and educational needs, as well as understanding public
expectations by means of meaningful, ongoing engagement and
potential involvement [37]. By reviewing the state-of-the-art in
safe working practice for clinical research, the aim of the
meeting was to bring a common understanding to the wealth of
legislative, regulatory, and practical requirementsthat underpin
information governance in clinical research practice.

Since the 2014 meeting, commentary and discussion around
the understanding of the DSH paradigm have continued, and
evidence has emerged that this is becoming an internationally
recognized concept. Burton et al [4] have provided a set of 12
criteriato define the meaning of DSH. The criteria are focused
on trustworthiness and reliability of the data that are provided,
on upholding legal and ethical requirements, and on managing
and releasing data within the bounds of social acceptability.
The criteria also relate to maintaining the security of the data,
specifically around the preservation of confidentiality, integrity,
and availability of the data, and appropriate and secure access
to identifying data and their protection [4]. Knoppers and
Chadwick concludethat “[c]lear systems of governance, public
trust in data security, personal empowerment and the
responsibility it brings re ‘knowing’ (or not) as well as
transparency of research outcomes are to be welcomed...” [5].
They have further developed an understanding of the ethics
involved in this area and expanded the scope of
“trustworthiness’ to include the public and its views on the
security of safe havens. In this paper, we consider these 12
criteria and the more inclusive scope defining trustworthiness
with adeeper discussion of legal, ethical, and risk management
reguirements.

Basesin Law for | nformation Gover nancein Research
in the United Kingdom

We refer to the main acts of law and common law that are in
place to govern health research and protect information asit is
used for these purposesin the United Kingdom. We use the UK
legislature to describe the bases in law because we will discuss
implementations of the DSH paradigm in research platforms
across three jurisdictions in the United Kingdom: Wales,
Scotland, and England. To summarize, the bases in law stem
from afocus on protection of individuals and the definition of
professional dutieswith the common law duty of confidentiality
and its variations across UK jurisdictions. There are aso
statutory provisions around consent for research and protections
for vulnerable groups in the Children Act 1989 [38] and the
Mental Capacity Act of 2005 [39], and for using biological
samples for research in the Human Tissue Act of 2004 [4Q].
The legislature further recognizes the right to a private life in
the Human Rights Act of 1998 [41]. The more data-focused
Data Protection Act of 1998 [42] defines statutory requirements
for handling data to protect the individuals about whom data
have been recorded, compliance with which is overseen by an

JMIR Med Inform 2016 | vol. 4 | iss. 2 |[e22 | p.5
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR MEDICAL INFORMATICS

Information Commissioner who has powersto fine organizations
for serious breaches. The Information Commissioner also
oversees compliance with European regulations regarding
electronic communications [43].

Further statutory provision exists in the form of the Health and
Social Care Act of 2012 [44], which providesabasisin law for
processing information to support health and social care services,
as well as the Health and Socia Care Information Centre in
England, an organization responsible for handling health and
socia careinformation and for gathering large research datasets,
which was originally identified as an accreditor of safe havens.
The Care Act of 2014 [45] definesthe need for ethical approval
of health research viaprocesseslaid out by the Health Research
Authority in England and Wales, and requires that the Health
and Social Care Information Centre handle datawith dueregard
to privacy. Additional support in England and Wales lies in
Section 251 of the National Health Service Act of 2006 [46],
which empowers the Secretary of State for Health to set aside
the common law duty of confidentiality, where applicants must
show regulatory compliance and show a substantial public
interest for setting aside the common law, a power that in
Scotland lies with Caldicott Guardians, senior figures who
safeguard the confidentiality of patient data in the NHS and
enable appropriate information sharing. While this armory of
legal protections enforces the requirement of careful working
practice and processing that should not undermine reasonable
uses of health care data, it does not offer an immediate answer
to information reuse dilemmas, nor does it alter the risks of
re-identification in de-identified datasets. Theselegd protections
need both understanding and interpretation before uses of
information can be governed in practice.

Requirementsand Motivations: Risk Management in
Practice

Thelegd requirements must nevertheless be enacted in practice.
Data Protection Act principle 7 requires data to be handled
securely; however, enacting this requirement in practice is not
asimpleor trivial task. Perhaps the most authoritative resource
for developing information security management is the 1SO
27000 series of standards [47]. Within this series the most
pertinent standards are 27001 (which defines the requirements
for information security) [48] and 27002 (which defines a code
of practice for implementation of the elements of 1SO 27001)
[49]. An accredited 1SO auditor can certify compliance with
27001 independently, while 27002 relies on an understanding
of and success criteria set by the organization that is
implementing the requirements established in 27001. Thismakes
it difficult to certify independently, but it is certainly internally
auditable. A prime example of 1SO 27002 existsin the form of
the Information Governance Toolkitsand their variations across
UK jurisdictions[50]. These have been devel oped to incorporate
requirements from legislation and good practice guidelines for
organizations that handle health care information and provide
abasisfor establishing levels of compliance.

A key element of 27001 and its certification is to define the
scope of the security requirements. It then mandates the
development of an information security management system
(ISMS), which must be well supported by management and
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responsible parties. The ISM S provides abasisfor organizations
to run risk assessments and analyses on data use, and to refine
the findings into mitigation strategies that are developed in
policiesfor data use. These policies must be understood by the
peoplethat they are supposed to govern and must define abasis
for configuration of software toolsresponsiblefor access control
and privilege management. There isafocus on engagement for
and with people working with information, which in turn
mandates that they should be well informed and guided in
working practice. Bearing in mind the particulars of security
practicalities, the safe haven concept is focused on mitigating
risks, whether risks to participants and their re-identification,
risks to organizations who process the data, risks to
organizations who have control and responsibility for the data,
or risksto continuing research and public appetite for the support
of research.

To summarize, 1SO 27001 alows for an independently
certifiable process to show that organizations are compliant
with the internationally recognized core requirements of good
information security practice, while SO 27002 providesabasis
to contextualize those core requirements through the Information
Governance Toolkits in the context of health care research.
Recognizing these criteria, the apparent evolution of the safe
haven concept has included work in the research community to
seek independent certification for compliance with 1SO 27001
to provide additional practical security and support for research
communities as well as public reassurance. While these help
provide assurance that some of the 12 criteria provided by
Burton et a [4] are met, the extent to which this reassurance
supports trustworthiness remains unclear.

Requirementsand Motivationsin Context: Evolution
of the DSH Paradigm Through Information
Governance Research

The 2013 second Caldicott review of information governance
recoghized that the research community had worked hard to
overcome perceived impediments of information governance
when handling health care information for purposes beyond
health care, that “ significant lessons regarding data sharing from
public health and research” and “...the approach to information
governance adopted in public health and research may be
helpful...” to other sectors[36]. The next section focuses on the
experience of what thismeansin practice using 4 independently
developed examples of DSHSs across the United Kingdom to
illustrate the practicalities and the need to involve and engage
with the wider public to satisfy their interest in research work
and understand their concerns over the use of health and social
care records.

We discuss the examples of the 4 nodes of the Farr Institute of
Health Informatics Research as small case studiesto illustrate
the devel oping paradigm. The Farr Institute comprises 4 nodes
across the United Kingdom: onein Wales, onein Scotland, one
in the southeast of England, and one in the north of England.

TheInstitute was founded in 2013 and hasincorporated aseries
of research platforms that have been devel oped independently
of each other in partnership with research funders and local
NHS trusts and health boards. Each of these nodes has also
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developed and evolved its own information governance
frameworks, systems, and processes. The Welsh and Scottish
examples have achieved international recognition for their
initiatives [51], and the English examples have achieved
independent | SO certification in line with the recommendations
inthe second Caldicott review. But do these examplesrepresent
acommon view of the original safe haven concept? We discuss
the 4 nodes in the next sections, which are structured according
to the common features identified across each node that have
emerged during the case studies.

Safe Havens in Research: Farr Institute
Node Case Study Examples

Farr Health eResearch Centre (North England)

Core Governance Framework

The Farr Ingtitute Health eResearch Centre in north England is
a collaboration between 4 universities in the region, the NHS,
and industry. It is governed by a steering group that meets
periodically to develop and maintain strategy, as well as to
monitor performance of the Centre and its facilities. This
steering committee comprises senior representatives of the
universities involved with the Centre (including Liverpool,
Lancaster, and York), independent NHS representatives, users,
and industrial collaborators, as well as patients and members
of the public.

I ndependent Ethical Review, Certification, and User
Accreditation

The Centre will host a DSH at the University of Manchester,
where the equipment on which it is run is held within a
physically secure environment. Thisincludestheinfrastructure
for data storage, archiving, and networking that serves academic
research collaborators and includes connections to components
held within the NHS network. The safe haven is compliant with
the requirements of an 1SO 27001 ISMS, where some
components have achieved independent certification and the
others are expected to have done so by early 2017. The NHS
networked component iscompliant to level 2 of the Information
Governance Tool kit and isrun within the governance framework
of the NHS. The safe haven and its use are governed by security
policies and standard operating proceduresin linewith the 1ISO
ISMS. Once projects have received required approved, the safe
haven provides both NHS users and researchers with secure
local and remote access to virtual machinesthat offer asuite of
analytics toolstailored to the analysis needs of their projects.

Cataloguing and Data Management

This suite of tools, termed the dLab (for data laboratory), will
provide researcherswith adataset catalogue, providing metadata
descriptions of dataavailable within the safe haven environment.
The dLab will further provide desktop access to data,
applications, compute power, and storage, aong with
appropriate authentication, authorization, and auditing
infrastructure. The safe haven offers additional featuresto link
datasets where appropriate permission has been granted and an
archiving feature for virtual machines on which analyses have
been run once the researchers have confirmed they are
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completed. Additionally, an el_ab data management facility [52]
will be provided to researchers. Where appropriate to the level
of sengitivity of data being accessed, both the dLab and el ab
components of the safe haven will provide remote desktop
access using 2-factor authentication. In the longer term, the
dLab software stack will be provided to the equivalents in the
other Farr Institute partners for exchange of scripts, data, and
research objects [53], with the potential for implementing a
single sign-on mechanism between Farr Institute partners. The
implementation of remote accessis designed to reduce the need
for additional copying and physical transfer of data. Additional
facilities within the safe haven include a data deposit facility to
receive sensitive datasets on behalf of Farr Institute Health
eResearch Centre consortium members. Pseudonymized data
can bereceived from NHS partners through periodic data feeds
via the N3 network, again mitigating any need for excess
copying or physical transportation of data.

Future Ambitions and Developing Protection:
Opportunities for Public I nvolvement

In addition to existing approvals requirements, the Centre is
working toward establishing an independent governance board,
comprising both expert and lay members, to review research
project proposals and approve them before the researchers can
have access to the tools and datasets that they need to answer
their research questions. The Centre intends to make any
approval's dependent on the governance board's assessment of
the scientific validity of the project’'s proposed research
guestionsin combination with the results of independent ethics
reviews. The governance board will a so approvethe researchers
themselves, and this relies on ensuring the researchers have
undertaken information governance training as required by the
standard operating procedures.

Farr Centrefor Improvement in Population Health
through E-recor ds Research (Wales)/Secure
Anonymised Information Linkage Databank

Governance Framewor k

The Centre for Improvement in Population Health through
E-records Research (CIPHER) (Wales) node of the Farr Institute
uses the Secure Anonymised Information Linkage (SAIL)
Databank at Swansea University. Conceptualized in 2006, SAIL
has since been evolving continually. At the heart of the SAIL
model was and is the need to find and maintain a balance
between preserving individual-level privacy and harnessing the
potential to use health-related datato their full potential for the
benefit of public health [54]. Seven essentia objectives were
set: secure data transportation, reliable data matching between
datasets, robust anonymization and encryption, disclosure
control, data access controls, scrutiny of data utilization
proposals, and externa verification of compliance with
information governance. SAIL has developed in partnership
with NHS Wales and continual consultation with the Welsh
Government, regulatory bodies, and professional and public
groups.
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I ndependent Ethical Review, Certification, and User
Accreditation: Opportunities for Public I nvolvement

SAIL insists on data sharing agreements being in place between
SAIL and all data providers. Through the SAIL gateway, data
are provided to each project on a predetermined basis. All
research proposals are submitted to an independent information
governance review panel, which includes representation from
the British Medical Association, Public Health Wales, NHS
Wales Informatics Service (NWIS), National Research Ethics
Committee, and the public (members of the Consumer Panel
for Data Linkage Research). Approva is given only if the
research is appropriate and in the public interest, and the
research can proceed only on receipt of full approval from this
panel. Project analystsare then assigned permissionswithinthe
SAIL gateway to match theindependent information governance
review panel application, with access controlled through an
automated security system. Project-specific data views are
created to provide tailored data subsets.

All persons accessing the SAIL gateway have to be approved
researchers (have undergone accredited training) and are
required to sign a comprehensive data access agreement about
their use of the datain SAIL. Theresearchis carried out within
the SAIL secure gateway environment. Results can be taken
out only viaarequest process, whichinvolvesscrutiny by SAIL
senior analystsfor informati on governance issues, such assmall
cell counts, and other breaches of the SAIL output release
policy.

Accessto the SAIL databank isremote, viaafirewalled virtual
private network known as the SAIL gateway. It uses enhanced
user authentication, auditing of all SQL commands, and
configuration controls to ensure that data cannot be removed
or transferred unless authorized.

Cataloguing and Data Management

Robust anonymization is provided by a trusted third party,
NWIS. All data are transferred using Web-based secure file
upload facilities, with incoming datasets being split into a
demographic component (personally identifiable information)
and aclinical or event component. The demographic component
issent to NWIS, which then assigns an anonymouslinking field
to each individual, thus ensuring anonymity and encryption.
The clinical component is sent to SAIL. At SAIL, the
anonymous linking field is linked to the clinical or event data
and reencrypted.

Future Ambitions and Developing Protection

SAIL is engaged in a constant program of improvement and
has moved to a purpose-built data science building, which will
also house the Administrative Data Research Network. The
physical security for the new data science building will be
configured such that it will accommodate successfully the
physical security requirements for al projects and research
programs based within the building, including the storage of
Administrative Data Research Centre for Wales de-identified
government data (classified to officia/official sensitive)
requiring the highest level of security (security zone 5) within
the building. The external 1SO 27001:2013 ISMS certification
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process for the SAIL program was completed in November
2015.

Farr Scotland/Scottish Health I nfor matics Programme

Governance Framework

The Scottish node of the Farr Institute builds on the progress
and success of the Scottish Health Informatics Programme
(SHIP), which ran from 2009-2013. Through SHIP, aprincipled
proportionate governance model was developed in order to
streamline research applications and approvalsfor datalinkage,
while simultaneously ensuring that research was scientifically
sound and ethically robust. Risk mitigation played acentral role
within the SHIP model, and access to health data for research
was contingent on performing a privacy risk assessment and
meeting the benchmarks of safe people, safe environments, and
safe data, as described by Sethi and Laurie [55]. Farr Scotland
[56] is building on these contributions (and requirements) from
SHIP in tandem with the Scotland-wide Data Linkage
Framework, the Scottish Informatics Linkage Collaboration,
National Records of Scotland's Registrar General, and the
Administrative Data Research Centre.

I ndependent Ethical Review, Certification, and User
Accreditation: Cataloguing and Data Management

Access to the national safe haven and national data (located at
the NHS National Services Scotland) is provided via the
electronic Data Research and Innovation Service. This service
assigns (approved) researchers (who have undergone accredited
training) to adedicated research coordinator who offers support
for the process of submission of the initial data access
application (including study design and coding) right through
to dataanalysis. All data uses must abide by the key benchmarks
set out under SHIP. The research coordinator also acts as an
intermediary between data controllers and researchers, who
must all abide by the Guiding Principles for Data Linkage
established by the Scottish Government. Streamlined approval
for access to more than one NHS board dataset for research
purposes was granted by the Privacy Advisory Committee for
Scotland which, as of May 1, 2015, is to be subsumed under
the new Public Benefit and Privacy Panel for Health and Social
Care.

The Scottish Government is leading the establishment of
proceduresto provide independent accreditation of safe havens
(safe settings), mechanisms for monitoring compliance (safe
projects), guidance on coding, terminology, and disclosure (safe
outputs), and the development of training for researchers (safe
people). A significant challenge for the Farr Institute is that
Scotland lacks|egislation “ defining the status of accredited safe
havens, but the review of the Patients’ Rights Act, due in 2016,
may provide an opportunity to make clear in law the status of
the safe havens’ [57].

Future Ambitions and Developing Protection:
Opportunities for Public I nvolvement

The Farr Institute will be embedded within a network of safe
havens, which includes the NHS National Services Scotland
national safe haven and 4 lead NHS Research Scotland nodes.
Quite what this network will look like and how it will operate
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is still very much under development. The national safe haven
currently consists of 2 stand-alone computer terminals that
accredited researchers can access remotely viaa secure network
or server.

Therecent Scottish Government report A Health and Biomedical
Informatics Research Strategy for Scotland [58] considers the
potential and challenges involved with establishing such a
network of safe havens. It has identified the following key
challenges in order to facilitate interoperability between safe
havens: technical challenges, the practical details of how a
network of safe havens should operate, and determining whether
asingle point of entry should be necessitated (or whether there
can be multiple points of entry). On this latter issue, a balance
must be achieved between having a single point of entry, and
support and provision of local expertisefor researchers. Indeed,
additional safe havens may be established, and the question
arises asto whether these safe havens can join the network and,
if so, which standards and accreditation procedures they will
be subject to. In this vein, a Safe Haven Charter for Scotland
(based on the core principles of SO 27001) is being devel oped,
which will include a set of high-level principles around
technical, practical, and overarching governance considerations
[59]. The biggest challenge will be striking a further balance
between determining and meeting common and consi stent data
standards while facilitating flexibility between local nodes. Farr
Scotland has a dedicated work stream committed to civic
engagement and will striveto explore and feed in to governance
approaches and public attitudes around such uses of data.

Farr London

Core Governance Framework

The London node of the Farr Instituteisacollaboration between
University College London, the London School of Hygiene &
Tropical Medicine, and Queen Mary University of London. The
DSH has been established within the School of Lifeand Medical
Sciences at University College London as an identifiable data
handling service, comprising atechnical solution for the secure
storage of identifying or pseudonymized data, and a service
within which the technical solution is mapped that provides
individual health research projects guidance on how to develop
their own working practices and achieve Information
Governance Toolkit compliance.

I ndependent Ethical Review, Certification, and User
Accreditation

The research projects running within the Farr London node are
subject to their own contractual obligationswith data providers,
as well as independent ethical approvals and oversight, where
any changesto approved information handling, linkage, or wider
sharing must be authorized by the ethics committee that provided
the original approvals via University College London, the
London School of Hygiene & Tropica Medicine, or Queen
Mary University of London boards, or the NHS research ethics
committees, where needed.

The technical solution comprises a“walled garden” approach,
which uses secured virtual sessions run from within a secure
infrastructure. This element has achieved SO 27001:2013
certification and isaudited annually by accredited | SO auditors.
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All steps use a 2-factor authentication, and the session forbids
any download of data (including copying and pasting and some
screen capture). All projects arelogically segregated from each
other within the safe haven, and access is controlled and
permitted only to those users who have been registered and
attended information governance awareness training courses,
as well as completed online information governance tests
annually for their reaccreditation.

The identifiable data handling service provides guidance on
how to achieve appropriate levels of Information Governance
Toolkit compliance, preparation for seeking Section 251
exemption from the common law duty of confidentiality where
applicable, and wider information security framework
development, including the drafting and execution of data
sharing agreements and codes of practice. The identifiable data
handling service aso routinely tours the partner institutions
with awareness sessions and runstraining courses and the online
annual information governance reaccreditation tests for
registered users. In addition to this, theidentifiable datahandling
serviceisgoverned by auser group, which routinely meets and
offers usage feedback to the School of Life and Medical
Sciences, and an executive project board, which oversees
budgeting and approves the execution of upgrades and changes
to the service and systems. The outreach to the user community
istailored to help them understand the security and good practice
requirements and the change in working behavior within this
managed environment.

Cataloguing and Data Management

The technical solution also includes a patient indexing service,
which is based on bespoke de-identification and record linkage
software devel oped by Belgian security company Custodix [60].
This service dlows for datasets to be anonymized or
pseudonymized where appropriate, so that these datasets can
be securely shared under any required authorization with other
Farr Institute nodes or authorized research collaborators. The
linkage software can merge records across different projects
held within the safe haven where this is permissible.
Functionality includesafeature whereclinical datasourcesare,
on registration, able to upload identifiable datasets securely
using a dedicated upload service. Research project recipients
are then able to access the uploaded data and transfer it to a
suite of licensed database and analytical tools over a secure
virtual session.

Future Ambitions and Developing Protection:
Opportunities for Public I nvolvement

The identifiable data handling service is considering the
establishment of an ethics oversight committee to include a
panel of researchers, clinicd and legal expertise, and
involvement from patient groups or members of the public to
help consider any ad hoc collaborations across research projects
or wider interventions.

Discussion

A Common Paradigm?
Across the 4 Farr Ingtitute nodes, common features of the
information governance frameworks have been developed. In
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all cases, thereisarecognized compliance with the Information
Governance Toolkit or the Scottish equivalent. The English
nodes have been certified to | SO 27001, and the CIPHER node
received certification in November 2015. Each node comprises
or isin the process of establishing a series of committees and
panels for oversight, development, and governance, with some
cases including public and lay representation. Each node also
requiresthat researchers undertake training and education before
they can use the facilities.

The following appear to be consistent features for a safe haven
across the Farr partners that build upon the 12 criteria offered
by Burton et a [4] and the need identified by Knoppers and
Chadwick [5] for expanding the definition of trust to include
the wider public and their trust in security:

1. Independent certification for establishing good working
practice, which includes afocus on people and behaviors when
handling information and the development of steering
committees and working groups

2. Training, education, and accreditation of people who work
within the environment, including assessment and professional
certification

3. Working practice within the prescription of jurisdictional
legidlative relief, which includes reviews by ethics committees
for research activities

4. Catal oguing and data management, which includes an updated
resource for defining not only what data are available, but also
the requirements for using them in research within these
environments

5. Participant contact for research or appropriate exemptions
under the law

6. Developments in protection and future ambitions

7. Opportunities for public engagement and involvement,
including events and workshops to disseminate research
findings, aswell ashaving lay representation on panels, steering
committees, and working groups. This helps ensure that the
public have a voice in the policy, use, and development of the
infrastructure.

Is This Enough?

Our proposed common definition illustrates the key aspectsfor
devel oping the DSH paradigm into trusted platformsfor clinical
research. It emphasizes that we must implement and maintain
concrete examples of what is safe in terms of protecting
participants and researchers, and what is trusted by those same
participants, funders, the academic research community, and
the wider public. This common definition builds on the criteria
established by Burton et a [4] and takes into account the need
for a more inclusive understanding of what is meant by trust,
reinforcing the proposals of Knoppers and Chadwick [5]. This
work further develops these themes and findings by providing
not only exemplars of how these aspects are established in
practice, but also a proposed framework for the ongoing
evolution away from the static notion of the safe haven as a
physical environment alone. It is moving the understanding
toward a trusted research platform that handles societal,
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individual, and professional concerns, and offers reassurance
and the opportunity to govern its operation beyond the research
and regulatory communities. It supports the notion that an
environment view must also include the people who work in,
govern, and contribute to that environment, and their support.
Trust must be won and nurtured, and it will vary according to
the stakeholders who are involved in doing research, or indeed
about whom the data have been collected; this relies on
involvement and informed dial ogue.

Such arequirement will not be met by focusing on theintegrity,
reliability, or security of the technical solutions within the
platformsthemselvesin isolation from the training needs of the
researchers and their education of what good working practice
entails. Nor can this in turn be handled in isolation from
independent ethical oversight of how data can be used, or
without encouraging and supporting lay representation on
steering groups for the platforms or research consortia that use
them. The provenance of the data themselves must provide
assurance to the research community that the data arefit for the
purposes of their research, but cannot be the focus of efforts
without ensuring that they are adequately catalogued. Critically,
none of these aspects can be isolated from ongoing public
engagement and education, which involves a 2-way
communication between the academic research community and
the public about how information is used and what the benefits
are.

To fully articulate what we mean by safe and trusted, we must
reemphasize that at the core of the DSH paradigm isthe notion
of risk management. We have discussed how risks of participant
identification remain regardless of the methods used to render
records anonymous, and we have highlighted that the research
community needs moreidentifiable attributesfor realistic utility
and should not handle risk management across datasets in
isolation, at the cost of reasonable use and sharing. The DSH
paradigm is ultimately about managing those risks, so no basis
for an open dialogue with the public or their meaningful
involvement can take place without being transparent about the
existence of those risks. But the DSH approach does not
guarantee, and nor should it, that risks will not remain; rather,
they operate within an independently certified environment that
will more likely be able to adapt to the changing nature of
known and emerging risks, with due respect to interest from
the public and their concerns, and ongoing mindfulness of the
ethics around the research, its data use, and its outputs. Such
environments are made up as much of people and their actions
as of hardware, software, and policies.

It is for individual members of the public to decide how they
feel about the ways in which information recorded about them
isbeing looked after, and while they do not always get asay in
whether information is shared for purposes other than their
direct care, the DSH paradigm must emphasi ze the importance
of highlighting the benefits of the information sharing in spite
of therisks of re-identification, at the very least to give people
an opportunity to develop an informed opinion, rather than
erroneously guaranteeing them arisk-free solution. To win the
trust of any stakeholder, this means that we must encourage
shared ownership of the problem with the public and patient
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communitieswhile being transparent and open about how health
information isused and why it isimportant that it is being used.

Conclusions

We have described the motivations behind devel oping the DSH
paradigm to support the big data, epidemiological research drive.
In doing so, we have discussed the basis for the paradigm and
introduced a series of requirements from a legal, ethical, and
information security perspective, building on established work
in this area. We have emphasized that these alone do not
represent clear public anxieties about and interest in how
research is conducted and information is protected. Through
this discussion, we have proposed a common definition of the
DSH paradigm by considering and describing the technical
infrastructure, ethical oversight, researcher training and
education process, the internal governance, and external,
independent audit and public engagement and involvement
drives of 4 independently established clinical research platforms
and the common features among them.

Leaet a

We have critically reviewed the proposed definition by
emphasizing the importance of involving the public and
engaging with them openly and transparently, especially with
regard to risks or re-identification and how the risks are
managed. The focus of the DSH paradigm cannot be solely on
technical or procedural approaches to risk mitigation.
Engagement with peopleis paramount, and not exclusively with
the public but also the researchers who use the platforms
underpinned by the DSH paradigm. This includes responding
to their educational needs and supporting their ability to do the
research with guidance on ethical requirements and due
diligence for understanding funder requirements. It is
particularly vital to understand the needs and expectations of
all these stakeholders if the clinical research community is to
inspire trust in their research platforms. While this paper has
focused on experiences across the United Kingdom, thefindings
will be of interest internationally to help manage the challenges
that exist for electronic health recordsreusein clinical research.
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Abstract

Background: Visua acuity is the primary measure used in ophthalmology to determine how well a patient can see. Visua
acuity for asingle eye may be recorded in multiple ways for asingle patient visit (eg, Snellen vs. Jager unitsvs. font print size),
and berecorded for either distance or near vision. Capturing the best documented visual acuity (BDVA) of each eyein anindividual
patient visit is an important step for making electronic ophthalmology clinical notes useful in research.

Objective: Currently, there is limited methodology for capturing BDVA in an efficient and accurate manner from electronic
health record (EHR) notes. We devel oped an algorithm to detect BDVA for right and | eft eyesfrom defined fieldswithin electronic
ophthalmology clinical notes.

Methods: We designed an algorithm to detect the BDVA from defined fields within 295,218 ophthalmology clinical notes with
visual acuity data present. About 5668 unique responses were identified and an algorithm was devel oped to map all of the unique
responses to a structured list of Snellen visual acuities.

Results: Visual acuity was captured from atotal of 295,218 ophthalmology clinical notes during the study dates. The algorithm
identified al visua acuitiesin the defined visual acuity section for each eye and returned asingle BDVA for each eye. A clinician
chart review of 100 random patient notes showed a 99% accuracy detecting BDVA from these records and 1% observed error.

Conclusions: Our agorithm successfully captures best documented Snellen distance visual acuity from ophthalmology clinical
notes and transforms avariety of inputsinto astructured Snellen equivalent list. Our work, to the best of our knowledge, represents
thefirst attempt at capturing visual acuity accurately from large numbers of el ectronic ophthalmology notes. Use of thisalgorithm
can benefit research groups interested in assessing visual acuity for patient centered outcome. All codes used for this study are
currently available, and will be made available online at https://phekb.org.

(JMIR Med Inform 2016;4(2):e14) doi:10.2196/medinform.4732

KEYWORDS

visual acuity; best documented visual acuity; best corrected visual acuity; electronic health record; electronic medical record;
phenotyping; data mining; ophthalmology
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Introduction

Visual acuity isone of the most important records of datain an
ophthalmic examination. To an eye care provider, it is the
equivalent of avital sign, such as heart rate or blood pressure.
In most electronic health records (EHRS), it is recorded as a
free text in a defined field and not as pure structured data.
Additionally, in asingle clinical visit, visual acuity for a given
eye may have severa different values recorded within the EHR
note. For example, a new patient seen by an ophthalmol ogist
without correction (glasses) may see 20/100, with an old
correction may see 20/30, but the “best corrected vision” with
new glasseswill see 20/20. In this scenario, three different visual
acuitiesfor asingle eye would be recorded in one clinical note.

The vision assessed in an examination with the patient not
wearing any glasses or contact lens correction, is recorded as
“uncorrected visual acuity.” If the patient is wearing glasses or
contacts, it is recorded as “ corrected visual acuity.” In aperson
with normal eyesight who does not need glasses, their vision
without glasses (“uncorrected” visual acuity) is expected to be
20/20. In myopic (near-sighted) or hyperopic (far-sighted)
patients who wear appropriate glasses and otherwise have a
normal visual system, their vision with glasses (“corrected”
visual acuity) would also be expected to be 20/20. If a person
has an eye problem such as a cataract or diabetic eye disease,
their “best corrected” vision glasses may be worse than 20/20.

Patients often present to an ophthalmologist’s office because
of blurred vision, which may be due to the use of a lens
prescription that is outdated for their eyes. It may also be due
to an underlying disease of the eye that is limiting vision. In
either situation, a test called refraction may be performed.
Refraction (measuring for glasses) will measure the appropriate
lens strength to focus light on theretinaand determinetheeye’s
visual potential or best corrected visua acuity (BCVA).
Clinically, it is the single BCVA for each eye that represents
the maximal visual potential, and this value is of most interest
to clinicians and researchers[1].

Table 1. Sample clinical encounters and corresponding BDVAS.

Mbagwu et a

Patients with an eye disease such as cataract may see 20/100
with their old glasses. They may be subsequently refracted but
may only be able to see 20/50 with the new lenses because the
cataract partially blocksthe vision. Technically, the BCVA can
only be determined if a patient is refracted during the visit. In
the preceding example, the BCVA is the same as the best
documented visual acuity (BDVA), that is, 20/50. If the patient
above was not refracted during that visit, the BDVA for that
encounter would have been 20/100 and the BCVA would be
unknown.

Sometimes aquick test such asthe pinhol e test can approximate
the best refraction or BCVA, but is not as accurate as the “gold
standard” of refraction. Also, in some officevisits, no refraction
or pinhole test is performed, so the only visual acuity is the
“current” visual acuity, and the BDVA may or may not be equal
or even close to the true BCVA. Therefore, while BCVA isthe
commonly used clinical term, when abstracting visual acuities
from an EHR, BDVA isthe appropriate terminology used.

In the exampleillustrated in Table 1, a patient had three office
visits to three different eye care providers over a span of 1
month. Inthefirst visit it was noticed that the patient had blurred
vision in both eyes and the patient was refracted. It was
discovered that the patient’s right eye had a limited vision due
to diabetic retinopathy and the | eft eye needed updated glasses.
During this visit, the BCVA was found to be the same as the
BDVA. During the second visit, the retina specialist did not
refract the patient, but used a pinhole to estimate the BCVA. In
this visit, the BDVA was close to, but dlightly different than,
the true BCVA, which was not determined as the patient was
not refracted. During the third visit to an eyelid specialist, the
specidlist only checked the vision with the then used glasses
and did not refract or pinhole asit was not rel evant to the reason
for thisvisit. In this case, the BDVA was “worse” in each eye,
but that was due to the lack of attempt to measure or estimate
the BCVA.

Visit

A. First visit with doctor for new glasses
Vision with correction
Manifest refraction
BDVA

B. Second visit with specialist to evaluate retina
problem

Vision with correction
Pinhole
BDVA

C. Third visit with eyelid specidlist for eyelid
lesion

Vision with correction

BDVA

Right=20/100 Left=20/40
Right=20/60 Left=20/20
Right=20/60 Left=20/20
Right=20/100 Left=20/40
Right=20/70 Left=20/25
Right=20/70 Left=20/25
Right=20/100 Left=20/40
Right=20/100 Left=20/40

3BDVA: best documented visual acuity.
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A proper agorithm will assess all visual acuities in defined
fields for an encounter and return the one with the best vision
in each eye.

Intheclinical setting in the United States, visual acuity is most
commonly measured using a Snellen chart, where the patients
view a standard set of letters at a distance equivalent to 20 ft.
to determine their own visua acuity compared with what a
“normal-sighted” individual would see at 20 ft. (ie, 20/20.) The
numerator isthe distance at which thetest is performed and the
denominator isthe distance at which the smallest | etter identified
by the patient subtends an angle of 5 arc min [1]. A higher
number in the denominator is indicative of worse vision, that
is, 20/100 is worse than 20/20. Visua acuity is generally
checked in each eyeindividually for diagnostic purposes. There
are other standards used to determine visual acuity, such as
metric Snellen equivalents or logarithm of the minimum angle
of resolution (LogMAR). Jager values (J1, J2, and so on) or
font print size (8, 10, 12, and so forth) are used to test near visual
acuity.

Recent work supports the use of datain EHRs for accurate and
efficient identification of specific disease phenotypes[2-9]. The
Electronic Medical Records and Genomics (eMERGE)
consortium has demonstrated numerous successes identifying
disease phenotypes. Past work specific to ophthalmology utilized
a combination of approaches to identify cataract cases from
EHR-based phenotyping of clinical notes[10]. However, despite
the importance of visual acuity as a primary measurement of

Textbox 1. List of visual acuities used in algorithm devel opment

Mbagwu et a

how well a patient can see, no standard method exists for the
rapid and accurate extraction of BDVA from EHR notes.

This paper describes an agorithm we developed to capture
distance visual acuity data from ophthalmology EHR clinical
notes. We applied the algorithm to 295,218 patient records in
Northwestern Medicine's Enterprise Data Warehouse
(NMEDW). We then compared our detection method to a chart
review of a random sample of 100 patient notes under the
direction of a board-certified ophthalmologist to test accuracy.

Methods

Algorithm Development

Within the Northwestern Ophthalmology clinics, the EPIC EHR
(EPIC Systems Corporation, Madison, WI) hasbeeninusesince
2007. The structured visua acuity (“Snellen—Linear”) field in
the EPIC EHR allowsfor discrete abstraction of the resultsthat
are entered by the provider. There are three different standard
unitsthat can be used while designating the results for the visual
acuity examination (Snellen, Jager, and font print size). With
the current version of EHR, visua acuity is entered as a free
text option that allows the provider to choose to manually type
in the results or choose from a drop-down menu. Asaresult, a
large variety of responses can be entered in variousvisual acuity
sections. In total, we identified 5668 unique responses, all of
which we mapped back to a standard Snellen visua acuity
notation from the list in Textbox 1.

« 2010
« 2020
« 2025
« 2030
« 20140
e« 2050
« 2060
« 2070
« 2080
. 207100
« 20125
o 20200
o 201400

«  CF(counting fingers)

«  HM (hand motion)

« LP(light perception)

« NLP (nolight perception)
o  LP(light perception)

Visual acuity measurements can be recorded in at least eight
structured fieldswithin our EHR notefor each eye. In our EHR,
a separate visua acuity can be measured for each eye with or

http://medinform.jmir.org/2016/2/e14/

without correction, with a pinhole device, refraction before
dilation drops, refraction after dilation drops, autorefraction,
and near vision with or without correction.
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To further complicate the data, while visual acuity is recorded
in defined fields, it is entered as free text, making a direct
abstraction less meaningful as a single measurement could be
recorded in avariety of different ways. For instance, providers
could often write other clinical information in the visual acuity
field that may be helpful in future clinic visits. Examples of
responses entered included: “20/20 slow,” “ after waiting 1 min
20/20inlighted room,” “20/60 w/head tilted down,” and “ 20/60
blinking with ointment.”

We extracted these data from our NMEDW using Structure
Query Language (SQL). This language allows for the
manipulation of the data in a convenient fashion and is the
standard for most clinical databases. SQL alowsfor “keyword”
searches where one can designate that a result must include a
certain text string. All of the responses that included these were
then manually mapped to one of the visual acuity categorizations
in Textbox 1.

To address the fact that the 5668 unique responses found in the
EHR do not represent every possible future input value, we

Figure 1. Algorithmic Determination of Best Documented Visual Acuity.

Mbagwu et a

developed a mechanism to categorize text not currently in the
vocabulary list. It employed string searches for known visual
acuities that were initially entered in the “visual acuity”
structured field from the EHR notes. This was accomplished
by taking all visua acuities listed in Textbox 1. The algorithm
only used this method if it came across a result that could not
be mapped back to a previously categorized response, as the
human curated vocabulary was considered the “ Gold Standard.”

Visual acuities were then ranked in terms of best to worst as
designated by their numeric representation. For example, the
categorized result of 20/10 was ranked number one, 20/20 was
ranked number two, and so on. This ranking alowed for
additional coding to determinewhich visual acuity wasthe best
for a particular patient note (Figures 2 and 3). All codes used
for this study are currently under publication and will be later
available at https://phekb.org for open use. Figure 1 illustrates
the algorithm’s acuity mapping and ranking logic. Figures 2
and 3 detail an example of a BDVA determination from a
clinical note.

EPIC EHR Note

Algorithm Processing

Capture Visual Acuity
"Exact Match"?

Yes

No

Add to Rank List

Yes

Run
algorithm to get
BDVA

Is there another visual
acuity for this eye in the No
note?

Report BDVA as highest
" |visual acuity in rank list

http://medinform.jmir.org/2016/2/e14/
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Figure 2. Screenshot of EPIC EHR provider input. Red Box outlines al fields containing visual acuity data (Right Eye: 20/50 and 20/30. Left Eye:
20/30, 20/20. Blue Box outlineswhat the algorithm detected asBDVA for each eye (Right Eye: 20/30, Left Eye: 20/20). ©2016 Epic Systems Corporation.

Used with permission.
HPI

Status: Signed
>
Vision getting worse in the right eye; difficulty seeing tv. Still able to drive without difficulty; eyes turn red more

Exam
Base Exam
Visual Acuity (Snelleg_Lijnear) Wearing Rx Pupils
Right [Cert [Sphere [Cylinder TAxis I [Pupils JAPD
|Dist cc 20750 | JiIEL] . [Right 175 [+050 168 | [Right  PERRL Nons
Correction: Glasses |Left 1-0.50 [ [ | Left PERRL |None
Tonometry (Applanation, 4:20 PM) Visual Fields
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|Pressure 13 10 Result |Full (Full
Dilation
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Edited by |
Refraction
Wearing Rx Manifest Refraction
[Sphere [Cylinder [Axis | |Sphere [Cylinder [Axis
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|Left 050 | | | Left -1.50 +0.50 015
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Figure 3. Flow diagram for algorithmic processing of the ophthalmology EHR note in Figure 2.

All visual acuities detected
for Right and Left Eyes

Right Eye:
20/50
20/30

Left Eye:
20/30
20/20

BDVA Assigned
Right Eye: 20/30

Left Eye: 20/20

EHR Ophthalmology Clinical

Note

Data

We extracted the data from the NMEDW. The NMEDW is a
joint initiative across the Northwestern University Feinberg
School of Medicine and Northwestern Medicine. Itsmissionis
to create a single, comprehensive, and integrated repository of
all clinical and research data sources on the campusto facilitate
research, clinical quality initiatives, healthcare operations, and
medical education. The study began in early 2007 as this was
the year when the ophthalmology clinic transitioned fully to an
EHR.

The data for this study was obtained from the Northwestern
Medicine Department of Ophthalmology adult outpatient
ambulatory clinic visits at Northwestern Memorial Hospital,
which uses the EPIC EHR. All patients aged between 18 and

http://medinform.jmir.org/2016/2/e14/
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89 years were included in the study. Additionally, al notes
where a record included any measurement of a visual acuity
(Snellen—Linear) were used to develop the algorithm. There
were atotal of 298,096 clinical notes from the Ophthalmology
clinic between January 1, 2007, and December 31, 2014. Of
these, 295,218 notes from 57,317 unique patients had at least
one visual acuity measurement recorded in the chart and were
therefore included in the analysis.

In order to evaluate the accuracy of the results of the algorithm,
two reviewers, an ophthalmology attending physician and a
medical student (PB, MM), independently reviewed 100
additional ophthalmology clinical notes and documented BDVA
for each eye. For internal validation, a proper correlation was
found between the two reviewers every time.
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These BDVAswere then compared with those generated by the
algorithm. Using clinician chart review as a gold standard, we
evaluated the accuracy for our algorithm.

The protocol was approved by the Northwestern University
Ingtitutional Review Board Officein Chicago, Illinois.

Results

About 295,218 ophthalmology clinical noteswerefound to have
visual acuity data present. This represented 57,317 unique
patients who had at least one eye examination for which visual
acuity was captured. The overall average age of patientsin this
study was 57.6 years (range of 18-89 years). Most visual
acuities detected in patients were 20/100 or better (86.2%;
Figure4); “20/20” wasthe most common visual acuity recorded
(38.7%), followed by “20/25" (18.9%).

For each clinical note, there was an average of 1.48 and 1.49
visual acuity recordingsfor every right and | eft eye respectively,
with arange of 0—7 acuitiesfor each eye. Of the 295,218 clinical

Table 2. Chart review results of BDVA agorithm.

Mbagwu et a

notes, 54% (158,786) had more than one visual acuity recorded
for either theright or left eye. There were 5668 unique responses
recorded in any of the defined visua acuity fields.

When examining specific documented Snellen visual acuity
values, approximately 80% of thetime there was an exact match
of the documented visual acuity when compared with the Snellen
valuesin Textbox 1. The breakdown for each Snellen equivalent
of exact match versus those acuities requiring interpretation by
the algorithm is shown in Figure 5.

A random sampling of 100 patients (200 eyes) for which visual
acuity was captured was used for a clinician chart review, and
was conducted in afashion similar to previously published work
[10]. The BDVA noted by the clinicians was compared with
the value captured by the agorithm. The algorithm was found
to have an overall accuracy of 99% (99% right eye; 99% left
eye), as shown in Table 2. Visual acuities documented in areas
of the chart other than the structured visual acuity fields, such
asthe “History of Present IlIness’ portion of the clinical note,
accounted for two (1.0%) instances of error.

Total number of patients reviewed 100
Total number of eyes 200
Right eye accuracy 99%
L eft eye accuracy 99%
Overall accuracy 99%

3BDVA: best documented visual acuity.

Figure4. Graph depicting frequency of visual acuity detected within EHR notes by ranges (CF=Count Fingers, HM=Hand Motion, L P=Light Perception,

NLP=No Light Perception).

Percent of Total Visual Acuities
45
40
35
30
25
20
i B Percent of Total Visual Acuities
10
5
0 || — .
=20/20 20/25to 20/40to 20/100 to20/300to CF, HM,
20/30 20/100 20/300 20/1000 LP, or
NLP
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Figure5. Visual Acuity as detected by agorithm.

Mbagwu et a

B Exact Match

No Light Perception (NLP)
Light Perception (LP)
Hand Motion (HM)
Count Fingers (CF)
20/400

20/200

20/125

20/100

20/80

20/70

20/60

20/50

20/40

20/30

20/25

20/20

20/10

Visual Acuity: Exact Match vs Acuity Requiring
Interpretation

B Required Algorithmic Interpretation

Discussion

We created a unique agorithm to accurately determine best
documented distance Snellen visua acuity data from EHR
systems using electronic ophthalmology clinical notes. This
algorithm was used on alarge-scale data repository of 295,218
notes and was validated comparing the resultsto amanual chart
review of 100 clinical notes. The algorithm accurately detected
visual acuity in 99% of cases.

Principal Findings

Just as with visual acuity, there are numerous components of
themedica record note (such as chief complaint, smoking status,
alergies, and so forth) that may or may not contain compl etely
“structured data,” and are not easily captured. The accurate
representation of quantitative traits from EHR notes is often
overlooked due to difficulty with how they are documented
within the EHR (often in free text), or assumption that these
data are implicit within a clinical diagnosis. Given these
challenges, related methodology to our work has necessarily
been devel oped for other measures, such as detection of cataract
cases [10] and adult height [4] from EHR notes. Numerous
studies attempt to capture these in accurate and efficient ways,
with varying results [11-14]. Our work, to the best of our
knowledge, represents the first attempt at analyzing and
capturing best documented visual acuity from electronic
ophthalmology notes. Thiseffort will allow usto perform patient
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centered outcomes research from the electronic health record.
Our future work will center on comparative effectiveness
research with BDVA changesfor various treatments of macular
degeneration, diabetic retinopathy, and cataract surgery just to
name afew. Additional work to define EHR-based phenotyping
of quantitative traits like BDVA can enable higher throughput
association studies [15-20].

Limitations

There are limitations to our algorithm. First, with this method,
it is only possible to categorize responses retrospectively and
maintain complete confidence that they will be properly
categorized. Any agorithm that searches free text may have
difficulty deciphering it (eg, transposing the letter “O” for a
“zero"). As visua acuity is captured as free text, a physician
could enter aresult that has never been used before and would
not be captured by the current grouping method. We added more
flexible rules, such as our aternative detection method, which
could be put in place to attempt to categorize results
prospectively but there is a potential for it to be inaccurate.
Instead, it is likely that this method will require ongoing
maintenance to maintain complete confidence.

Second, this algorithm was developed and tested using visual
acuity valuesfoundin NMEDW and based on one EHR system.
The algorithm currently searchesin the “visual acuity” section
of the EPIC EHR note. Should visual acuity be documented
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elsewhere, such as a descriptive phrase in the history or
assessment, it will not return aresult; however, in our study this
occurred in lessthan one percent of visual acuity notes audited.
While this is a potential limitation, other EHR systems are
known to store datain asimilar defined fieldsfashion, increasing
the potentia generalizability of our agorithm at other
institutions and EHRs [21,22]. The application and use of our
algorithm at different clinical sites, aswell ason different EHR
platforms, will be the focus of future work.

While this is a representative sample of the Snellen distance

Mbagwu et a

algorithm for other types of visual acuity measurement systems
(such aslogMAR, ETDRS, metric scales, and so on), or when
serving different patient populations such as pediatric
populations or low vision patients. Our algorithm is flexible
and can be easily modified by incorporating results from
site-specific chart reviews. All codes used for this study are
currently available upon request to the corresponding author.
Asvisual acuity isaprimary marker of assessing visual health,
this research represents a pivotal first step in making
ophthalmology electronic medical notes easily accessible for
research purposes.

visual acuity measurements, it may be necessary to adjust the
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Abstract

Background: Policy makers promote the use of eHealth to widen access to health care services and to improve the quality and
safety of care. Nevertheless, the enthusiasm among policy makers for eHealth does not match its uptake and use. eHedlth is
defined in this study as “health services delivered or enhanced through the Internet and related information and communication
technologies”

Objective: Theobjective of thisstudy wasto investigate (1) the current use of eHealth in the Netherlands by general practitioners
(GPs) and health care users, (2) the future plans of GPsto provide eHealth and the willingness of health care usersto use eHealth
services, and (3) the perceived positive effects and barriers from the perspective of GPs and health care users.

Methods: A cross-sectional survey of a sample of Dutch GPs and members of the Dutch Health Care Consumer Panel was
conducted in April 2014. A pre-structured questionnaire was completed by 171 GPs (12% response) and by 754 health care users
(50% response). In addition, two focus groups were conducted in June 2014: one group with GPs (8 participants) and one with
health care users (10 participants).

Results: Three-quarters of Dutch GPs that responded to the questionnaire (67.3%, 115/171) offered patients the possibility of
requesting a prescription via the Internet, and half of them offered patients the possibility of asking a question via the Internet
(49.1%, 84/171). In general, they did intend to provide future eHeal th services. Nonethel ess, many of the GPs perceived barriers,
especially concerning its innovation (eg, insufficient reliable, secure systems) and the sociopolitical context (eg, lack of financial
compensation for the time spent on implementation). By contrast, health care users were generally not aware of existing eHealth
services offered by their GPs. Nevertheless, half of them werewilling to use eHeal th serviceswhen offered by their GP. In general,
health care users have positive attitudes regarding eHealth. One in five (20.6%, 148/718) health care users perceived barriers to
the use of eHealth. These included concerns about the safety of health information obtained viathe Internet (66.7%, 96/144) and
privacy aspects (55.6%, 80/144).

Conclusions: GPsand health care users have generally positive attitudes towards eHealth, which is a prerequisite for the uptake
of eHealth. But, general practitionersin particular perceive barriersto using eHealth and consider the implementation of eHealth
to be complex. This study showsthat thereisroom for improving awareness of eHealth servicesin primary care. It will take some
time before these issues are resolved and eHealth can be fully adopted.

(IMIR Med Inform 2016;4(2):e11) doi:10.2196/medinform.4515
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Introduction

Support among national policy makers and health officials for
eHealth in many Western countries is considerable, and efforts
are focused on national strategies to expand its use [1]. Active
promotion of eHealth arisesfrom the belief that eHealth widens
access to health care services and has considerable potential to
increase service efficiency [1-3]. Furthermore, the use of eHealth
has the potential to support patients self- management,
especialy in those with chronic diseases such as asthma [4].
eHealth also has a potentially considerable impact on the use
of health systems and patient-doctor roles[5].

There are many different definitions of eHealth in the literature
[6,7]. A commonly used definition of eHealthis“health services
and information, delivered through the Internet and related
information and communication technol ogies, to improve or to
enable health and health care” [8]. We use this definition in our
study, which focuses on the use of patient online services in
primary care for example, making an appointment with the
genera practitioner (GP) via the Internet and asking the GP a
guestion viathe Internet.

The global use of Internet has expanded dramatically in the last
10 years[9]. Morethan 90% of GPs offer Internet services that
can be used by patientsto communicate with their practice[10].
In European primary care, positive evolution in the use of
eHealthisclearly observable. For example, the use of electronic
networks for the transmission of medical patient data is well
established and widespread. But the enthusiasm for eHealth
among national policy makers is generally not matched by
uptakeand usein primary care among GPsand health care users
[10,11].

From previous research, we know that the introduction of
eHealth servicesis often seen asdisruptivein relation to existing
practice, rather than being supportive[2,3,12,13]. New systems
and technologies also arrive with a set of assumptions of user
needs, and they may not match user views and expectations
[14,15]. We also know that beliefs and attitudes play an
important role in the adoption of technology [16-18].

Thereis considerable literature available about the adoption of
innovations in general, and in many disciplines such as public
health [19]. However, to our knowledge, less is known about
more specific areas, such as the process of adopting eHealth
services in general practice, which is the focus of our study.
The implementation of Internet communication services in
primary care by GPsisexpected to have positive effects because
these services can increase the efficiency of care, patient
satisfaction, and quality of care. Studying eHealth use in the
area of primary care is important, as this may generate
invaluable knowledge, for instance about access to primary
care. Information about accessis also important because of the
clear gate-keeping role of GPs for (more expensive) medical
specidlists in the health care system. For example, the use of
online communication (e-consults) by GPs in primary care
practice can reduce the number of office visits and can enlarge

http://medinform.jmir.org/2016/2/e11/

primary care access [10]. This is the case in the Netherlands,
where the GP is the entry point to the system.

The aim of this descriptive study is to gain insight into the
current use of eHealth services by GPs and health care users
and to identify the needs and perceived barriers of GPs and
health care users using eHealth. This paper addresses the
following questionsfor GPs: (1) What eHealth services do GPs
currently provide? (2) What eHealth services do GPsintend to
provide in future? (3) What are the needs and barriers that GPs
face in providing current/future eHealth services? We also
addresssimilar questionsfor health care users: (1) What services
do health care users currently use? (2) What services are health
care users willing to use in future? (3) What are the needs and
barriers that health care users face in using current/future
eHealth services? The findings from the perspective of both
GPs and hedlth care users will enable us to compare both
perspectives. This examination can contribute to the
implementation of eHealth and the uptake of eHedlth use in
genera practice.

Methods

Survey

This study is part of an annual, national survey about eHealth
in the Netherlands, “The eHealth-monitor”, financed by the
Dutch Ministry of Health, Welfare and Sport [20]. In 2014, the
monitor study was performed for the second time and these data
are used in this paper [21].

Recruitment

General Practitioners

In April 2014, we sent an online questionnaire to a sample of
1402 GPs. These GPs were drawn from the members of the
Royal Dutch Medical Association, which is representative of
Dutch GPs in age and gender. At the time of the study, about
12,400 GPs were members of the Roya Dutch Medical
Association. We sent an email reminder at 2 weeks and 4 weeks.
In total, 171 GPs completed the questionnaire.

Health Care Users

In April 2014, a sample of 1500 panel members of the Dutch
Health Care Consumer Panel run by NIVEL (Netherlands
Ingtitute for Health Research) was drawn. This sample was
representative of the Dutch population aged 18 years and ol der
regarding gender and age. This consumer panel is an access
panel that consists of alarge number of individuals who have
agreed to answer questions on a regular basis. At the time of
the study, the panel comprised approximately 6750 members
[22]. The collected data are protected by registration with the
Dutch Data Protection Authority (No. 1262949). In addition,
the panel has privacy regulations.

We sent questionnaires by post or email, according to the
respondents’ previously stated preference. After 2 weeks, a
postal reminder was sent. Those respondents who preferred to
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fill in an online questionnaire received areminder after 1 week
and again after 2 weeks by email. A total of 754 health care
usersfilled out the questionnaire.

Focus Groups

In June 2014, two focus groups were set up: one with GPs and
one with health care users. The GPs were recruited from the
respondents who gave permission in the questionnaireto receive
an invitation for a focus group. The hedlth care users were
recruited from the respondents who gave permission in the
guestionnaire to receive an invitation for a focus group. Eight
practicing GPs attended the focus group (2 women, 6 men). The
focus group of health care users consisted of 10 individuals (5
women and 5 men). We did not ask the participants for their

age.

The goal of the focus groups was to obtain feedback on the
results of the survey and was meant to complement the
guantitative part of the study. The goal of the focus groups was
to gain more insight into the motives and underlying reasons
for the participants to use (or not use) eHealth services and
examine which positive effects and which barriersthey perceive
regarding the use of eHealth.

Questionnaire

General Practitioners

We asked GPs how often they use the Internet in their daily
work and which device they use to access the Internet. We also
asked the GPs (1) which eHealth services they currently offer
in their general practice (eg, making an appointment with the
GP viathe Internet, (2) their plans to offer eHealth servicesin
future, and (3) their perceived barriers to offering eHealth
services.

Health Care Users

The questionnaire for health care users addressed the same
eHealth-related topics as those in the questionnaire for GPs.
Questions were asked about the use of Internet at home, for
example, for gathering information about health and health care:
(2) familiarity with eHealth services, offered by their GP, (2)
usage and willingnessto use eHealth services, and (3) perceived
barriersto using eHealth. Only the respondents who had contact
with their GP during the past year were asked to answer the
guestions about familiarity with eHealth and willingnessto use
eHealth.

Analysis

Questionnaire

To describe the use and the perceived barriers of eHealth
services by health care users and by GPs, we used descriptive
statistics. The analyses for the GPs were performed with the
statistical program SPSS, version 19.0. The analysesfor health
care users were performed with the statistical program Stata,
version 13.0.

For questions asked to al health care users, we weighted the
descriptive analyses for age and gender in such a way that it
resembled the distribution of age and gender within the Dutch
population from 18 years, based on data from Statistics
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Netherlands. We applied a weighting factor ranging from 0.6
to 1.5.

The GP sampleisrepresentative of the Dutch population of GPs
regarding gender, but the response is not representative for age:
GPs younger than 35 years and GPs aged 50 years and older
responded more often. Nevertheless, we did not use a weight
factor to correct for this because applying the weight factor did
not affect the results.

Focus Groups

In the two focus groups, the main results of the survey were
discussed with the participants (GPsand health care users). The
focus group feedback was recorded, transcribed, and coded in
relevant topics.

Results

General Practitioners

The questionnaire was completed by 171 GPs, which isa 12%
response rate (52.0%, 89/171 male; mean age 46 years, range
31-68 years). All the GPs in this study accessed the Internet in
their daily work, using acomputer or laptop (100.0%, 171/171),
smart phone (80.7%, 138/171), or tablet (39.2%, 67/171). GPs
used the Internet mostly to gather medical information (90%)
or to show information to patients (78.9%, 135/171).

In this section we discuss the three research questions regarding
GPs.

What eHealth Services Do GPs Currently Provide?

The possibility of requesting a prescription viathe Internet was
the most common eHealth service offered by GPs (see Table
1; 67.3%, 115/171). In second place, half of the GPs (49.1%,
84/171) stated that they offer patients the opportunity to ask
them a question via the Internet. Other eHealth services, such
as making an appointment viathe Internet, receiving areminder
for an appointment, and screen-to-screen contact between GP
and patient, were scarce (0.6%, 1/171 to 18.1%, 31/171).

What eHealth Services Do GPs I ntend to Providein
Future?

GPswho do not have plansfor offering eHealth services, often
reported that they would like to offer these services. For
example, four out of ten GPs (41.5%, 71/171) would like to
offer patients the possibility of receiving a reminder for an
appointment via the Internet or by text message (see Table 1).
Looking at the plans and the willingness of the GPs to offer
more eHealth servicesin the near future, we found that almost
a quarter of the GPs plan to offer patients the opportunity to
make an appointment via the Internet within 1 year (22.8%,
39/171).

What Are the Needs and Barriers Facing GPsin
Providing Current or Future eHealth Services?

Most of the GPs (79.5%, 136/171) who completed the
guestionnaire experienced barriersregarding eHealth (see Table
2). About half of the GPs mentioned that communication with
patientsviathe Internet isnot explicit enough (48.5%, 66/136).
They daso noted that implementation of eHedth is
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time-consuming and that there is no funding or financia
compensation for the effort and time they spend on it (48.5%,
66/136). GPs also perceived that contact by telephone or
face-to-face contact is more efficient than contact viathe Internet
(42.6%, 58/136) and that they do not have the time for training
or upskilling regarding eHealth (40%, 54/136).

The general experience of GPsin the focus groups was that the
implementation of eHealth is inevitable. One GP stated that
“eHealth is becoming more and more important, so | had better

Pecterset d

prepare for it.” All the participating GPs in the focus groups
were familiar with eHealth, but they were also reluctant to use
eHealth. “ Thereis no triage when patients make an appointment
via the Internet and there is no patient information available”
(GP1). GPs who attended the focus group also “fear loss of
control of their agenda’ (GP2) and “fear huge increase of patient
appointments’ (GP3). Providing patient online communication
is also perceived as “time-consuming and expensive” (GP4),
and “the reimbursement for an e-consult is not sufficient to
compensate the investments’ (GP5).

Table 1. GPswho offer and are willing to offer eHealth-servicesin their general practice (N=171).

According to GPs n (%)

Thisisoffered Thereareplansto Therearenoplans,
offer within 1year but | would like to

Thereareno plans,
and | do not know

Thereareno plans,
and | would not

offer if | would liketo  liketo offer
offer

To make an appointment with my GPviathe 31(18.1) 39 (22.8) 44 (25.7) 40 (23.4) 17(9.9)
Internet
To receive areminder for an appointment with 13 (7.6) 12 (7.0 71(41.5) 50 (29.2) 25 (14.6)
my GP viathe Internet or text message
To ask my GPfor arequesting prescriptionvia 115 (67.3) 16 (9.4) 28 (16.4) 7(4.2) 5(2.9)
the Internet
To ask my GP a question via the Internet 84 (49.1) 13(7.6) 17 (9.9) 39 (22.8) 18 (10.5)
To talk with my GP screento screenviathe 1 (0.6) 4(2.3) 33(19.3) 78 (45.6) 55(32.1)

Internet, for example via atablet

http://medinform.jmir.org/2016/2/e11/

JMIR Med Inform 2016 | vol. 4 | iss. 2 |ell | p.27
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR MEDICAL INFORMATICS

Table 2. Barriersto using eHealth, perceived by GPs (N=171).

Pecterset d

Barriers n (%)

Perceived barriers (N=171)
Yes 136 (79.5)
| do not know 27 (15.8)
No 8(4.7)

Type of barriers (N=136)
The communication is not explicit enough, when contacting via the Internet 66 (48.5)
Lack of financial feesfor the time spent to implement eHealth 66 (48.5)
Less efficient than contact by telephone or face-to-face contact 58 (42.6)
Lack of timeto delve into this 54 (39.7)
Lack of sufficient safe systems 52 (38.2)
Fear of criticism about privacy aspects 49 (36.0)
Fear of increasein patients' care demands 48 (35.3)
Lack of clarity about laws and regulation regarding eHealth 46 (33.8)
Doubts about the benefits for my general practice 46 (33.8)
Lack of clarity about a good way to set up the system 40 (29.4)
Fear that patients have higher expectations 38(27.9)
Lack of standards for the right set-up of systems 32(23.5)
Doubt about the benefits for patients 33(24.2)
Lack of knowledge and skills to apply eHealth in my general practice 32(23.5)
Lack of technical support 28 (20.6)
Patients are unfamiliar with eHealth 24 (17.6)
Resistance of employeesin my general practice to expand the possibilities of eHealth 19(13.9)
Lack of opportunities for training 17 (12.5)
No access to the right technique 14 (10.3)
Patients’ resistance to expanding the possibilities for using eHealth 3(2.2)

In the focus groups, GPs aso reported that they “have a need
for information about the do’s and the don’ts of eHealth, such
as how to deal with privacy aspects or with triage when using
electronic appointments’ (GP6). Also, GPsin the focus groups
mentioned that they “have an urgent need for information from
acolleague GP’ (GP7) so that they can learn from each other
about how to deal with technical, financial, or organizational
problems.

According to the focus groups, most of the GPs had plans to
offer eHealth services in general practice because of the
opportunities to widen access to their practice and to improve
the service to patients. “The added value of providing online
patient servicesisthat the telephone of the general practicerings
less often.” Another advantage for GPs was convenience: “I
can answer patients' online questions at a moment | prefer”
(GP8).

Health Care Users

The questionnaire was completed by 754 members of the Dutch
Health Care Consumer Panel, which is a response of 50%
(51.1% male, 385/754; mean age 52 years, range 20-84 years).

http://medinform.jmir.org/2016/2/e11/

We also asked health care users questions about their Internet
use at home because the availability and use of Internet is an
important prerequisite for using eHealth. Almost all health care
users (93.0%, 676/727) used the Internet at home, on various
devices, such as a computer or a laptop (97.6%, 644/660), a
smart phone (51.2%, 338/660), or a tablet (48.8%, 322/660).
Many health care users (70.0%, 465/664) stated they find using
the Internet easy, 20.0% (133/664) were neutral, and 9.9%
(66/664) had the opinion that using the Internet is difficult.
Health care users used the Internet especially for gathering
information about health and health care (64.4%, 463/719), to
look up information about nutrition and health (50.5%, 350/693),
and to search for relevant information in deciding whether or
not they should visit their GP (38.8%, 279/719).

In this section we answer the three research questionsregarding
health care users.

What eHealth ServicesDo Health Care UsersCurrently
Use?

Table 3 shows that about half of health care users (48.6%,
282/580 to 60.0%, 352/587) who visited their GP last year at
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least once, did not know whether or not the above-mentioned
eHealth services are offered by their GP. For example, 55.0%
(323/587) did not know if it is possible to make an appointment
viathe Internet. Health care users were most familiar with the
possibility of requesting a prescription from the GP via the
Internet (30.5%, 177/580).

When welook at the frequency of eHealth use, 17.8% (102/573)
of the health care users who visited their GP last year at |least
once used this eHealth service (see Table 4). Other eHealth
services, such as making an appointment with the GP via the
Internet and screen-to-screen contact between patient and GP,
were hardly used in general practice, according to health care
users (4.3%, 25/573 and 1.2%, 7/563, respectively; see Table
4).

What eHealth Services Are Health Care Users Willing
to Usein Future?

About half of the health care users that did not use eHealth
servicesreported that would like to use these servicesif offered
by their GP (43.7%, 246/563 to 50.3%, 288/573; see Table 4).
An exception is the possibility of talking with the GP via the
Internet, for example a tablet. Only one out of five (19.0%,
107/563) would like to use this service if offered by their GP.

Pecterset d

What Are the Needs and Barriers Facing Health Care
Usersin Using Current or Future eHealth Services?

Onefifth of al the health care users (20.6%, 148/718) perceived
barriers to using the Internet for their health and health care
(Table 5). Health care users who perceived barriers mostly had
“concerns about the validity of theinformation obtained viathe
Internet” (66.7%, 96/144) and “ concerns about privacy aspects”
(55.6%, 80/144). Barriers to eHealth use also had to do with
beliefs. In this study, we found that half of the health care users
thought that using the Internet was not suitable for personal
contact (49.3%, 71/144). Health care users also needed more
knowledge and skills in using eHealth (36.1%, 52/144), and
they had doubts about the benefits of eHealth for themselves
(35.4%, 51/144).

According to the focus groups, health care users also perceived
benefits using eHealth. They were motivated to use eHealth for
reasons of convenience, such as the possibility of contacting
their GP at any time. Some members of the focus groups
commented that “ The use of Internet for health careisnice, but
personal contact with the GPisalso important” (PT1). “Internet
isno substitute for personal care. Sometimes you want to speak
your GP face-to-face” (PT2). Another member of the focus
groups noted: “Change will occur slowly, because the privacy
aspect and safety are also issuesthat should be addressed” (PT3).

Table 3. Familiarity of eHealth in general practice by health care users, who visited their GP at |east once last year (N=580-587).

According to health care users

n (%)

Thisis possible | do not know if it  Thisisnot possible

ispossible
To make an appointment with my GP viathe Internet 77 (13) 323 (55) 187 (32)
To receive areminder for an appointment with my GP viathe Internet or text message 31 (5) 352 (61) 197 (33)
To ask my GP for arequesting prescription viathe Internet 177 (30) 282 (48) 127 (22)
To ask my GP a question via the Internet 84 (14) 340 (58) 159 (27)
To talk with my GP screen to screen viathe Internet, for example via atablet 8(1 348 (60) 225 (39)

Table 4. Use and willingness to use eHealth by health care users who visited their GP at least once last year (N=563-573).

According to health care users n (%)
lusedit, at least | didnotuse, but | didnotuse and | did not use, and
once last year | would like to | do not know if I | would not like

use would liketo use touse

To make an appointment with my GP viathe Internet 25 (4) 262 (46) 139 (24) 145 (25)

To receive areminder for an appointment with my GPviatheInternet 13 (2) 261 (46) 125 (22) 166 (29)

or text message

To ask my GP for a prescription viathe I nternet 102 (18) 288 (50) 90 (16) 93 (16)

To ask my GP a question via the Internet 22 (4) 246 (44) 135 (24) 161 (29)

To talk with my GP screen-to-screen viathe Internet, for examplevia 7 (1) 107 (19) 183 (32) 270 (48)

atablet
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Table 5. Barriersto using eHealth, perceived by health care users (N=718).

Pecterset d

Barriers n (%)
Perceived barriers by health care users (N=718)
Yes 148 (20.6)
| do not know 184 (25.6)
No 386 (53.8)
Type of barriers (N=144)
Concerns about the vaidity of health information obtained viathe Internet 96 (66.7)
Concerns about privacy aspects 80 (55.6)
Using the Internet is not suitable for personal contact 71 (49.3)
Lack of knowledge and skills to adjust eHealth 52 (36.1)
Doubt about the benefits of eHealth for myself 51 (35.4)
Unfamiliarity with the possibilities of eHealth 45 (31.3)
Lack of technical support 20(13.9)
Lack of time to delve into eHealth 18 (12.5)
My care provider does not offer the opportunity 13(9.0)
| have no access to the Internet 7(4.9)

Discussion

Principal Results

Theresults of the 2014 eHealth monitor show that three-quarters
of the GPs that responded (67.3%, 115/171) offered patients
the possibility of requesting a prescription viathe Internet and
half offered patients the possibility of ask them a question via
theInternet (49.1%, 84/171). eHealth servicesfor patients such
as making an appointment viathe Internet, receiving areminder
for an appointment, and screen-to-screen contact are much less
likely to be offered by GPs. In general, the GPsin our study did
have plansto offer eHealth servicesor at least they werewilling
to offer eHealth. Thus, the potential for further growth of
eHealth servicesin general practice exists. However, we found
that over three-quarters of respondents experience barriers to
successful use eHedth. The main barriers they cited are
communication problems, lack of financial compensation, and
lack of time and technical skillsto implement eHealth in daily
practice. Accordingly, these barriers could hinder the further
development of eHealth services.

The results of this survey also showed that eHealth services
offered by GPsare not well known to health care userswho had
contact with their GP at least once last year. But nearly half of
health care users are willing to use eHealth services, if offered
by their GP, which means there is great potential for eHealth
in the future.

It isworth pointing out the differencesin perception of eHealth
services between health care users and GPs. When we compare
health care users and GPs, we may conclude that GPs often
report that they offer eHealth services, while many health care
users are not aware of these services being offered. That said,
we have to keep in mind the low response rate of GPs.
Accordingly, there appears to be a substantial gap between the
availability of eHealth services in general practice and health

http://medinform.jmir.org/2016/2/e11/

care users familiarity with the possibility of using eHealth
offered by their GP. To increase familiarity with eHealth
services, websites such as National Health Services Choicesin
England isan example of altering health care seeking behavior,
attitudes, and knowledge among health care users [23].

When we compare the findings of our study about barriers
perceived by GPs with those perceived by health care users, it
is remarkable that only one fifth of health care users perceive
barriersto using eHealth versusthe majority of GPs. A possible
explanation for thisgap in perceived barriersisthat health care
users scarcely use eHealth services, so it is plausible that they
do not know whether or not they perceive barriers.

Comparison With Previous Studies

Earlier studies showed that, in a European primary care setting,
positive evolution is clearly observable in GPsS' use of the
Internet, mainly with regard to online medical information
searches, use of electronic health care records, and to a lesser
extent, electronic transfer of patient data[24].

GPsareaso increasingly seeking out eHealth services, such as
digital prescribing and email consultations, to improve patients
access to health care, patients' quality of care, and service
efficiency [2,25]. For example, a recent study of electronic
prescribing suggests that after the implementation, the
appropriate prescribing in polymedicated patients improved
[26]. Thisisin line with our findings that GPs are optimistic
about the potential of eHealth to increase accessto primary care
and improve quality of care. Our findings that GPs and health
care users experience barriers are aso in line with research
about health careinnovation in general [19] and with theresults
of other reviews and longitudinal studies regarding factors that
promote or inhibit the implementation of eHealth [2,3,24,27].

JMIR Med Inform 2016 | vol. 4 | iss. 2 |e11 | p.30
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR MEDICAL INFORMATICS

Strengths and Limitations

The main strength of this study is that we used a large number
of health care users, with a subsample of health care users who
visited their GP last year, and a large sample of GPs. The
combination of asurvey and focus groupsisalso astrength. In
the focus groups, the results of the survey were discussed and
we obtained important background information in the
respondents’ motives for (not) using and offering eHealth as
well as insight into facilitators and barriers to eHeath
implementation. Thus, we have gathered valuable information
about eHealth services, through the eyes of GPsand health care
usersaswell.

A limitation of this study is the low response by GPs, which
might have influenced the results and which means that the
results cannot be generalized to the whole population of GPs
in the Netherlands. The reason for the low response is that in
2014 we could not approach the panel members of the Royal
Dutch Medical Association, due to the transition to another
information system. Our solution was to approach a large,
representative sample of members of this association. But
because these members are not members of a panel (available
for participation in research), we expected a lower response
than in 2013 (it was 49%). The low response rate of 2014 was
disappointing. In addition, we asked non-responders why they
did not fill in the questionnaire. The main reasons were that
GPs are very busy and that they often get requests by email to
complete questionnaires.

We want to stress that a bias in the sample may have occurred,
namely that responses may have mainly comefrom those health
care users and GPs who are very positive about using the
Internet and eHealth, as well as respondents who are very
negative about thistopic. Nevertheless, we a so conducted focus
groups with GPs to reflect on the results. This was very
informative, shedding morelight on GPs' attitudes about eHealth
and their reasons for offering, or not offering, eHealth services.
In the focus groups, we asked the participants to clarify their
attitude to eHealth. Both focus groups represented parti cipants
with apositive attitude aswell as participants who were negative
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about eHealth. Thus, we may conclude that both proponents
and opponents are at represented in the focus groups in this
study.

Conclusions

Thisstudy showed that many GPswant to offer eHealth services
in the near future because of the positive effects they expect
when offering eHealth, for example, to expand access to their
general practice. By contrast, health care users are not aware of
the existing eHealth servicestheir GPs offer. Neverthel ess, most
of the health care users are willing to use eHeal th services, when
offered by their GP, but they are not actively looking for eHealth
services. In general, health care users and GPs have positive
attitudes regarding eHealth. Therefore, the results imply that
there are opportunities to further expand eHealth in genera
practice.

In our study, GPs perceived barriers to offering eHealth, such
as communication problems, insufficient technical support, lack
of financial compensation for the extra time spent on the
implementation of eHealth, and their lack of knowledge and
skillsto implement eHealth properly. Health care usersal so had
concerns about the safety of the health information via the
Internet and about privacy aspects regarding the use of eHealth.
Offering eHealth servicesin genera practice is complex. Until
now, widespread adoption of eHealth in general practice has
been challenging because many problems haveto be overcome.
Thus, there are also many conditions that should be fulfilled to
implement eHealth successfully and there is still along way to
go before eHealth is fully integrated in primary health care.

According to the results of this study, there is room for
improving awareness of eHealth services in primary care.
Increasing user awareness might result in more insight into the
perceived benefits to health care users. To promote and further
increase the use of eHealth services in genera practice, best
practices should be widespread. GPs could act as ambassadors
to promote the knowledge of GPs and health care users about
eHealth services and show how to use eHealth in general
practice.
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Abstract

Background: The Health Information Technology for Economic and Clinical Health (HITECH) was a significant piece of
legidation in Americathat served as a catalyst for the adoption of health information technology. Following implementation of
the HITECH Act, Health Information Technology (HIT) experienced broad adoption of Electronic Health Records (EHR), despite
skepticism exhibited by many providersfor the transition to an el ectronic system. A thorough review of EHR adoption facilitator
and barriers provides ongoing support for the continuation of EHR implementation across various health care structures, possibly
leading to a reduction in associated economic expenditures.

Objective: The purpose of thisreview isto compile a current and comprehensive list of facilitators and barriers to the adoption
of the EHR in the United States.

Methods:  Authors searched Cumulative Index of Nursing and Allied Health Literature (CINAHL) and MEDLINE,
01/01/2012-09/01/2015, core clinical/academic journals, MEDLINE full text, and eval uated only articles germaneto our research
objective. Team members selected afinal list of articles through consensus meetings (n=31). Multiple research team members
thoroughly read each article to confirm applicability and study conclusions, thereby increasing validity.

Results: Group members identified common facilitators and barriers associated with the EHR adoption process. In total, 25
adoption facilitators were identified in the literature occurring 109 times; the majority of which were efficiency, hospital size,
quality, access to data, perceived value, and ability to transfer information. A total of 23 barriers to adoption were identified in
the literature, appearing 95 times; the majority of which were cost, time consuming, perception of usel essness, transition of data,
facility location, and implementation issues.

Conclusions: The 25 facilitators and 23 barriers to the adoption of the EHR continue to reveal a preoccupation on cost, despite
incentivesinthe HITECH Act. Limited financia backing and outdated technol ogy were also common barriers frequently mentioned
during data review. Future public policy should include incentives commensurate with those in the HITECH Act to maintain
strong adoption rates.

(JMIR Med Inform 2016;4(2):€19) doi:10.2196/medinform.5525
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electronic health record; information technology; HITECH Act; health information technol ogy
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Introduction

Background

Currently in the United States, expenditures associated with
health care average 17.5% of the gross domestic product (GDP)
[1]. The Health Information Technology for Economic and
Clinical Health (HITECH) Act was initiated in 2009 and, as
described by Samuel (2014), implemented goal s of “widespread”
adoption of Electronic Health Records (EHRS) that should
realize nationwide savings in the health care industry [2].
Although much research existsin support of the policy makers
agenda tied to the HITECH Act, the widespread adoption
process |eaves many providers reluctant to move forward due
to concerns of financial pressures, technology limitations, and
potential unintended errors related to limited knowledge of the
EHR [3]. Thereisplenty of literature that supportsthe ideathat
adoption of Health Information Technology (HIT), specifically
the EHR, presents great potential value to the health care
industry in our nation [3]. Through the implementation of HIT,
patients, providers, and intermediaries can expect “efficiency,
effectiveness, and safety of health care” [4]. The potentia for
great savings, efficiency, and quality through the adoption of
the EHR created high expectationsfrom the federal government,
and President Bush even expected ubiquitous adoption by the
year 2014 [5]. However, only 55% of nationwide providers had
fulfilled the HITECH Act requests by the end of 2014 [5]. With
financial-savings estimates ranging from $77-$371 billion
throughout the country following broad implementation,
adoption of the EHR is essentia for al who are involved [6].
A thorough review of EHR adoption facilitator and barrier
factors provides ongoing support for the continuation of EHR
implementation across various health care structures, possibly
leading to a reduction in associated economic expenditures.
Severd researchers have examined adoption factorsand barriers,
but agap in the literature exists that places these factorsinto an
affinity diagram to identify those facilitators and barriers to
adoption most often cited [7].

Objective

The purpose of this review is to compile a current and
comprehensive list of facilitators and barriers to the adoption
of the EHR in the United States, and create an affinity diagram

that orders these items by frequency of occurrence. Although
frequency of occurrence in the literature does not necessarily

http://medinform.jmir.org/2016/2/€19/
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identify the most important factors, it may help policy makers
prioritize levels of effort for maximum effectiveness and the
results of this review should enable future studies to explore
the significance and order of importance.

Methods

Search

We searched for research on the topic of both facilitators and
barriers to adoption of the EHR. A quick look at the Medical
Subject Heading (MeSH) in PubMed terms shows no clear
association with theterm “adoption” in the sense of “ selection”.
As a result, a combination of Boolean operators and severa
similar terms were employed in a manner that would be likely
to capture of the desired articles. Additionally, two terms are
closely associated with the electronic records: the electronic
health record, and the electronic medical record (EMR). While
these terms are distinct in the HIT field, they are often used
interchangeably throughout theliterature, so both wereincluded
in the search terms. We also accepted studies and reviews on
the topic, but only if they were published in academic journals
or indexed in MEDLINE.

Data

Articles for this review were gathered from two separate
databases: Cumulative Index of Nursing and Allied Health
Literature (CINAHL) Academic Search Complete viaEbson B
Stephens Company (EBSCO Host), and PubMed (MEDLINE
Complete). Search criteriawere not limited to any specific focus.
Instead, we searched for EHR or EMR adoption factors and
barriers to adoption in patient care facilities in general. An
iterative, nonlinear search string was created through PubMed
and a similar string was used with Boolean operators in
CINAHL.

Figure 1 illustrates the search process, with the associated
inclusion and exclusion criteria. As depicted, we narrowed the
focusof thereview to 1/1/2012-9/1/2015, core clinical/academic
journals, full text. From this process, 60 articleswereidentified.
The beginning of 2012 was chosen because it is one year after
incentives for Meaningful Use incentives became available.
The entire process of article selection isillustrated in Figure 1
(Literature review process). Authors agreed ahead of time on
acceptable criteriafor articlesincluded in thereview in an effort
to increase the inter-rater reliability.

JMIR Med Inform 2016 | vol. 4 | iss. 2 |e19 | p.35
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR MEDICAL INFORMATICS

Figure 1. The search process with inclusion and exclusion criteria.
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Using the criteriaagreed upon, weindependently read abstracts
of these articlesto determineif the research was germaneto our
topic, then we discussed our findings to reach consensus. Once
consensus was reached, we examined the references in the
remaining 30 articles to identify additional research that was
not captured with our search string; one additional article was
identified for the sample through this process. Thefinal sample
included 31 articles. The inter-rater reliability for the initial
selection of titles was very good (kappa=.789). Our group of
five divided the articlesinto setsthat overlapped. We met again
to discuss the merits of these articles, and through this meeting,
weidentified common themesin theliterature of both facilitators
and barriers to adoption. Consensus was reached on all 31
articles (kappa=1.0, excellent).

We decided to include systematic reviewsin the sample because
the data in the reviews would help validate our review. A total
of three reviews were included and integrated into a literature
matrix with the other articles. The literature matrix consisted
of date of publication, journal, authors, titles, study designs,
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data sources, and pertinent details on both facilitators and
barriers to the adoption of the EHR. Studies and reviews were
sorted by date of publication (newest to oldest), by author
(alphabetical), and they were assigned numbersthat correspond
to those in the references. The numbers are not sequentia in
Table 1 because several of the articles were used in the
background section, so their numbers are lower than the start
of those called up in the review. From this matrix, multiple
affinity diagrams were created that illustrate the frequency of
facilitators, barriers, study designs, and sources of data.

Results

Summary of Findings

Weidentified 31 unique publications that addressed facilitators
and/or barriersto adoption of the EHR. Our analysisidentified
25 facilitators for and 23 barriers to adoption. A portion of our
literature matrix isincluded in Table 1. Many factors that some
studies listed as facilitators were listed by others as barriers.
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Table 1. Summarized facilitators and barriers.
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Authors

Facilitators

Barriers

Kruse CS, et a [8]

Cucciniello M, et a [9]

McCullough M, et a [10]

Tang, et al [11]
Abramson EL, et a [12]

Ben-Zion R et a [13]

D'Amore JD, et al [14]

Jones EB, Furukawa MF [15]

Kruse CS, et a [7]

Access to information

Error reduction

Transfer of information
Long-run cost savings
Clinical and administrative efficiency
Project planning

Security

Time savings

Staff retention

Commitment promotion
Role defining

System impacts assessments

Availability of clinical data
Support from management
Competition

Availability of RECs

Size of hospital (bed size)

Executive management support
Alignment with firm strategy
Economic competiveness
Knowledge management
Patient empowerment

Continuity of care document

Engage patients and family in their care
Improve care coordination

Improve population and public health
Quality recognition

Size of hospital (bed size)
Competiveness

Urban locations

Users cognitive ability

User attitude toward information
Workflow impact
Communication among users

Initial cost

User perceptions
Implementation problems
External factors

Training

Cultura change

Future upgrades
Necessary maintenance

Change processes

Competition

none specified

Cost

Lack of incentive

Lack of interoperability
Competitiveness

Ongoing cost of maintenance

Cost-benefit asymmetry

Lack of standard protocols for data exchange
Uncertainty over implementation cost

User resistance

Breachesin security

Peatient privacy

Omission or misuse of LOINC

Excess precision in timestamps

Omission or misuse of UCUM in meds

Omission or misuse of RxNorm

Omission or misuse of dose amount

Omission or misuse of alergic reactions

Omission or misuse of alergy severity

Omission or misuse of dose frequency

Omission of result interpretation

Omission of result reference range

Heslth centers with large share of Hispanics and Blacks had lower
adoption rates

Centerslocated in rural areas

Health center size, income status and region

Health centers with larger share of patients whose family incomes
were below poverty level had lower rate of EHR adoption
Patients’ age

Rural locations

Computer anxiety

http://medinform.jmir.org/2016/2/€19/

RenderX

JMIR Med Inform 2016 | vol. 4 | iss. 2 |e19 | p.37
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR MEDICAL INFORMATICS

Kruse et a

Authors

Facilitators

Barriers

Samuel CA [2]

Sockolow PS, et al [16]

Ancker JS, et a [17]

Audet AM, et al [18]

Baillie CA, et a [19]
Cheung SK, et a [20]

Georgiou A, et al [21]

Hamid F, Cline TW [5]

Igbual U, et d [22]

Kirkendall ES, et al [23]

Patients enrolled in Medicare or Medicaid
Metropolitan status
Increased financial incentives

Incresse in productivity

Improved clinical notes

Reduced time to reimbursement
Improved communication among staff

Monetary incentives

Efficiency (fewer providers needed)
Efficiency (practice sites)
Effectiveness (fewer patients)
Practice size

Size of practice
Ability to search for patients by diagnosis

Ability to list patients overdue for preventative

care
Sort patients by specific |aboratory results

Reduce readmission rates

Efficiency
Reduction of medical errors

Ability to share patient information in public

sector
Eliminate need to store paper records
Eliminate illegibility of practice partners

Laboratory order forms contained bar codes

for easier ordering

A unique bar code for patient details
Unique bar codes for each test

A test order episode barcode

EHR satisfaction increased when users under-

stood the benefits
Supportive management
Training programs
Perceived usefulness
Perceived ease to use
Computer self-efficacy
Security

Intention to use

Communication

Job satisfaction

Quality and patient data

Quality and safety of patient care
Employee understanding and support
Organizational support

The“Rights’ of patient care

Health professional shortage areas
Minority concentration

Incomplete medication information
Incompl ete hospital-stay information

Cost
Lack of tech assistance

Cost
lack of experience
Lack of tech-support infrastructure

Existing data may not serve well in a predictive model

Patient unfriendliness

Limited consultant time

Cost concerns

Computer use more time consuming

Concerns on data migrations from paper to system
Insufficient space for computer installation

EMR test order problems
Handwritten request on an EMR order
Order number problem

Multiple forms

EMR order incorrect

Change of test

Add-on test

No information provided

Longer data entry time

Cost
Perceived lack of usefulness and provider autonomy
Time consuming

Clinics with high number of outpatient visits
Subjective norm

Transition of data
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Authors Facilitators Barriers
Middleton B, et a [24] Monetary incentives Increased training burden
Improve effectiveness Alert fatigue

Patel V, et al [25]

Shen X, et a [26]

Xierdi IM, et d [27]

Menachemi N, et al [28]

DesRoches CM, et d [29]

Decker SL, et a [30]
Hudson JS, et a [31]

Jamoom E, et a [32]

Leu MG, et d [33]

Linder JA et al [34]

Ramaiah M, et a [35]

Reas, et a [36]

Ronquillo JG [37]

Improve efficiency

Financial incentives
Size of practice

Size of practice

Health mai ntenance organizations more likely
to adopt EHR

Those with faculty status more likely to adopt
EHR

HMO penetration into market

Size of facility
Incentives

Size of organization
Hospital setting
Improved outcomes
Reduce duplicative tests
Integrate levels of care
Improve communication
Greater readability

Age

Size of practice
Enhanced patient care

Size of practice

Better for structured documenters
Better for free text documenters

Workflow can be optimized
Access to electronic information
e-prescriptions

Secondary use of data
Natural language processing
Genome-associated care
Reduce error

More efficient care

More effective care

Control costs

Lack of interoperability standards

Cost
Lack of integration with other systems
Lack of national guidelines for implementation

Medically underserved locations less likely to adopt EHR

Geographic health professional shortage areas less likely to adopt
EHR

International medical graduates less likely to adopt EHR

Group practice/solo practice and small practice physicianslesslikely
to adopt EHR

Competition

Low income patients

Cost

Size of fecility

Age
Cost

none specified

Cost
Productivity
Customizabhility (right fit)

Decreasein quality of care for dictator note takers

Workflow often ad-hoc in nature

Check-backs of scripts still time consuming

Medical literacy of clerks inhibits smooth scheduling
Information must still be verified

Lack of IT experience of staff

Uncertainty of time

Uncertainty of cost

Privacy and security

Privacy and security
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Authors Facilitators Barriers
Wang T, Biederman S[38] Reduce error Cost
Improve quality of care
Deliver more effective care
Soares N, et a [39] Improve clinician satisfaction Cost

Improve clinical efficiency
Improve parent satisfaction

Hacker K, et al [40]

Technical assistance
Organizational barriers
No consensus among peer organizations

Disruption of care

Lack of interoperability
Disruption of workflow
Increased patient-cycle time
Breakdown in communication
Fragmentation of information
Inflexible processes
Physician overload

Facilitators

As depicted in Table 1, various articles used similar, but not
exact terms. While compiling the results into Table 2, several
factors were similar enough to be combined. User
perception/perceived usefulness[5,9,27,31], was combined with
user attitude toward information [7,22,23,36]. Table 2 is
organized to rank order each factor that serves as a facilitator
for EHR adoption. The center column identifies the article in
which the factor was observed-the numbers correspond to the
number assigned in order of mention (Introduction), followed
by the order analyzed (Table 1), and the numbers match those
assigned to these articles in the references. The last column
numbers the occurrences. There were atotal of 25 facilitators,
and they were found atotal of 109 timesin the literature.

From the facilitators listed, efficiency, organization size, and
improved quality were listed 12%, 9%, and 9% of the total
occurrences of al facilitators mentioned in the literature,
respectively. Access to patient care, user perception/perceived
usefulness, ability to transfer information and incentives were

http://medinform.jmir.org/2016/2/€19/

identified in the literature 7%, 6%, 6%, and 5%, respectively.
Error reduction, time savings, and competitiveness were all
listed 4% of al occurrences. The rest of the barriers were
mentioned three or less times, so we grouped them into a
category of miscellaneous.

Barriers

As depicted in Table 1, various articles used similar, but not
the exact terms. While compiling theresultsinto Table 3, several
barriers were similar enough to be combined. This occurred
more often in the barrier table than the facilitator table.
Interoperability was combined with no standard protocol for
data exchange [12,22,26,40]. Training was combined with
maintenance and upgrades [8,12,21,24]. The barrier of Saff
shortages was combined with overworked [2,27,40]. Privacy
was combined with security [10,36,37]. Lack of infrastructure
was combined with lack of space[18,20]. Finally, missing data
was combined with omission of result, interpretation, and
omission of result reference range [14,16,21]. There were a
total of 23 barriers, and they were found atotal of 95 timesin
the literature.
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Table 2. Fecilitatorsidentified in the literature.
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Facilitators Occurrences by article reference number Total occurrences
Efficiency 2,7,8,15,16,17,19,20,23,25,29,31,33 13
Hospital size® 7,12,16,24,25,26,28,29,31,32 11
Improved quality 15,18,21,22,23,26,30,31,32,33 10
Access to patient data 8,10,15,19,20,22,28,29 8
User perception/perceived usefulness 5,7,9,21,22,26,30 7
Ability to transfer information 8,9,19,28,29,30 6
Communication 7,8,15,22,30 5
Executive management support 1,5,9,10,13 6
Incentives 2,16,21,23 5
Error reduction 8,19,31,32 4
Time savings 5,8,15,20 4
Competiveness? 7,10,13,27 4
Security 8,21,22 3
Improved population health 2,15,22 3
Continuity of care document 2,15,40 3
Urban/more developed locations/status® 2,7,26 3
Knowledge/I T management 11,13,15 3
Steff retention 8,16 2
Long run cost savings 8,31 2
Alignment with strategy 1,13 2
Project planning 8 1
Patient empowerment 1 1
Patient engagement 14 1
Effectiveness 32 1
Genome associated care 31 1

gtatistical association identified through retrospective studies, rather than answers to “why” in asurvey or interview.

http://medinform.jmir.org/2016/2/€19/

RenderX

JMIR Med Inform 2016 | vol. 4 | iss. 2 |e19 | p.41
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR MEDICAL INFORMATICS

Table 3. Barriersidentified in the literature.
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Barriers Occurrences by article reference number Total occurrences
Cost 5,8,12,13,16,17,19,25,28,30,32, 33,34,37,38 16
Time consuming 5,19,20,32,34,39 6
User perception/perceived lack of usefulness 5,8,13,17,19,34 6
Transition of data 13,19,20,22,28,34 6
Facility location (rural areas)/characteristics? 2,7,14,21,28 6
Implementation issues 8,13,19,20,25 5
User/patient resistance 7,9,13,19,20 5
Lack of tech assistance/experience 13,16,29,33,38 5
Interoperability/no standard protocols for dataex-  12,21,25,39 4
change

Medical error 15,20,23,40 4
Training, maintenance, upgrades 8,12,20,23 4
Lack of agility to make changes 20,32,39 3
Staff shortages/overworked 2,26,39 3
Privacy and/or security 13,35,36 3
Missing data 15,20,40 3
External factors® 8,26,38 3
Competiveness 12,10,27 3
Provider or patient age® 7.29 2
Race & income disparities® 2,15 2
Lack of infrastructure and/or space for systems 17,19 2
Need organizational cultural change 8,38 2
Lack of incentives 12 1
IMGs less likely to adapt 26 1

8gtatistical association identified through retrospective studies, rather than answers to “why” in asurvey or interview.

The barrier most often identified in the literature was cost (17%,
16/95). This factor included the following: initial cost,
implementation cost, maintenance cost, and training cost. The
barriers of too time consuming, user perception/perceived lack
of usefulness, transition of data, and facility location were each
identified 6% of the time (6/95). Implementation issues,
user/patient resistance and lack of technical assistance or
experience, were listed 5% of al occurrences (5/95). Lack of
interoperability, medical error, training, maintenance, and
upgrades were al listed 4% of all occurrences (4/95). The rest
of thebarrierswere mentioned three or lesstimes, so we grouped
them into a category of miscellaneous.

As depicted in Tables 2 and 3, two facilitating factors and four
barriers to EHR adoption are followed by a superscript letter.
Thesefactors appeared in the literature, but they wereidentified
through statistical associations by researchers conducting
retrospective studies. We included these factors in the review
because the retrospective studies add value overall, but they are
set apart because they are factors that really cannot be easily
changed; therefore, they do not offer administrators and policy
makers much actionable information.

http://medinform.jmir.org/2016/2/€19/

From the 31 articles included in the review, 3 (10%) were
reviews, and 9 (29%) were mixed methods. The remaining
articles were a combination of retrospective, observational,
cross-sectional, or descriptive. Of the articles reviewed, 17
(55%) analyzed secondary data, 12 (39%) collected primary
data, and 4 (13%) used amixture of sources. Thirteen (42%) of
the articles in the review collected primary data through a
survey, interview, or combination of both.

Discussion

Principal Findings

We found it interesting how often perception plays into
interviews and surveys, and in the case of this review, resulted
in one or more factors appearing as both an enabler and abarrier,
based on the perception of theinterviewee. Error isone example
of that phenomenon. It islisted as a facilitator (mentioned 4%
of the time), using the EHR to prevent error [8,20,32,33] and
as a barrier (mentioned 4% of the time), use of the EHR can
causeerror [14,16,21,24]. User perceptionswere also listed on
both sides for monetary factors: the cost-rel ated facilitator was
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incentives (mentioned 5% of the time), and the cost-related
barrier was cost (mentioned 17% of the time). One more
dichotomy was time-related factors: the facilitator factor,
efficiency (mentioned 12% of the time), and the barrier, time
consuming (mentioned 6% of the time). Some interviewees
listed ability to transfer information (6%) as afacilitator, while
others listed interoperability/no standard protocols for data
exchange (4%) as a barrier.

Resultsfrom thisreview arein linewith others performed along
the same lines. Cost is repeatedly a primary barrier to the
adoption of the EHR [5,8,12,13,17,18,20,26,
28,31,33,34,35,38,39]. Several factors were reinforced by this
review that highlight organizational characteristics such assize
and location [7,8]. Location is a difficult barrier to overcome.
It is not a mystery to anyone that rural communities often
struggle to overcome barriers such as cost, bandwidth, and
user/patient acceptance, a point supported by the literature
[2,7,15,22,29]. Unfortunately, very few solutions are offered to
thisgroup; at aminimum policy should look to assist those who
lag behind the rest of the adopters[29]. Small, rural communities
are the slowest to adopt, and their size is a magjor disadvantage
in terms of budget and technical agility. Policy should look to
a range of factors to lever, such as organizational, cultural,
technological, and financial considerations[9].

Many factors play a role in establishing an environment
conducive to the adoption of the EHR. This review was not
intended to establish causality, but instead, it was designed to
identify the frequency with which facilitators and barriers are
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discussed in the literature. It is hoped that by this review,
data-driven studies can be developed to strengthen the validity
of the factors listed.

Limitations

This paper provides a review of the factors associated with
adoption of EHR systems. Interrater reliability was calculated
for both the search terms and titles selected, as well as the
consensus-building activity surrounding the final selection of
the 31 articles. Inthat regard, reliability of the resultsare strong.

Validity was strengthened by these results aligning with those
of previousreviews. Thisaddressesinterna validity, but external
validity would be limited to the United States because articles
that focused on other countries were excluded from the review.
Another limitation is that EHR adoption and usage were often
self-reported by physicians, and social-desirability bias may
have led physicians to overestimate actual usage.

Conclusion

Users and nonusers alike are concerned about similar topics
such as efficiency, quality, and interoperability. This review
supports the findings of other reviews. Additional research
remains necessary to assess the EHR system adoption factors
in health care organizations in future years. Within the
constantly changing environment of health care in the United
States, health care decision makers are gradually adopting the
EHRs, but adoption is far from ubiquitous. Country-level
advantageswill likely not emerge until everyone adopts afully
interoperable EHR.
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Abstract

Background: Digital health services empower people to track, manage, and improve their own health and quality of life while
delivering a more personalized and precise health care, at alower cost and with higher efficiency and availability. Essential for
the use of digital health servicesisthat the treatment of any personal datais compatible with the Patient Data Act, Personal Data
Act, and other applicable privacy laws.

Objective: The aim of this study was to develop a framework for legal challenges to support designers in development and
assessment of digital health services.

Methods: A purposive sampling, together with snowball recruitment, was used to identify stakeholders and information sources
for organizing, extending, and prioritizing the different concepts, actors, and regulations in relation to digital health and
health-promoting digital systems. The data were collected through structured interviewing and iteration, and 3 different cases
were used for face validation of the framework.

Results: A framework for assessing thelegal challengesin developing digital health services (Legal Challengesin Digital Health
[LCDH] Framework) was created and consists of 6 key questions to be used to evaluate a digital health service according to
current legislation.

Conclusions: Structured discussion about legal challengesin relation to health-promoting digital services can be enabled by a
constructive framework to investigate, assess, and verify the digital service according to current legislation. The LCDH Framework
developed in this study proposes such a framework and can be used in prospective evaluation of the relationship of a potential
health-promoting digital service with the existing laws and regulations

(IMIR Med Inform 2016;4(2):e€17) doi:10.2196/medinform.5401

KEYWORDS
digital health; legal aspects; technological innovations

area at theintersection of informatics, health care, and business
is electronic hedlth (eHedth) [2], which encompasses the
mediation and interaction between health care and the individua
via information and communication technology (ICT) [3].
Although the extent of implementation and application of

Introduction

Through the use of wireless devices, sensor technologies, the
Internet, social networks, health information technology (1T),
and personal health data, digital health services empower people

to track, manage, and improve their own health and quality of
life. At the same time, these services provide a more
personalized and precise health care delivery, at a lower cost
and with higher efficiency and availability [1]. An emerging

http://medinform.jmir.org/2016/2/e17/

eHealth systems vary, the overall goal is the same: using ICT
to provide better care more efficiently at alower cost [4]. Mobile
health (mHealth), as a component of eHealth, involves the use
and capitalization on mobile devices [5] and encompasses any
use of mobiletechnology to address health care challenges such
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as access, quality, affordability, matching of resources, and
behavioral norms [6]. The use of mHealth offers great
opportunities by allowing asynchronous and remote care [7] to
an extensive number of potential users [5]. Applications for
mHealth serve a variety of functions: providing easy accessto
medical information about the symptoms and treatment of
various diseases or alowing patients to track clinica
measurements that can be sent to the care provider [6]. These
applications could change the nature of health care[8] by using
technology to increase patient engagement, improve care quality,
transform care processes [6], reduce health care costs, and
minimize human error [9].

Essential for the use of all digital health services is that the
treatment of any personal data is compatible with the Patient
DataAct, Personal DataAct, and other applicable privacy laws.
The European Commission has declared its intention to drive
greater legal certainty in thedigital health domain, and through
the Directive 2011/24/European Union (EU), for thefirst time,
it hasplaced eHedlthin alegal context, requiring member states
to cooperate with interoperability standardsto allow full use of
eHealth services across EU borders [10]. Although some
significant steps have been taken toward attaining this goal, the
questions of liability for eHealth goods and services are till
not fully addressed on EU level legislation. The lack of afully
worked out EU level framework illustrates the difficulties in
pinpointing key concepts in relation to this rapidly evolving
market. In response to this, the eHealth Authority was formed
in Sweden in 2014 with responsibility for registries and the
heterogeneity and variety of IT functions developed within
Swedish health care.

Whilethe authoritiesinvestigate and consider the technol ogical
capabilities of eHealth servicesin theintersection of health care
quality, patient safety, ethicsand legal matters, new I T services,
and mobile applications are advancing dramatically. The focus
for the regulatory authorities should be to streamline the
regulatory processes and promote innovation [11], but because
regulation and legislation are still behind, governmental
authoritiesareforced to handle many issuesin thisdomain case
by case [10]. This implicates that designers of digital health
services need to acquire knowledge about relevant regulation
and legiglation and how to relate to and act on such regulation
[12]. A legal framework that could guide designers through
these legal challenges, together with an understanding of the
definitions of the concepts[13], would both simplify and speed
up development of digital health solutions [14] and promote
involvement of designers with experience from digital service
design [15] in the development of new digital health services.
The aim of this study was to develop such a framework to
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support designers in development and assessment of digital
health services.

Methods

The study design was based on a stakeholder analysis approach
for generating knowledge about actors to understand their
intentions, interrelations, and interests and for assessing their
influence on legal challenges in development of digital health
services [16]. Data obtained from interviews with relevant
authorities and organizations together with information about
concepts and regulations in relation to digital health services
were analyzed and structured to create a framework for legal
challenges.

Case and Framing

A framing of the questions about legal challenges and key
concepts relevant to development of digital health serviceswas
discussed in the project group and with a consulting firm
(CarmonaAB) with expertisein thefield of Web-based services
and information solutionsfor handling of patient dataand quality
control. The consulting firm is in the forefront of developing
such services in accordance with current legislation and in
development of new practices and legidation. In this
communication, we used datafrom our development of adigital
service for play and interaction between children, aged 8-12
years, who have survived from childhood cancer treatment to
frame legal challenges and key concepts [17]. The case was
described by a concept description [18] and use experience
descriptionsthrough Persona characters and use scenarios[19].

On the basis of this, a basic understanding of the domain was
formed, and a magjor law firm, with experience of legal issues
in health care and a jurisconsult responsible for privacy and
patient safety issues at the county council, was consulted with
the intention to extend knowledge and our preunderstanding of
the legal challenges and key concepts in this domain. A first
draft was conceived, of a legal framework with relevant
concepts, laws, and agencies or organizations involved in the
care of the target group, or with regulatory or supervisory
responsibility.

Information Sources

A purposive sampling [20] was used to identify stakeholders
and information sources for organizing, extending, and
prioritizing the different components of the framework guided
by the case. The first contacted stakeholders referred to other
stakeholders, that is, a snowball recruitment [21]. The
information sources identified and used are listed in Table 1.
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Table 1. Identified actors, organizations, and authorities, and their area of expertise, to be considered in the following investigation.

Actor

Areaof expertise

The project group

A loca consulting firm
Data Inspection Authority
Inspection Authority for Health Care

The National Board

Ministry of Social Affairs

County Council

eHealth Authority

European Commission

Medical Products Agency

Researchers focused on development of digital health services for children using a participatory
design where researchers collaborate with children from the target group.

Specialized in development of Web-based services and information solutions
Works to secure the individual’s right to integrity in society

Supervises the activities in the socia area and health care, as well as of health care professionals;
the Authority is also responsible for certain permits.

Works for al citizens' equal access to good health and health care

The different disciplines within the overall responsibility: health care, health, social issues, social
security features news about the government’s policy initiatives or decisions; they also contain
current objectives and the government’s prioritiesin the field.

Responsible for many aspects of development in the county; the County Council has the mission
to promote development and growth and to provide good health care.

Works with the development of national eHealth to contribute to better health care and health; the
businessisfocused on creating participation for residents and providing support to practitionersand
policy makers.

Represents interests of the EU? the commission proposes new legislation to Parliament and the
Council of Ministers and ensures that EU countries apply EU law correctly.

Government agency under the Ministry of Social Affairs; it hasthe mandate to promote the Swedish
public and animal health.

8EU: European Union.

Data Collection

Identified websites of organizations, authorities and different
operators or actors, and functionswere screened for information
about concepts and regulations in relation to digital health
services. Stakeholderswereinterviewed about their relationship
to eHealth and digital health services (Table 1). Interviewees
were representatives from the County Council Board on
Coordination of Information Safety, The National Board, The
Data Inspection Authority, eHealth Authority, and Inspection
Authority for Health Care. Interviews were performed, with 1
person from each of the aforementioned organizations, over
phone (approximately 30 minutes) and repeated if new questions
appeared. Thetopicsin the semistructured interview guide were
as follows: (1) Relationship to digital health services; (2) the
authority’s function, assignment, and work for digital health
services; (3) regulations that govern the work; and finaly (4)
other relevant information sources we should approach. In cases
where we wanted to get the data confirmed in writing, follow-up
guestions were sent by email to the respective informant.

Data Analysis

The meaning out of the data was made in a systematical way
to discover the relevant concepts and rel ationships among the
input [22]. All data inputs, such as questions, concept
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descriptions, laws and regulations, and functions, were put on
post-it notes by the main author and structured on different
levelsand in relation to each other, and an affinity diagram was
formed and discussed between al authors. The insights gained
were used as a starting point for aframework for assessing the
legal challengesin devel oping health-promoting digital services.
Theframework wasiteratively verified against the project group
and stakeholders (the Data Inspection Authority and eHealth
Authority) and finally validated against three cases of digital
health services.

Results

I dentification of Concepts and Regulations

Theidentified conceptsto consider in this domain are: medical
device, eHealth, medical responsibility, care damage, personal
data, and consent. The concepts, their definitions, and relevant
regulationsidentified during data collection and the subsegquent
analysis are listed in Table 2. Concepts and regulations that
were identified during data collection but were not found to be
relevant for framing of legal challenges from the perspective
of development of digital health services are not included in
this compilation, such as: health care quality registries, the law
on drug lists, and the regulations of The National Board of
Health and Welfare.
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Table 2. The Legal Challenges in Digital Health (LCDH) Framework for exploring a prospective health promoting digital service's relationship to

valid regulations.

# Concept Definition Question Thefollowingisvalid Thefollowingisvalidfor Regulation
for “yes’ “no”
1 Medical de- A productisamedical de- Isthe product amedical de-  The manufacturer Themanufacturer cannot  The law of
vice viceif it hasamedica vice? must handle security  claim anything, which is medical devices
purpose as to: aspects. covered by the definition (SFS*1993:584).
- Prove, prevent, monitor, Medical Products of amedical device, for Council Direc-
treat, or mitigate adisease. Agency isresponsible €xample, that theproduct =
- Prove, monitor, treat, for supervision of may mitigate a disease. 93/42/EEC con-
mitigate, or compensatean productsand manufac-  Proceed to No. 2. cerniing medical
injury or disability. turers. devices.
- Examine, change, or re- Inspection Authority
place anatomy or aphysio- for Health Care audits
logical process. healthcare usage.
- Control fertilization. Proceed to No. 2.
2 eHedth An eHedlth servicehasa  Isthe product an eHealth ser-  Proceed to No. 4. Proceed to No. 3. The Hedlth
purpose to: vice? Care Act (SFS
- Mediate health service or 1982:763).
information and interaction
between health careand an
individual.
- Mediate information ex-
change between patients
and health care profession-
als, hospitals, and other
professionalswithin health
care and networks for
health information and
telemedicine.
- Use ICT %o improve the
preventive work, diag-
noses, health care, monitor-
ing, or administration.
3 Medica re- Usudly referred to hedth  Isthe service recommend- The health care Thehedthcarehasno  The Health
sponsibility  professionals medica pro- ed/supplied by the health vouchesfor the safety  responsibility. Care Act (SFS
fessional liability in the care? and security of the Proceed to No. 5. 1982:763).
careand treatment of apa  Tpe pealth care recommends  t€chnology and that
tient and the medical re- 5 sgrviceif they encourage or therisk of care dam-
sponsibility inacompre- 4| for usage. Itisnotenough  29€ islow. The ser-
hensive organizational to only inform that the service viceis examined and
plan. isavailable. evaluated by anumber
of criteria
Proceed to No. 4.
4 Caedamage A damagethat could have Isthereany risk of caredam- |f theserviceprovides Theheathcarehasnore- Patient Safety
been avoided if adequate  age? monitoring/datalogs  sponsibility. Act (SFS
arrangements were taken that register threshold  prgeeed to No. 5. 2010:659).
in contact with health care. values or personal
If medical device or controls to prevent

eHealth service:

Therisk of care damageis
determined by the level of
care, the vulnerability of
the target group, and how
the usage is being moni-
tored or followed up by the
health care.

care damage, the re-
sponsibility of the
health careisrestrict-
ed.

If no monitoring, the
hedlth careisresponsi-
blefor preventing for-
mation of care dam-
age.

Proceed to No. 5.
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# Concept Definition Question Thefollowingisvalid Thefollowingisvalidfor Regulation
for “yes’ “no”
5 Persona da- Definition personal data: ~ Are personal datahandled?  Proceed to No. 6. To completely stay out of  Privacy Act
ta All information that can Privacy Act, theoutcome (SFS

directly or indirectly be measures of the_patients 1998:204).
assigned to aphysical per- must beanonymized. The  paient Data
sonwho is aive. health carehasnorespon-  a ¢t (SFs
Definition handling of sibility. 2008:355).
personal data:
Every action or series of
actions taken regarding
personal data (automatical-
ly or not). For example,
collection, registration, us-
age, storage, organization,
processing, and distribu-
tion.

6 Consent Consent isdefined asany  Does the service lack user Theresponsibility of A responsibility agree-  Privacy Act

freely given specificand  agreement?
unambiguous expression - A agreement in which the
by which theregistered b pose with the service, pri-

person, after receiving in-
formation, accepts han-
dling of personal datarelat- oy
ing to him or her.

vacy, termsof use, responsibil-
ities, and similar are regulat-

the health care should ment signed by adultor ~ (SFS
beinvestigated/exam- parent/advocate may dis-  1998:204).
ined. claim the health care

from responsibility.

85FS: Swedish Code of Statutes
bEEC: European Economic Community
CICT: information and communications technology

Structure of Conceptsand RegulationsInto a
Framewor k

On the basis of the identified concepts, regulations, and
stakeholders, we designed a framework for assessing the legal
challenges in developing digital health services (Legd
Challenges in Digital Health [LCDH] Framework) consisting
of 6 key questions to be used in prospective evaluation of the
relationship of a digital health service to existing laws and
regulations (Table 2). The questions are sequentially arranged
so that affirmative responses gradually delineate which parts of
the law apply to a certain digital health service. Negative
responses to the same questions show which laws and
regulations that each serviceis exempt from.

Validation of the Framework

The accuracy and quality of the LCDH Framework were
assessed by the Swedish Data | nspection Authority and eHealth
Authority and, finally, by the consulting firm, the law firm, and
the jurisconsult involved in the framing of the data collection.
Thereviewed and iteratively revised framework was confirmed
to be in accordance with current regulation, law and practice,
and experience of these stakeholders. Because the stakehol ders,
during data collection, did not identify additional stakeholders
or sources of information than those already included in our
dataset (which meansthat saturation was achieved), the quality
assessment of our framework indicated that it was valid and in
line with current law and practice.

To assess the usahility, and hence the face validity, for using
theframework for devel opment and assessment of productsand
services, we applied the framework for evaluation of the legal
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challenges in 3 cases entailing development of digital health
services. The questions in the framework (Table 2) were used
to systematically evaluate and frame the legal challenges for
the development and implementation of the digital services,
Give Me a Break, Ssom and DELTA (Multimedia Appendix
1).

Isthe Product a Medical Device?

A medical deviceis a product with a medical purpose; as to
prove, prevent, monitor, treat or mitigate adisease, and to prove,
monitor, treat, mitigate, or compensate an injury or disabilities
(Table 2). The 3 digital services Give Me a Break, Ssom, and
DELTA, were developed to facilitate child peer support,
communication between children and their care providers, and
adolescent’s participation in schools related to their health,
respectively. None of the services has medical functions such
ashandling, treating, or preventing disease or illness and should
therefore, according to the definitions outlined in Table 2, not
be considered as medical devices.

Isthe Product an eHealth Service?

An eHealth service mediates health information or service or
interaction between health care and the individual (Table 2).
The system owner and system administrator of each of the 3
services, as well as the support and maintenance from the
operation manager who is responsible for al data, will be
independent from health care providersand schools. In one case
though, Ssom, the services by the health care providerswill be
mediated through the digital service and information about the
users personal datawill be shared with the health care providers.
This service should therefore be considered as an eHealth
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service. The other 2 services, Give Me a Break and DELTA, do
not mediate any communication of personal data or sensitive
interaction at all between health care providers and users and
should therefore not be considered as tools or services that use
ICT to improve the preventive work, diagnoses, health-care
monitoring, or administration and hence therefore not be defined
as eHealth services.

I sthe Service Recommended/Supplied by the Health
Care?

Two of the services, Ssomand DELTA, are recommended and
supplied by the health care serviceswho therefore have medical
responsibility for the usage of the services and any potential
consequences of usage. This responsibility is independent of
whether the services are to be considered as eHealth services.
The other service, Give Me a Break, is neither part of regular
treatment nor used to improve health care according to the
definition of an eHealth service. It is neither recommended nor
supplied by the health care, and there is therefore no medical
responsibility for the activities or the consequences of the
interaction on the servicethat can beimposed on the health care
providers.

IsThere Any Risk of Care Damage?

According to the definitionin Table 2, care damageisadamage
that could have been avoided if adequate measures were taken
by health care. The 2 services recommended and supplied by
the health care, Ssom and DELTA, are not associated with
medical treatment but involve sharing of potentialy sensitive
personal information. Although the risk of care damage is
limited to sharing of personal information, this entails privacy
risks for which the health care is responsible. To prevent this,
thereisno follow-up or surveillance system in the services that
automatically transfers personal information or use data to the
health care. To protect the users, the services has well-ordered
procedures for registration and login. All information transfers
are performed by web encryption technology, and professionally
trained personnel monitor all real-time activities and use logs.
Moreover, in DELTA, abuse or misconduct can be reported by
the users to be handled by the involved school personnel. Both
systemsthus have significant infrastructure for monitoring safety
and security of the userswithout interfering with their integrity.
For the other service, Give Me a Break, the health care will not
have any medical responsibility, as it neither has a medical
purpose nor is seen as health care or treatment. Consequently,
although problems can arise, there can be no care damage per
se.

Are Personal Data/Personal | nformation Handled?

Personal dataare handled in all the 3 servicesand in some cases,
such information is of sensitive nature asit relatesto health and
iscoupled to the usersidentity through apersonal code number,
name, or photo. In Ssom, health care handles sensitive personal
datacoupled to health and the users identity. In Give Me a break
and DELTA, the persona data are however not of sensitive
nature (not coupled to sensitive information about the users)
but deal with their identities and therefore still must be handled
with care. In al the 3 services, the users provide all data added
into and shared in the system, and the users are the sole owners
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of the information that they share. In Give Me a Break, the
personal and shared user profileis stored but can be deleted by
the usersthemselvesif they decideto no longer makeit available
to others on the service. The provider of each of the 3 services
has complete responsibility for all personal data stored or shared.
This includes responsibility to: inform about the purpose and
use of the service; not publish or share sensitive personal data,
if applicable, regularly monitor posts to discover offensive
personal data; and promptly remove any offensive personal
data

Doesthe Service Lack User Agreement?

At registration and the first logon to all the 3 services, the users
and their parents must approve an agreement in which the
purpose of the serviceisoutlined. The user agreement regul ates
privacy issues, terms of use, and responsibilities. Specifically,
they state to what extent and how the services are a part of the
user's health care. For Give Me a Break, the user agreement
also states that all use takes place on the users own initiative
and under own responsihility.

Discussion

The aim of this study was to develop a framework for legal
challengesto support designersin devel opment and assessment
of digital health services. The LCDH Framework presented
herein was created based on concepts and regul ationsidentified
through interviewswith authority representatives, and aprocess
of stakeholder review and iterative revision of the developed
framework confirmed that it was in accordance with current
regulation, legidation, and practice. Usability evaluation against
real cases of digital health servicesrevea ed how the definitions
in the framework feasibly guided identification of distinctive
and appropriate regulation to be considered and legal challenges
to relate to given the nature of each of the evaluated services.

The work of government regulation and legislation of digital
health services have not so far kept pace with the digital
development. Digital health servicesin variousformsare under
rapid development and are involving several stakeholders and
actors. Game and app developers, for instance, with innovative
ideas for digital hedth may experience obstacles in
implementation of digital health services in the interface
between health care and individuals [23]. One problem can in
many cases be the indistinct legislation.

This slow and perhaps circumspect legislation under
construction may cause difficulties to developers of digital
health services to acquire knowledge about relevant regulation
and how to relate to and act on the regulation. Implications of
this can be: (1) inaccuracies due to misinterpretations and (2)
omitted development of digita health services owing to
complexity in understanding the regulations. It would be
desirablein thefuture that thistype of regulation and legislation
would be prepared in cooperation between the authorities, the
developers, and the health care experts [12]. However, until
then, there is a need for a dynamic tool, a framework, guiding
designers and developers through the legal challenges in
development work in the digital health domain, together with
an understanding of the definitions of the concepts [13]. This

JMIR Med Inform 2016 | vol. 4 | iss. 2 |e17 | p.52
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR MEDICAL INFORMATICS

is important both to simplify and speed up development of
digital health solutions [14] and to promote involvement of
developers experienced in digital service design [15]. Thereis
a need for approaching and proceeding with legal challenges
adjacent health care in the design development to facilitate the
forthcoming implementation.

The LCDH Framework presented in this article has the
qualifications to be a useful tool in guiding designers and
developers through the legal challenges in development work
in the digital health domain. The framework: (1) considers the
current regulation and legidation that apply in the EU; (2)
presentsthe definitions of relevant legal concepts; (3) isverified
by the Swedish Data Inspection Authority and eHealth
Authority; and finally, (4) iseasy to use. Theframework merely
aims to guide development by identifying legal dividing lines
between different digital health servicesin their product design.
It hasnolegal power to determine guidelines, and ajurisconsult
may need to confirm the legal application in case of
uncertainties. Although the concepts used in the framework are
based on legislation in the EU, it can be used in other contexts
to understand the legal challenges and the hierarchy of the
various concepts governing legislation within the digital health
domain.

Strengths and Limitations

As with al methods and studies used in research, certain
limitations apply. Theinterviewswere performed with 1 person
from each organi zation or authority over the phone. Performing
theinterviews over phone was convenient and time-saving, and
if theinformants had text material to share, it was sent by email.
Important information sources and stakehol ders can be identified

Garell et d

by using snowball recruitment [21]; however, thereisarisk that
important informants are missed by this approach. In our study,
it is likely that we through this approach identified relevant
informants as both the Swedish Data I nspection Authority and
the eHealth Authority verified our report. The mapping was
performed during the spring and summer of 2014 in accordance
with the regulations prevailing in Sweden. The definition of
eHealth is however taken from the European Commission’s
declaration of eHealth [3].

Conclusions

Consideration toward ethical aspectsis arequirement for both
performing and publishing research in relation to health and
human subjects. However, as long as such ethical aspects are
taken into account, no requirements are placed on that, and
research should also be aligned with legal challenges that are
relevant to the context of the research.

Structured discussion about legal challenges in relation to
health-promoting digital services can be enabled by a
constructive framework to investigate, assess, and verify the
digital service according to current legislation. The LCDH
Framework developed in this study proposes such aframework
and can be used in prospective evaluation of the relationship of
apotentia health-promoting digital serviceto the existing laws
and regulations. However, legidation regarding eHealth in
general and health-promoting digital services in particular is
under construction, and authorities' judgments are made from
case to case. Further research is critica to expanding the
knowledge base of cases, or products, using health-promoting
digital service implemented and where current legidation is

applied.
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Abstract

Background: Internet-based applications are providing new ways of promoting health and reducing the cost of care. Although
data can be kept encrypted in servers, the user does not have the ability to decide whom the data are shared with. Technically this
islinked to the problem of who owns the data encryption keys required to decrypt the data. Currently, cloud service providers,
rather than users, have full rights to the key. In practical terms this makes the users lose full control over their data. Trust and
uptake of these applications can be increased by allowing patientsto feel in control of their data, generally stored in cloud-based
services.

Objective: Thispaper addressesthis security challenge by providing the user away of controlling encryption keysindependently
of the cloud service provider. We provide a secure and usable system that enables a patient to share health information with
doctors and specialists.

Methods: We contribute a secure protocol for patients to share their data with doctors and others on the cloud while keeping
complete ownership. We developed a simple, stereotypical health application and carried out security tests, performance tests,
and usability tests with both students and doctors (N=15).

Results: We devel oped the health application as an app for Android mobile phones. We carried out the usability tests on potential
participants and medical professionals. Of 20 participants, 14 (70%) either agreed or strongly agreed that they felt safer using
our system. Using mixed methods, we show that participants agreed that privacy and security of health data are important and
that our system addresses these issues.

Conclusions: We presented a security protocol that enables patients to securely share their eHealth data with doctors and nurses
and developed a secure and usable system that enables patients to share mental health information with doctors.

(JMIR Med Inform 2016;4(2):€15) doi:10.2196/medinform.4756

KEYWORDS
self care; telemedicine; privacy; computer security; information dissemination

sensors and mobile apps and store the data in the servers of
multiple commercial service providers. Furthermore, agrowing

A new type of sociotechnical challenge has arisen with the number of people share this sensitive medical information
advent of eHedlth and big data technologies. For example through social networks such as Facebook and Twitter. Thisis

Introduction

ubiquitous and wearable health systems collect data through
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significantly different from the traditional health service, where
service providers kept tight control over patient data.

It has been argued that these new technologies can lead to
positive health outcomes, as they are evidence of people
self-managing their illness [1]. Some of the ways in which
self-management can have a positive effect include supporting
the patient’s motivation to look after their health, greater levels
of engagement, and understanding about the condition.

Furthermore, these new technologies may help improve
population health by hel ping researcherslearn about the drivers
of different pathologies, or how people's behavior is affected
by social influence and public health promotion campaigns[2].
Theinformation posted to social networks can proveinvaluable
in assisting doctors and counsel ors to better understand patient
behaviors and symptoms and can hel p to provide support and/or
consultation. Social networks are now being leveraged to
provide people with a better lifestyle and health, without the
need to continually visit the doctor’s clinic.

However, privacy [3], trust, and security issues associated with
health data make patients hesitant to post sensitive health
information and share it with health providers [4]. Data are not
ephemeral and will be stored in servers and shared. All
stakeholders need to worry about the lifecycle of the data; not
just who can access and manage the data at a particular point
in time, but also who will be able to do so in the future. There
isastrong need to provide patients with a guarantee that their
sensitive health information will only be visible to the doctors,
counselors, or others they wish to share it with at a particular
point in time.

A trivial solution to sharing data in the cloud involves the data
ownersfirst encrypting their databefore storing to cloud servers.
The data owner can then distribute encryption keys to every
user in the group thereby keeping the data protected from the
cloud provider and also malicious users. Authorized usersin
the group can then download the encrypted data from the cloud
and decrypt the data using the encryption key provided.
However, the main problem with this solution isuser revocation.
When the data owner wishes to revoke one of the usersin the
group, he must re-encrypt the data with a new encryption key
and redistribute the new key to all the remaining users in the
group. This renders the revoked user’s key useless and he or
shewill thus not be ableto access the data contents. Thisprocess
of re-encrypting the data and redistributing keys to al the
remaining usersin the group every time auser isrevoked access
can place a huge burden on the data owner. Thisis especially
the casewhenthe group sizeisvery large, in excess of thousands
to hundreds of thousands (eg, everyone in an organization or
online community).

There is a growing body of research on the trust, privacy, and
security ininformation systems, most of which apply to health.

Trust and Privacy

These issues often arise from insider attacks. For example,
malicious insiders to a cloud service provider (eg, employees)
can steal data, because they have direct access to it. Insiders
who are not happy with their job and who have recently been
terminated may take revenge and destroy, corrupt, or sell all
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dataowner’sdata[5]. Organizationally, cloud service providers
may misuse data in order to sell to third parties [6,7]. Such
privacy attacks affect thetrust of users and make them skeptical
of using cloud services for sensitive data storage. It has been
argued that thisis one of the main reasons why patients have a
lack of trust for using the cloud for storage and sharing of highly
critical medical information [8,9].

There have been multiple studies around privacy and trust in
health systems in research [10-15]. One of the most effective
ways of keeping data private in the cloud, and thus increasing
the trust of the data owners, is keeping data encrypted when
stored on untrusted servers, backup servers, and when in transit
on untrusted public channels.

The THEWS (Trusted eHealth and eWelfare Space) architecture
[16] provided privacy management to help data owners create
and manage the network as well as maintain information
privacy. As Ruotsalainen et al [16] pointed out, there is an
asymmetric relationship between health information systems
and their users because users rarely have the power “to force a
system to put personal rulesinto effect.” Our paper contributes
a novel security architecture that can help balance this power
difference.

Even when data are encrypted, it may still be possible for a
malicious cloud provider to deduce information from the
encrypted data. Zhang et al [17] propose a hovel solution that
adds noise obfuscation based on a time-series pattern to client
data stored in the cloud. This can help protect the privacy of
the owner’s data becauseit prevents malicious service providers
from deducing information from the encrypted data.

Little of thiswork has focused on private data sharing between
patients and doctors using socia networks. We present a new
security model that would allow users to have a much more
fine-grained control of their health data.

Security

One of the major issues with private sharing of health
information, and hence the major focus of this paper, is
encryption key management. As discussed above, the trivial
solution is computationally inefficient when having to revoke
users because of the burden on re-encryption and redistribution
of keys.

Microsoft HealthVault [18,19] provides a next step to alowing
patientsto store and manage their health and fitnessinformation,
aswell as share the data securely with their friends and family.
The encryption is done within HealthVault and does not rely
on the patient to generate and distribute keys. The patient can
decide who specifically can view his health information. With
our system, the patient has greater control over his health
information and can choose to store his health dataon any cloud
service provider that he wishes. The patient himself distributes
encryption keys to people he wishes to share the data with and
does not rely on commercial services, which may be
untrustworthy.

Proxy re-encryption and attribute-based encryption (ABE) [20]
are two current techniques aimed at secure and private data
sharing in the cloud [21]. Ming et a [22] use ABE for efficient
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revocation for outsourced data sharing control. Liang et al [23]
combine ABE with proxy re-encryption to achieve stronger
security.

Silva et a [4] present a data encryption solution for maobile
health apps and a performance evaluation comparing both
symmetric and asymmetric encryption algorithms. Our work
takes advantage of both symmetric and asymmetric
cryptographic algorithms to achieve both strong security and
high performance eHealth data using maobile phones.

Other Related Work

Tran et a [24] utilize the idea of aproxy re-encryption scheme
where the data owner’s private key is divided into two parts,
where one is stored in the data owner’s machine and the other
on the proxy. We also use this concept in our work and apply
it to data sharing with many usersinstead of just one user.

Huda et a [25] propose a privacy-aware patient-controlled
personal health record system that providesthe patient the ability
to control who can access which part of the patient’s health
record as well as view health history. A shared key is used to
control data access. In our work, we send key partitions to
doctors as this alows for more efficient consumer revocation.
We also use mobile apps because of their increased popul arity.

In our previous work [26], we focused on secure sharing of
electrocardiographic (ECG) data using a sensor, mobile phone,
and the cloud. The sensor connects to the mobile phone via
Bluetooth and streams encrypted ECG data to the cloud. Like
Tran et a [24], we use a form of proxy re-encryption where
keys are partitioned and shared with other doctors. Revoking a
user would simply involve removing the corresponding doctor’s
key partition in the cloud.

Furthermore, we applied our key partitioning encryption solution
in two studies [27,28]. In one [27], we developed a software
object that will carry out background monitoring to hold data
consumers accountable if they breach the policy set out by the
data owner. In the other [28], we applied our solution to a big
data analysisin the health domain.

Our work leverages existing encryption algorithmsto help build
a more secure protocol that alows health data to be shared
between a patient and many doctors, where the patient isin full
control over who can access his health data and who cannot.

Our contribution is a new way of protecting data, without
revealing the full encryption key to both the user and the cloud
provider. The encryption key is a string of digital information
that defines what a cryptographic algorithm produces, that is,
how data are encrypted/decrypted. Thisisin addition to users
passwords. The encryption key is used to generate a ciphertext
of the original dataand hence makethe dataillegibleto ordinary
users. The encryption key is used to decrypt or convert the
ciphertext back to the original plaintext data.

We propose a system that is designed to be highly scalable,
providing the ability to share data with many users, such as
doctors and nurses, while allowing the simple revocation of a
user without the need to re-encrypt the data every time a user
revocation occurs. We focus on creating a secure and usable
system that will enable patients to share mental hedlth
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information with doctors and mental health specialists, from
the comfort of their own home.

In this project, we evaluate the security model through a
prototypical mobile phone app. We chose to recruit students
and medical professionalsto evaluate the security of our system
because they werethe most likely potential users of the system.
Using amobile phone app, patients can report and receive help,
wherever they are. In the field of mental health, for example,
studies have also shown that the use of mobile phone apps can
support significant reductions in depression, stress, and
substance use [29].

Methods

Our system is built upon a requirements-driven design
methodology [30].

Figure 1 highlights the methodology we used to carry out our
work. We first define the requirements of our work. That is, to
develop a system that allows patients to share their personal
health information securely and privately, while ensuring the
systemisusable. We use afictitious scenario to assist in defining
the requirements of the system. We then review state-of-the-art
literature to explore the existing works or technologies that
attempt to address this. We then build on these works and
develop new technology. Finally, wetest our devel oped system
through performance and scalability tests and evaluate the
system in terms of usability.

The secure encryption protocol has been developed over severa
projects at the Commonwealth Scientific and Industrial Research
Organisation [21,26,28]. We also use the key partitioning
techniquein thiswork through the existing EIGamal encryption
algorithm [15] because it is most suitable for efficient user
revocation. In this paper, we leverage the key partitioning
technique and mabile phones to provide patients with a new
way of sharing their personal health information with doctors
anywhere anytime while having the ability to control which
doctor is able to access that information.

For the eval uation discussed in this study, we created afictitious,
but quite common, scenario: collecting data and providing
support.

The best way of designing and then evaluating a security feature
isthrough aminimum viable application in arealistic scenario.
This security feature would be applicable in other scenarios,
but the reification into concrete terms with users, and evaluate
the design on scalability and nonfunctional requirements. Our
application emulates one where data are collected to provide
support to people at risk of mental health issues at the
workplace.

We chose this scenario because it was relevant to our research
and because of its significance. There is evidence of increased
work stress, sleep disorders, and depression in the workplace
[31]. As aresult, there is a need for the means through which
an organization can provide support and feedback in a
convenient and secure manner. In order to detect people at risk,
information is needed. This information may come from the
people themselves or their friends, reporting problems at home
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or at work that are affecting their lives and their mental state.
It could also come from managers, occupational health and
safety reports, or other sources such as other eHealth systems.
Regrettably, in many cases, people fail to seek help when they
need it because of a number of reasons, including the lack of
time or access to resources, stigma, and trust. For example,
regularly visiting aclinic can be costly for patients and doctors.
For patients, thisalso involvesthe time and effort spent visiting
the clinic, particularly for rural and disabled patients. For
doctors, eHealth may allow them to prioritize differently and
tend to patients who cannot travel. Others have highlighted the

Figure 1. Development Method.
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possibility of using eHealth servicesto reduce health care costs
[32].

We also speculated that certain aspects, characteristic of mental
health issues, would make the importance of trust and privacy
more relevant to users. Trust and stigmaalso make it harder for
people to seek help or share information about their mental
health. In workplace well-being programs, for example,
employees might belesslikely to shareinformation if they feel
that it could be used by their employers. Trust is in great
measure a consequence of the software design of systems and
apps used to collect and manage the data.

Requirement Analysis

Literature Review

Development

Testing & Evaluation

Preliminaries

ElGamal Cryptography

We take advantage of ElIGamal encryption [15], a public-key
cryptographic system with an algorithm that is both simple and
efficient and can provide simple consumer revocation with a
low cost and overhead. ElGamal encryption, invented by Taher
ElGamal [15], isapublic-key cryptography system. One of the
drawbacks of ElGama encryption is that it is very
computationally inefficient and time-consuming to decrypt
fairly large data. Thus, the algorithm is best suited to the
encryption and decryption of small data. In this project, we
mainly use ElGamal encryption to add a further layer of
protection, by encrypting/decrypting another encryption key
instead of the data.

There are three main steps of the ElGamal encryption algorithm:

« Initidization: Given a prime p, a primitive root c of p,
compute b=c*mod p, where x isarandomly selected secret
key. The public key isthus{p, b, ¢} and private key isx.
Encryption: Generate random value r and encrypt data m
asfollows:

http://medinform.jmir.org/2016/2/e15/

E(m) = mxb'mod p=mxc™mod p
Also note: g=c'mod p

Decryption: This decrypts m with secret key x as follows:

D,(E(m)) = g”*xE(m) mod p=(c") *xmxc™*mod p=c"™xmxc™*mod
p=m mod p

Symmetric/Asymmetric Cryptography

We use both symmetric and asymmetric encryption and
decryption in our work to protect the health data from being
accessed by untrusted social networks. We utilize both
cryptography methods because they provide stronger security

and higher performance while supporting larger data sizes in
eHedlth.

Architecture

Figure 2 demonstrates our system. The model we used to test
our application assumes a patient who monitorsand trackstheir
health and activity data through a mobile phone app. The app
may then connect to, and storethe datain, asocia network such
as Facebook, Fithit, or other cloud-based service provider using
an application programming interface. An authorized doctor
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can loginto and retrieve the patient’s data and use the data for
analysis and diagnosis.

For the sake of our evaluation, we have simplified the
application so that it provides the most common features found
in commercial products. Our prototype app allows the patient
to enter atext value (eg, the description of an activity), anumber
value (eg, the amount of time spent), and an image. The app
also includes a button used to encrypt the text, number, and
image and send the data to a cloud server that is used to
represent the social network. In our work, we devel oped alocal
cloud server that does encryption/decryption operations.

One of the main limitations of our work is that current social
networks cannot automatically carry out encryption/decryption.
However, we mainly wanted to demonstrate the potential
capability of our system should a social network provide this
feature in the future. Another limitation of our work is that,
once the doctor has fully decrypted the patient’s health data,

Figure 2. User Interactionsin the System.
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there is no way to revoke access. This is currently beyond the
scope of our paper. The doctor however, would not be able to
view any further health information posted by the patient.

One of the main goals of our system isto make it simpleto use
for both patients and doctors. Our system is not designed to
replace existing health record systems but provide a convenient
way for patients and doctors to communicate with each other
remotely while ensuring privacy and security of health data. In
terms of privacy, we offer a solution that enables the patient to
define who can access their personal health data. We do not
focus on the other aspects of privacy such as determining when
the datawere accessed, how the datawere accessed, and to what
extent the data are communicated. In terms of security, we
provide solutions to availability through the use of the cloud
and confidentiality in terms of allowing only authorized doctors
to accessthe data. We do not focus on integrity or accountability
in thiswork.

Patien

Social Network

Protocol

To describe the protocol, we assume that the patient’s public
and private key pair has aready been generated and stored in
the app. We dso assume the socia network to be
honest-but-curious in the sense that the rules of the protocol
will be followed as intended but will till try to find out any
sensitive information if possible.

http://medinform.jmir.org/2016/2/e15/

RenderX

Data Storage

The patient first runs the prototype app and inputs a text string
and a number value, and uploads an image onto his mobile
phone. When the patient pressesthe “ Send” button, the app will
then generate an arbitrary symmetric key and encrypt the text,
number, and image. The symmetric key will then be encrypted
using the public key. The encrypted data contents and encrypted
symmetric key will then be sent to the socia network, for
storage (see Figure 3).
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Figure 3. Data Storage Protocol.
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privipatient) =x1 + x2
D.-:il:Ep'_b:pat'ertll:k:l:l

E.{message ratingimage), Dy lEpuyparien (k)

. patient’s private key into 2 random parts. Thefirst partition will
Data Sharing be sent to the social network and the other will be sent to the
When the patient decides to share the data with & doctor, he  doctor. By doing this, the untrusted social network has no
presses the “Share” button on the app and enters the doctor’s  knowledge of the full private key, because the other partition
social network username. The app will then partition the s stored on the doctor’s local machine (see Figure 4).

Figure 4. Data Sharing Protocol.

Patient App Csp Doctor

UsSername

1 INPUT: username

%2 = x3 + x4

credentials, username, x3

1 verifyCredentials{credentials)
E getUserld{username)

! storejuser_id, patient_id, doctor_id, x3)

®d

symmetric key and finally decrypt the data contents. The
Data Access standard method of accessing data involves the data consumer
When the doctor wishesto accessthe patient’sdata, they Smply  downloading the encrypted data from the cloud and decrypting
call the social network to retrieve the data. The socia network  the data on his own machine, usi ng the encryption key supplied
partially decrypts the symmetric key using the partial key by the data owner. In our protocol, the data consumer does not
supplied by the patient and sends the encrypted data contents  have accessto the other half of the key, which prevents the data

and partially decrypted symmetric key to the doctor. Thedoctor  consumer from ever knowing thefull encryption key (see Figure
uses the partial key supplied by the patient to fully decrypt the  5),
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Figure 5. Data Access Protocol.
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Access Revocation

When the patient decides to revoke a specific user’s access to
his eHealth data, the patient sendsarequest to the social network
platform to remove the doctor’s partial key entry from storage.
If the doctor attempts to download the data from the social
network, hewill only seethe encrypted text (“ciphertext”). The
doctor will not be ableto fully decrypt or read the data without
the partial key. In thetrivial solution described earlier, the data

Figure 6. Access Revocation Protocol.

Patient App

| viewAccesslists|credentials)

viewAccessLists(credentials)
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owner would have to re-encrypt the data and redistribute the
new encryption key to al of the remaining consumers in the
group, thus placing a burden upon the data owner. In our
solution, because the data consumer has no knowledge of the
other half of the key partition stored in the cloud, the data owner
would simply have to delete that key partition. Thus, he need
not worry about re-encryption and the redistribution of keys
(see Figure 6).

csp

sharedUsers

sharedUsers [

1 Patient_id = verifyCredentials(credentials)
| Shared_users = getSharedUsers(patient_id)
'

L

I I
i removelser|credentials, doctor_id) |
i

removelser(credentials, doctor_id)

Security Analysis
To verify the security of our protocol, we have used an

automatic cryptographic verifier tool called ProVerif [33], which
has been used extensively in research work [34].

http://medinform.jmir.org/2016/2/e15/

|
-
1

1
! Delete(patient_id, doctor_id, x4)
I
I
1

Wefirst modeled the behavior of the symmetric and asymmetric
encryption, ElGamal encryption/decryption, and digital
signatures.

We then modeled the patient by following the logic of the
protocol. In other words, the patient sending their encrypted
health data to the cloud server is modeled.
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The cloud provider model simply retrieved the encrypted data
from the patient via the public communication channel. When
requested by the doctor, it would carry out a partial decryption
of the symmetric key using the doctor’s key partition and send
it back to the doctor via the public communication channel.

The doctor was modeled as retrieving the key partition from
the patient via the private communication channel. The doctor
then retrievesthe encrypted data and uses her own key partition
to fully decrypt the partially decrypted symmetric key and then
fully decrypt the encrypted data to reveal the plaintext health
data

Each of the processes of the data owner, cloud provider, and
data consumer were run simultaneously, to simulate realism.

Usability Analysis

Participant Recruitment

In total, we recruited 5 medical professionals and 15 students
to carry out the usability testing of our eHealth application.
According to Nielsen [35], the minimum number of participants
required in a usability study is 5. We chose to recruit medical
professionals, because of their experience with patients and
health issues. They were also the most likely potential users of
our system. The medical professionals included 2 doctors, 2
medical officers, and 1 medical intern. We chose also chose
young people (ie, students) because they were the most likely
to use mobile phones and would be likely potential end users
of the system. We recruited students aged more than 18 years.

Figure 7. Screenshot of app login.

Thilakanathan et &l

Of the 20 participants, 17 (85%) were aged more than 25 years
and 3 (15%) were from 18 to 25 years of age. We obtained
ethics approval to carry out the study. All students reported
having afair amount of experience using mobile apps.

To carry out the usability tests, we provided participants with
a4-inch LG mobile phonewith Android operating system (OS)
and a 10-inch ASUS Eee Pad tablet [36], which contained our
secure eHealth app. We a so launched our Web service, which
would interact with the mobile phone to store and retrieve
eHealth data and enable the sharing with, and revocation of,
other users.

All 20 participants were given the same demo. Each participant
was first introduced to the main idea of our secure eHealth
system. We then asked the participantsto carry out simpletasks
such as the following:

«  Report current mood

»  Shareinformation with another user

+ Show that the other user can view the user's mood
submission

«  View mood submissions, etc

Each participant was told that their mood submission was
encrypted, and they were shown the back end of their stored
mood submission. Participants then answered our trust and
usability questionnaire.

We haveillustrated the user interface of our MindFeedback app
with Figures 7-9.

- MindFeedback

MindFeedback

Welcome to MindFeedback! Enter your
login and password to begin!

Email ID:

Password: EEE

bob@bob.com

Login

Remember login?

IP Address:

http://medinform.jmir.org/2016/2/e15/

192.168.0.4

Save
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Figure 8. Screenshot of patient mood input.

MindFeedback
Rate how you ‘:' 1 " 2:' 3 '\é' \4' 5

feel:

(1 = Horrible 5 = Excellent)
How are you feeling today?

| feel good today.‘

Any image you would like to send us? (Optional)

Load image

Welcome! User ID: 1

Send Share Cancel

Feedback View Security Logout

Figure 9. Doctor's view of patient's health data.

e \fi@WeEr

Viewer

A
Enter key:1443336642

View Post Delete Post Refresh Post List

Use from Email
Your post:

| feel good today.

You rated yourself:

Image files: Feedback

That's great!‘

Post  status

I nstruments 1), with questions related to trust and security [11,12] and

usability (the Usability, Satisfaction and Ease of use
We asked the participants to think aloud while taking notes.  questionnaire [37]). The questionnaire asked the participant to
Finally, participants answered ashort questionnaire (see Textbox
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assess our system based on trust and security, ease of use, and
satisfaction, based on a 7-point Likert scale.

We investigated the relationship between how trustworthy and
secure our system is and how useful our system isto everyday

Textbox 1. Questionnaire for all participants

Thilakanathan et &l

users. SurveyMonkey was used to provide the questionnaires
to the participants and to carry out the analysis of the
guestionnaire responses.

Demographic questions
Areyou male or female?

What is your ethnicity?

Wheat is the highest level of school you have completed or the highest degree you have received?

Seven-point Likert scale questions

Trust and security

When I’m connected to the Internet, | am concerned about exposing my health information to the public.
| am not too concerned about what others see when | post my health-related information on the Internet.

This system has made me more aware of what | may be exposing to others on the network.

| feel safer when using the system.

Personal information, which | input, is managed carefully and will not be leaked.

Ease of use
Itiseasy to use.

It is user-friendly.

It requires the fewest steps possible to accomplish what | want to do with it.

Both occasional and regular users would like it.

| can use it successfully every time.

The app istedious.

| require written instructions to use it.

It is difficult to recover from mistakes.
Satisfaction

| am satisfied with it.

It works the way | want it to work.

The app could be better.

The app wasn't as satisfactory compared to other health apps.
Feedback

Would you like to provide any other feedback on our system?

Performance Tests

The computational overhead introduced by our encryption
system on storage and retrieval of eHealth information was
tested with ssimple Advanced Encryption Standard (AES)
encryption/decryption of similar text data. We carried out 20
test cases and measured the time taken for each test case. To
carry out the tests, we used the ASUS Eee Pad Transformer
Prime TF201 tablet with Android OS [36] to run our
MindFeedback app. Testing was done on an HP Notebook
running Windows 8 with Intel Core i5 and 4GB RAM to run
the AES encryption/decryption operations and also to interface
with our app to retrieve performance time information of
MindFeedback.

http://medinform.jmir.org/2016/2/e15/

RenderX

Scalability Analysis

The scalability tests measured the maximum load distribution
our system can handle. This was done using a commercial
scalahility testing tool that made callsto thelogin() and getdata()
methods of our cloud service. The tests showed that the
maximum number of threads executed concurrently without the
system becoming a bottleneck was 200. Tests were on an HP
Notebook running Windows 8 with Intel Corei5 and 4GB RAM.

Results

Security Analysis

Informal Analysis
We now provide a brief security risk analysis of our work.
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- Insider attacks: Our protocol prevents insider attacks
because the data are never fully decrypted in the untrusted
cloud under any circumstance. The data remain encrypted
at all times on the untrusted cloud servers as well as on
untrusted public communication channels.

«  User revocation: Revocation of a doctor from data access
can be achieved efficiently without having to re-encrypt
the data each time. The doctor’s key partition is simply
removed from the cloud storage. This way, if the revoked
doctor now attempts to access the health data, he will not
be able to retrieve the full plaintext without the remaining
key partition.

« Update secrecy: Because health data are constantly
changing, patients may wish to update their health data.
Thisismade possiblein our protocol; aslong asthe updated
version is encrypted with the same symmetric key that was
used to encrypt the original health data, the patients may
update their health data any number of times as they wish.
This makes our solution feasible to be deployed in a
real-world scenario.

- Mobile stealing: In the event someone steals the patient’s
mobile phone, they will not be able to access the personal

Figure 10. Secure communication paths.

HTTPS/SSL

Thilakanathan et &l

health information as they would need to know the patient’s
credentials such asemail id and password in order to access
the mobile phone app. Hence, a patient does not need to be
tied down to only one mobile phone device and can keep
changing his device as often as he would like without any
loss of personal health information.

Formal Analysis

We used an automatic cryptographic verifier tool called ProVerif
[33] to formally verify our protocol. Thetool tests the protocol
againgt al types of adversary attacks, such asman-in-the-middle
attacks. Wetested the storage of eHealth data by the patient and
theretrieval of health data by an authorized doctor. Specificaly,
we tested the Data Storage and Data Access phases of our
protocol. Our protocol was found to be secure against such
attacks.

Figure 10 illustrates the security mechanisms used in our system.
The mobile app requires username and password credentialsto
be able to use our system. All health data that are sent to the
social network are encrypted and sent securely viaHTTPS/SSL.
The social network also has privacy controls that the patient
can adjust to suit their needs.

Mobile Device

- Username
- Password

Usability Analysis

Potential Users

We conducted a quantitative-based usability evaluation. Table
1 contains the responses from the 15 participants regarding the
questions related to trust and security, ease of use, and
satisfaction.

From our trust and security results, 10 out of 15 participants
(67%) had at least some concern over what others see when
they post health-related information on the Internet. Out of 15
participants, 12 (80%) felt that their data would be kept private
and secure when using our system and were also made more
aware of thetype of information that they may be exposing over
the Internet. In regard to whether their personal information
will be managed carefully and not leaked to the outside, nearly

http://medinform.jmir.org/2016/2/e15/

- Encrypted Application Data

Social Network

- Privacy controls

half of the participants agreed. Participants did mention that
some form of training or a video demonstration would have
communicated the security of the system alot more effectively.

From our ease-of-use responses, we found that 11 out of 15
participants (73%) found our system easy to use and learn,
user-friendly, and were able to use it successfully, every time.
However, 4 out of 15 participants (27%) did find the app alittle
“tedious’ to work with initially, and required some instructions
to understand the system alittle better. Overall, the satisfaction
of the app was mostly positive. Out of 15 participants, 13 (87%)
were satisfied with our app and found that it worked in the way
they wanted it to. However, most agreed that the app could have
been improved. For instance, participants provided feedback
that the app could have had a better-looking and much more
intuitive interface.
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Table 1. Potential users responses to questionnaire

Question Strongly diss  Disagree Partidly diss  Neither disagreenor Partially agree  Agree Strongly agree
agree agree agree

Trust and security

When I’ m connected to the 2(13.33%)  2(1333%)  1(6.67%) 2 (13.33%) 5(33.33%)  3(20.00%)

Internet, | am concerned

about exposing my health

information to the public.

l amnottooconcerned 4 (26.67%)  5(33.33%)  1(6.67%) 2 (13.33%) 2 (13.33%) 1(6.67%)

about what others see
when | post my health-re-
lated information on the
Internet.

This system has made me 2 (13.33%) 2 (13.33%) 1 (6.67%) 8 (53.33%) 2(13.33%)
more aware of what | may

be exposing to others on

the network

| fedl safer when using the 1 (6.67%) 1 (6.67%) 1 (6.67%) 2 (13.33%) 7(46.67%) 3 (20.00%)
system.

Personal information, 2 (13.33%) 1 (6.67%) 2 (13.33%) 3 (20.00%) 5 (33.33%) 2(13.33%)
which | input, is managed
carefully and will not be

leaked to the outside.

Ease of use

It iseasy to use. 1(6.67%) 2(13.33%)  1(6.67%) 8(53.33%)  3(20.00%)
Itis user-friendly. 1(6.67%) 1(6.67%) 2 (13.33%) 1(6.67%) 7(46.67%) 3 (20.00%)
It requires the fewest steps 2 (13.33%) 2 (13.33%) 9(60.00%)  2(13.33%)

possible to accomplish
what | want to do with it.

Both occasional and regu- 3(20.00%) 1 (6.67%) 1 (6.67%) 3 (20.00%0) 6 (40.00%) 1 (6.67%)
lar userswould like it.

| can useit successfully 1(6.67%) 3 (20.00%) 1(6.67%) 8 (53.33%) 2 (13.33%)
every time.

Theappistedioustowork 3(21.43%)  1(7.14%) 5 (35.71%) 2 (14.29%) 3(21.43%)

with.

| require written instruc- 5 (35.71%) 1(7.14%) 3(21.43%) 1(7.14%) 2 (14.29%) 2 (14.29%)
tionsto useit.

It isdifficult to recover 1(6.67%) 4 (26.67%) 1 (6.67%) 9 (60.00%)
from mistakes.

Satisfaction

| am satisfied with it. 1(6.67%) 1 (6.67%) 2 (13.33%) 8 (53.33%) 3 (20.00%)
It works the way | want it 1(7.14%) 1(7.14%) 2 (14.29%) 7 (50.00%0) 3(21.43%)
to work.

The app could be better. 1(6.67%) 1 (6.67%) 4 (26.67%) 7 (46.67%) 2(13.33%)
Theappwasn't assatisfac- 1 (6.67%) 4 (26.67%) 1 (6.67%) 8 (53.33%) 1 (6.67%)

tory compared to other

health apps

5 medical professionals regarding trust and security, ease of

Medical Professionals use, and satisfaction.

We also performed an identical usability evaluation with the 5
medical professionals. Table 2 contains the responses from the
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Table 2. Medica professionals responses to questionnaire

Thilakanathan et &l

Question Strongly dis-

agree

Disagree
agree

Partialy dis-

Neither disagree nor
agree

Partially agree  Agree Strongly agree

Trust and security

When I’m connected to the
Internet, | am concerned
about exposing my health
information to the public.

| am not too concerned
about what others see when
| post my health-related in-
formation on the Internet.

1 (20%) 3 (60%) 1 (20%)

This system has made me
more aware of what | may
be exposing to others on the
network

| feel safer when using the
system.

Personal information, which
I input, ismanaged carefully
and will not be leaked to the
outside.

Ease of use
Itiseasy to use.
It is user-friendly. 1 (20%)

It requires the fewest steps
possibleto accomplish what
| want to do with it.

Both occasional and regular
users would likeiit.

| can use it successfully ev-
ery time.

The app is tedious to work
with.

3 (60%)

| requirewritten instructions
touseit.

2 (40%)

Itisdifficult to recover from
mistakes.

2 (40%) 1 (20%)

Satisfaction
| am satisfied with it.

It workstheway | want it to
work.

The app could be better. 1 (20%)

The app wasn't as satisfacto-
ry compared to other health
apps

1(20%) 1(20%)

3 (60%) 2 (40%)

2 (40%) 3 (60%)

1 (20%) 3 (60%) 1 (20%)

4 (80%) 1 (20%)

2 (40%)
1 (20%)

3 (60%)
3 (60%)
5 (100%)

1 (20%) 1 (20%) 3 (60%)

2 (40%) 3 (60%)
1 (20%) 1 (20%)
2 (40%) 1 (20%)

2 (40%)

1 (20%) 3 (60%)

3 (60%)

1(20%)

1 (20%) 1 (20%)

1 (20%)
3 (60%)

2 (40%) 1 (20%)

From our trust and security results, 2 out of 5 participants (40%)
were strongly concerned about exposing health information
over the Internet while the rest were partially concerned. After
using our app, 4 out of 5 participants (80%) felt that the personal
information they entered into the app would not be leaked to
the outside. Results were mainly positive about feeling safer
when using the system and being more aware of what they might
be exposing to others on the network. In terms of feedback,

http://medinform.jmir.org/2016/2/e15/

RenderX

participants reported that users would not understand the key
process and that it might need to be accompanied with images,
for better understanding. We needed to better showcase the
trivial solution of data sharing, asdescribed in the introduction,
and how our system solves the issues of the solution. Another
participant reported that the 2-part encryption was ideal.

In terms of ease of use, 3 out of 5 participants (60%) agreed
that the app required the fewest steps possible, in order for them
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to accomplish what they wanted to with the app. Results were
also mostly positive, in terms of the app being user-friendly,
easy to use, and the ability to use it successfully, every time.
However, a few participants agreed that some form of written
instructions was needed to make this app usable. Overall,
medical professionals found our system satisfactory. Out of 5
participants, 4 (80%) found the app satisfactory and working
in the way they wanted it to.

Similar to the potential users, 2 out of 5 medical professionals
(40%) alsofelt that the app could have been better. For instance,
most of the feedback involved improving the user interface.
Doctors reported that a notification system for the app would
have been very handy. The notification system could pop up or
beep and alert a patient when a doctor has provided feedback.
For more serious medical problems, the notification system
could forward the patient’s request to an emergency unit or
mental health crisis team, in the event that the doctor cannot
respond out of hours. Most doctors provided positive feedback
about the security of the app. One participant noted that the
2-part encryption might be frustrating for older patients, and
that such a system perfectly suits teenage patients.

Performance Tests

Asameasure of performance, wetested the overhead introduced
in our system, regarding the storage and retrieval of eHealth
information, with ssmple AES encryption/decryption of similar
text data. We carried out 20 test cases and measured the time
taken for each test case. To carry out the tests, we used the
ASUS Eee Pad Transformer Prime TF201 tablet [36] with
Android OS to run our MindFeedback app. We used an HP
Notebook running Windows 8 with Intel Corei5and 4GB RAM
to run the AES encryption/decryption operations and to also

Figure 11. Upload Overhead.
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interface with our app, in order to retrieve performance time
information from MindFeedback.

In our performance tests, we measured the overhead introduced
by our system compared with a simple AES encryption and
decryption operation. Wefirst measured the overhead introduced
by uploading the patient’s health datato the cloud server. Figure
11 illustrates the results of our upload performance tests.

The diagram clearly highlights the overhead of our system
compared with a simple AES encryption solution. The mean
time for the simple AES symmetric encryption was 0.18
seconds, with a standard deviation of 0.006 seconds. However,
the mean time for the MindFeedback tests was 0.485 seconds,
with a standard deviation of 0.09 seconds. The overhead is
accounted for the additional encryption of the symmetric key,
followed by the partial decryption of the symmetric key through
the ElGamal encryption algorithm. There was a so some network
latency overhead.

We al so measured the overhead introduced by our protocol for
the download or retrieval of the patient’s health data. Figure 12
highlights the results of the performance tests.

As seen in the diagram, the system only had a slight overhead
compared with a simple AES decryption operation. The mean
time of the AES decryption tests was 0.001 seconds, with a
standard deviation of 0.0003 seconds. The mean time of the
MindFeedback download tests was 0.961 seconds, with a
standard deviation of 0.332 seconds. Note that the patient’s
encrypted key used to protect health data is first partialy
decrypted in the cloud server and then fully decrypted on the
patient’s mobile phone. This is then followed by an AES
symmetric decryption using the key on the mobile phone, thus
accounting for the overhead.

Time(Seconds)

—+— MindFeedback
—=——  AES encryption

Test Case
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Figure 12. Download overhead.
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Scalability Tests

In the scalability tests, we measured the maximum load
distribution that our locally deployed SOAP (Simple Object
Access Protocol) Web service could handle. We used a
scalahility tool that made callsto the login and getDatamethods
of our cloud service. The maximum number of threadswewere
able to run concurrently without the system becoming a
bottleneck was 200. We carried out the tests on an HP Notebook
running Windows 8 with Intel Corei5 and 4GB RAM.

Figure 13. Distribution of login performance.

—+— MindFeedback
——&— AES decryption

10
Test Case

12 14 16 18 20

See Figures 13 and 14 for our scalability distribution over the
200 threads, for both callsto log in and callsto retrieve the data
from the cloud service.

The diagrams highlight the near-ideal bell curve distribution.
Our system could withstand up to 200 concurrent calls to our
Web service, which makes it more feasible for use in a
real-world scenario.
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Figure 14. Distribution of data access from cloud performance.

100

Data Access

90
80
70
60
50
40
30 JVV
2|

10

0

http://medinform.jmir.org/2016/2/e15/

RenderX

JMIR Med Inform 2016 | vol. 4 | iss. 2 |e15 | p.70
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR MEDICAL INFORMATICS

Discussion

eHealth applications are a fast-growing segment in the
technology market; however, privacy and security issues hinder
the wide-scale adoption that patients can potentially benefit
from. In this paper, we presented a solution that will enable
patients to share their personal health information with doctors
remotely while ensuring privacy and security.

We then presented our system based on the encryption key
partitioning algorithm that will enable patients and doctors to
communicate with each other privately and securely. We
leveraged mobile phones to provide greater convenience for
patients. We carried out performance tests, usability tests, and
scalability tests to show that our system is feasible to be
deployed in areal-world scenario.

Our performance tests were shown to be practical to be deployed
in a real-world scenario, even after it introduced a slight
overhead due to our security protocol. From the usability tests,
we found that many users were concerned when they shared
their personal health information online and that they felt safer
when using our system. A magjority of participants found our
app easy to use and efficient but had provided feedback that it
could be better. For example, the app could have had a
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notification system that beeped every time a doctor sent
feedback to the patient or alert the emergency unit for more
serious medical problems. In terms of scalability, our system
was shown to withstand up to 200 concurrent callsto our locally
run Web service, thus making it feasible to be deployed in a
real-world scenario.

One recommendation for further development isto remove the
assumption that the doctor is trusted. That is, once the doctor
is able to view the patient’s fully decrypted personal health
information, she may then accidentally or inadvertently send
the data to another doctor without the knowledge and/or
permission of the patient. A solution could be developed to
prevent unauthorized sharing of personal health information by
authorized doctors. One way to do this would be to utilize an
additional security token such that the health information can
be viewed only if the security token is present in an authorized
doctor’s device. Another way would be to perhaps encapsulate
the personal health information in a secure data object and
require that credentials be entered every time an authorized
doctor requests access. Another recommendation for future
work isto handle the scenario where a revoked doctor colludes
with the social network. Currently, thiswill reveal the full key
that will then alow the doctor to decrypt al of the personal
health information stored by the patient on the social network.
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Abstract

Pressures to contain health care costs, personalize patient care, use big data, and to enhance health care quality have highlighted
the need for integration of evidence at the point of care. The application of evidence-based medicine (EBM) has great promise
in the era of electronic health records (EHRS) and health technology. The most successful integration of evidenceinto EHRs has
been complex decision toolsthat trigger at a critical point of the clinical visit and include patient specific recommendations. The
objective of thisviewpoint paper isto investigate why the incorporation of complex CDS toolsinto the EMR is equally complex
and continues to challenge health service researchers and implementation scientists. Poor adoption and sustainability of EBM
guidelines and CDS tools at the point of care have persisted and continue to document low rates of usage. The barriers cited by
physicians include efficiency, perception of usefulness, information content, user interface, and over-triggering. Building on the
traditional EHR implementation frameworks, we review keys strategies for successful CDSs: (1) the quality of the evidence, (2)
the potential to reduce unnecessary care, (3) ease of integrating evidence at the point of care, (4) the evidence's consistency with
clinician perceptions and preferences, (5) incorporating bundled sets or automated documentation, and (6) shared decision making
tools. As EHRs become commonpl ace and insurers demand higher quality and evidence-based care, better methodsfor integrating
evidenceinto everyday care are warranted. We have outlined basic criteriathat should be considered before attempting to integrate
evidenced-based decision support toolsinto the EHR.

(JMIR Med Inform 2016;4(2):€16) doi:10.2196/medinform.4553

KEYWORDS
clinical decision support tools; framework; implementation

the constant evolving evidence-based guidelines, clinical
prediction rules (CPRs), and comparative effectiveness results
makes it challenging for providersto apply the latest evidence
at the point of care. But the direct application of EBM has great
promisein the eraof eectronic health records (EHRS) and health
technology.

Introduction

Field of Evidence-Based M edicine

Pressures to contain health care costs, personalize patient care,
use of big data, and enhance health care quality have highlighted
the need for integration of evidence at the point of care [1-5].

In the field of evidence-based medicine (EBM), we talk about
the evidence cycle (Figure 1 shows this) [6]. The EBM cycle
starts with a question (ask), then accessing the evidence
(acquire), appraising the evidence, applying the evidence to
care for our patients, and analyzing and adjusting [7]. The
application step is where researchers and policy makers have
struggled with implementation and often failed. Furthermore,

http://medinform.jmir.org/2016/2/e16/

With the onset of Health Information Technology for Economic
and Clinical Health Act and Meaningful Useinitiativesin 2009,
researchers have been hopeful that health technology will be
the solution to bringing EBM to the point of care. Substantial
investments of funding, intellect, and energy have yielded an
array of EHRs and electronic clinical decision support (CDS)
tools to improve patients quality of care and reduce
inappropriate use of critical resources.
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Themost successful integration of evidenceinto EHRs hasbeen
complex decision tools that trigger at a critical point of the
clinical visit and include patient specific recommendations. In
contrast, most of the CDS tools being launched are
uni-dimensional and not incorporated into the physicians
workflow. For the purpose of this article, we have designated
these forms of evidence integration as “flat reminders’:
one-dimensional alerts that are typically triggered by one or
two EHR components such as an element of patient history
[8-11]. Examples include, flu-shot reminders at annual visits
or reminders for colon-cancer screening triggered by patients
age (Figure 2 showsthis). Theseflat CDStools unlike complex
CDS rarely include patient-specific medical information, are
not integrated into the providers' clinical workflow, do not
include tools to support workflow (bundled order sets or
documentation corresponding to the tool), or inclusive of
patient-centered decision-making tools [12-14].

Complex, multidimensional forms of CDS are patient-specific,
provide specific recommendations for rapid frontline decision
making, and therefore have had a greater impact on patient
outcomes and resource utilization. CPRs are forms of complex
CDS. Based on real-time patient data points such as medical
history, physical examination, and laboratory data, CPRs are
EBM based algorithmsthat are able to personalize the patient’s
diagnosis, prognosis, and likely responseto treatment [6]. CPRs
weigh patient data and generate a composite score to stratify
patients’ risk of disease onset, disease progression, or outcome

McGinn

events. Physicians find these tools more useful, compared to
theflat reminders, when decision making iscomplex, theclinical
stakes are high, or cost savings can be achieved without
compromising patient care [6]. Adoption of CPRs have been
problematic in that applying complex agorithms at the point
of caretakesadditional time, providers’ forget to apply therule,
and they don’t document the usage.

Incorporating complex CDS tools, such as CPRs, into an EHR
holds great promise for finally realizing their potential by
standardizing their application, reinforcing their application,
and documentation. The cavesat isthat incorporation of complex
CDS tools into the EMR is equally complex and continues to
challenge health service researchers and implementation
scientists. Poor adoption and sustainability of CDStools at the
point of care has persisted and continues to have low rates of
usage [15-18]. The barriers cited by physicians include
efficiency, perception of usefulness, information content, user
interface, and over-triggering [19,20].

Over the past five years, our research team has been working
to improve the integration and adoption of complex CDS tools.
Similar to the EBM cycle, we see CDS integration as a step
wise process of: identifying a clinical problem, reviewing the
evidence, usability testing of the tool, integration and
deployment of the tool into the EHR, incorporation of shared
decision making, and continuous monitoring and maintenance
for sustained effectiveness (Figure 3 shows this).

Figure 1. Five steps of evidence-based practice. Evidence-based medicine: EBM.
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Figure 2. Flat versus dynamic clinical decision support tools. PCP: primary care provider.
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Figure 3. Stepsto complex clinical decision support tool integration. CPRs: clinical prediction rules.
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Aim of the Study

During our research, we have encountered challenges that have
repeatedly emerged. In this paper, we propose strategies to
overcome those challenges to the integration of complex CDS
in order to improve EHR-embedded CDS tools adoption rates,
patient outcomes, and resource utilization [21,22].

Key Considerations for Integrating
Evidence-Based Medicine Clinical
Decision Support Tools at the Point of
Care

Key Strategiesfor Successful Clinical Decision Support
Tools

Building on the traditional EHR implementation frameworks,
we review keys strategies for successful CDSs: (1) the quality
of the evidence, (2) the potential to reduce unnecessary care,
(3) ease of integrating evidence at the point of care, (4) the
evidence's consistency with clinician perceptions and
preferences, (5) incorporating bundled sets or automated
documentation, and (6) shared decision-making tools.

Quiality of the Evidence

The first consideration to successful adoption of CDS toolsis
assessing the quality of the evidence. This may seem an obvious

Figure 4. Development and testing of aclinical prediction rule.

McGinn

step, but thiscritical element isoften overlooked, with inaccurate
assumptions about evidence and impeding the hoped-for results.
Therefore, a formal process of evaluating and grading the
evidence of the CDS prior to integration is critical. In order for
the CDS tool to have a significant impact on health care
outcomes, it must be based on high-quality evidence [20].

The quality of CPRsis determined by how well they have been
validated and tested. CPRs are typicaly developed in a
three-step process: (1) derivation of the rule and creation of a
model, usually with aretrospective database; (2) validation of
therule, inwhich the model istested, preferably in aprospective
fashion in severa different sites to demonstrate that it is
transportable and stable; and (3) impact analysis, whentherule's
impact on clinical behavior is assessed (Figure 4 shows this)
[6]. The further along in the development process, the higher
the level or quality of evidence and the more ready it is for
integration in the EHR. Only CPRs that have reached alevel 1
or 2 of evidence and have shown to have a consistent predictive
accuracy should be considered for integration.

Several risk-stratification tools with poor and unclear levels of
evidence are currently in wide use, for example, the Modified
Early Warning Scoring and the pulmonary embolism rule criteria
rule for pulmonary embolism. The rules have been derived, but
haven’t shown consistency in prospective validations performed
in various clinical settings [23-27].
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Potential to Reduce Unnecessary Care

A second consideration we identified as critical isthe potential
for the evidence to have a significant effect on health care
delivery. Historically, CDS and CPR tools have often been
introduced in clinical areas plagued by overuse of diagnostic
tests or treatments. CPRs aim to accurately identify patients at
very low risk who can possibly forgo further testing and those
at high risk who can be prioritized for further diagnostic tests
or immediate treatment. If the goal of evidence integration is
to reduce unnecessary testing or treatment in low risk
populations, then estimating how many patients fal into the
low risk category will help give an accurate measure of the
potential impact of a prediction rule. Our experience has been
that estimating this risk will allow you to weigh the potential
impact to the work/resources need to build and implement an
EHR based CDS tool.

http://medinform.jmir.org/2016/2/e16/

RenderX

For example, CPRs that guide clinicians through the complex
process of risk stratification usually shift the distribution of
patientsfrom higher to lower risk. With a CPR such asthe strep
or pneumonia rule, shifting patients from medium to low risk
could reduce ordersfor antibiotics, which are recommended for
patients with medium or high risk; if this congtitutes a large
proportion of patients, the CPR will have a substantial impact
on public health implications (antibiotic resistance) and reduce
unnecessary usage of antibiotics.

Ease of Integrating Evidence at Point of Care

A key to both clinician adoption of CDS tools at the point of
care and successful integration is how it easy it isto meld the
CPR into workflow and how the patient specific dataare entered
into thetool. Some CDStools are extremely complex, requiring
multiple data points that may not be automatically integrated
into the CDS tool and thus require manual entry. In some
practice settings, the EHR may not automatically interfacewith
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required data such asx-ray resultsin the emergency departments
or rapid point-of-care test results in primary care clinics. Busy
clinicians are unlikely to adopt tools that require them to
manually derive, obtain, or enter data. Examples of overly
complex tools are the Pneumonia Severity Index (PSI) used in
emergency departments to help providers decide to admit
patients. The rule has over 20 data elements [28]. Attempts to
integrate PSI in emergency room workflow have failed due to
poor adoption of the model.

Automatic, Seamless Triggers

A related issueto ease of integrationis“triggering” of thetool.
To betruly effective, CDStools heed to be an active (automatic)
trigger and seamlesdly integrated into the flow of care. Providers
should not have to activate the decision support, but rather be
automatically offered it in the appropriate setting and related
to the appropriate patient. Certain phrases or orders and
combinations can act astrigger pointsinthe EMR, such as chief
complaint or diagnosis. For atrigger to be successful, it needs
to trigger accurately (when truly needed) and not be overly
sensitive. In our study on using a CPR for pneumonia, entering
cough in the chief complaint section was one method of
automatically triggering the complex decision support tool.
Ideally, decision support istriggered infrequently and istargeted
to the specific condition where it can most assist the provider.
If there is no method for accurate triggering, the decision tool
may not be effective in changing clinicians' behavior.

Consistency of the Evidence With Provider Perceptions
and Preferences

Clinicians are most likely to adopt decision support tools or act
on evidence guidelines that align with their predispositions
about care. Literature suggests providers understand the value
of CPRs and state they utilize them in decision making, but
CPR adoption rates continue to be low and vary across CPRs
[15,16,18,29,30]. We have therefore found it helpful to conduct
a needs assessment and survey providers on their beliefs and
attitudes to better understand their reception and potential for
adopting the rules. Furthermore, it allows us to anticipate and
approach the cultural barriers to CPR adoption. For example,
the success of two accurate CPRs, the Ottawa Ankle Rule (OAR)
and the Thrombolysisin Myocardia Infarction (TIMI), varied
in clinical impact, not based on the quality of evidence, but
upon the attitudes the providers had on the utility of the CPR
in their practice, which hindered the adoption. Dr lan Stiell
derived and validated the OAR CPR to reduce x-ray ordering
in emergency rooms among low risk patients presenting with
ankleinjuries. Implementation of the rule reduced x-ray ordering
by over 30% [31]. In contrast, several prediction rulesfor chest
pain risk stratification in emergency rooms have not been widely
adopted despitetheir demonstrated accuracy [32-34]. Physicians
in both examples were presented with accurate CPRs, but
behaved differently in each situation. In the case of the OAR,
most physicians (89.6%) reported using the rule always or most
of the time in appropriate circumstances and 42.2% reported
basing their decisionsto order radiography primarily ontherule
[35]. In contrast, physicians using the TIMI rule reported that
they looked at the CPR during the triage in 46% of eligible
patients, but only one triage decision (1%) was changed by it
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[33,36]. The OAR CPR in this situation supports their
predisposition to confirm their clinical gestalt and empowers
them to follow through. In contrast, patients presenting with
chest pain may present physicians with a challenging decision
that evidence introduction will not help and therefore evidence
alone will not change practice patterns. Performing a needs
assessment and survey prior to integrating evidence into
workflow will potentially uncover these biases and lead to
insight on how to overcome those biases.

Incorporating Bundled Setsor Automated
Documentation

CPRs that can stratify risk and have a corresponding
management plan or diagnostic testing, which can be streamlined
and bundled into order sets, will likely have more buy in by
physicians, leading to higher usage and therefore larger impact
on patient outcomes. The largest incentive we have witnessed
through our usability testing is how the CPR and CDStools can
streamline clinical practiceinstead of impeding and slowing it.
By incorporating order sets or automated documentation in
progress notes of the EMR and automated documentation in
progress notes of the EMR, physicians see the CDS as a
facilitator rather than a burden. Therefore, we work to develop
CDS tools that offer some incentive to using the tool. In our
model's, we embedded patient education material in both English
and Spanish for patients to take home [21,22,37]. We aso
developed order sets for recommended antibiotics for patients
identified as high risk. Both these aspects were popular with
providers.

Shared Decision-Making Tools

Thefinal piece of completing the evidence cycle, which hasyet
to be sufficiently studied, is the integration of shared decision
making when it's appropriate and as long as it’s based on the
best available evidence. Shared decision making (SDM) is
becoming an integral part of patient centered care and is seen
asamethod to improve patient-clinician communication [ 38,39].
SDM is a process in which the clinician and patient share
information about the disease and treatment options and discuss
the patient's preferences to arrive at a decision about a
management plan. Decision aids are typically used during the
discussions to describe risk of disease and impact of treatment
on morbidity and mortality, and have shown to have positive
impacts on patient and clinical outcomes [38]. In a systematic
review of theliterature, it is suggested that patients may benefit
from the use of SDM in the emergency department and that
SDM isfeasible[40]. A randomized controlled trial used SDM
tools in patients with chest pain and showed an increase in
patients knowledge and engagement in decision making and
patients decided lessfrequently to be admitted to the observation
unit [41,42]. The combination of CPR with SDM allows for
tailored messages around their severity of disease and treatment
plans, and through the use of the EMR SDM, reminders, tools,
and documentation in clinical visits, CDS is becoming easier.

Discussion

As EHRs become commonplace and insurers demand higher
quality and evidence-based care, better methods for integrating
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evidence into everyday care are warranted. We have outlined
basic criteria that should be considered before attempting to
integrate evidenced-based decision support toolsinto the EHR.
First and foremost, this process emphasizes a critical appraisal
of the quality of the evidence behind the decision support.
Second, CDS tools should be evaluated for their ability to
perform and impact clinical care through assessments of
providers perception of utility. Finally, usability testing and
integration into workflow need to be thoroughly evaluated prior
to attempts to integrate evidence. Evaluation of the evidence

McGinn

and usability testing, however, are often lacking in research
design, implementation methodology, and training of researchers
inthisarea. If the federal government, EHR vendors, or health
care ingtitutions do not support research in these areas, the
integration of successful CDS tools will continue to lag in
creating change in patient outcomes. At this critical juncture of
widespread EHRs and pressure to bend the cost curve, incentives
to help industry, government, and academic health centers to
support these research areas is urgent.
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Abstract

Background: Practice-based population health (PBPH) management is the proactive management of patients by their primary
careclinical team. The ability of clinicsto engage in PBPH and the means by which they incorporateit in aclinical setting remain
unknown.

Objective: We conducted the Canadian Population Health Management Challenge to determine the capacity and preparedness
of primary care settings to engage in PBPH using their existing medical record systems and to understand the complexities that
may exist in PBPH implementation.

Methods: We recruited a sample of electronic medical record (EMR) -enabled and paper-based clinics from across Canada to
participate in the challenge. The challenge required clinic staff and physicians to complete time-controlled, evidence-based
practice reviews of their patients who may benefit from evidence-informed care, treatment, or interventions across five different
areas (immunization, postmyocardial infarction care, cancer screening, diabetes management, and medication recall). Weformul ated
a preparedness index to measure the capacity of clinics to engage in PBPH management. Finally, we conducted follow-up
qualitativeinterviewsto providericher understanding of PBPH implementation and related issues (ie, challenges and facilitators).

Results: A tota of 11 primary care clinics participated, representing 21 clinician practices. EMR-enabled clinics completed a
full review of chartsin an average of 1.37 hours. On the contrary, paper-based clinics reviewed nearly 10% of their chartsin an
average of 3.9 hours, hinting that they would have required an estimated 40 hours to complete areview of chartsin their practice.
Furthermore, the index revealed amajor gap in preparedness between the EM R and paper-based clinics (0.86—-3.78 vs 0.05-0.12),
aswell as abroad range among the EMR clinics. Finally, building on the results of the qualitative analysis, we identified factors
facilitating the integration of PBPH.

Conclusions: Our results suggest that EMR usage is pivotal in setting the foundation to support PBPH. The wide range of
performance variation among EMR-enabled clinics suggests that EMR functionality and optimization, its support of clinical
practice workflow, and policy issues to ensure adoption of standards are critical issues to facilitate PBPH.

(JMIR Med | nform 2016;4(2):€10) doi:10.2196/medinform.4577
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Introduction

Context

In Canada, the federal government spends 50% of its total
budget on the Canada Health Transfer to the provinces and
territories [1]. One common goal across jurisdictions in recent
years has been to improve and transform primary care [2,3].
Statistics show that four types of chronic diseases
(cardiovascular disease, cancers, chronic obstructive pulmonary
disease, and diabetes) are the major causes of hospitalization
in Canadaand are responsiblefor significant mortality (153,000
patients or 75% of all deaths) and could benefit from improved
primary care prevention [4]. Provincialy, providing care for
patients with complex chronic conditions (largely older adults)
and mental health issues accounts for near 50% of health care
expendituresin Ontario, Canada’s most popul ous province [5].
All of the above conditions involve a significant role for
community-based primary care providersfrom the aspects both
of care and treatment of these conditions and of prevention
among at-risk segments of their panel of patients. To prevent
the negative impacts of such diseases and decrease their
associated costs, it is important that regular care providers be
able to proactively identify vulnerable or at-risk patients who
may benefit from screening, treatment, or interventions [6-8].

To do this, scholars and practitioners have increasingly
recognized the importance of actively managing population
health at the primary care level as an essential factor in
improving quality of care outcomes[6,9]. It iswidely recognized
that, to provide a better quality of care for patients with acute
and chronic diseases and improve health outcomes, it is
important to effectively prevent disease and disability at a
population or community level, and potentially at the district
or country level [10-12]. This issue is becoming especialy
important, due to the challenges presented to public health in
the international primary care context by the upsurge of new
diseases and infections, immigration and change in community
demographics, socia and economic determinants of health, and
enduring environmental disasters[3].

Onemagjor effort has been to establish practice-based population
health (PBPH) methodol ogies and procedures for primary care
practice [13,14]. PBPH management has been defined as “an
approach to care that uses information on a group (population)
of patients within a primary care practice or group of practices
(practice based) to improve the care and clinical outcomes of
patients within that practice” [15]. PBPH focuses on an entire
population or its subset (eg, acommunity) with acommon health
problem or risk exposure. The goal is to identify and address
everyone who is within the target population, and to pinpoint
health priorities and actions through a systematic assessment
and selection process, with an emphasis on provision of
equitable prevention services [16]. To ensure that preventive
maneuvers are updated and to fully implement PBPH
management, clinical teams need accurate dataon the population
from their medical records [13,17]. However, medical records
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kept in paper format make it difficult to optimaly retrieve
documented i nformation and subsequently integrate PBPH into
daily practice workflow [18,19].

One of the key elements that can improve practice engagement
with PBPH is the integration of information technology, data
quality of electronic patient records, and integrated
administrative and clinical workflow [7,20]. Thisis generaly
conducted through implementation, adoption, and use of
electronic medical record (EMR) or electronic health record
(EHR) systems[17,18,21]. Indeed, previous research has shown
that the adoption of technological advances such as EMR and
EHR systems is key to enabling positive outcomes from
implementing PBPH [15,19].

The benefits of electronic systems have been well recognized
in the extant literature. For instance, research shows that the
use of EMRs in hospital and ambulatory care settings can
improve patient safety and reduce adverse events, by using aerts
and reminders[22]. In addition, use of EM R functionalitiesand
dataquality management with clinicianscan assist inimproving
preventive care maneuvers and chronic disease management
[19]. Furthermore, EMR use has been found to lower the cost
of care [23] by reducing staff time required for paper-based
administrative duties and smoothing the clinic’'s management
workflow for laboratory results[24]. Nevertheless, other existing
studies examining the benefits of EMR implementation have
provided mixed support for these areas of value [19,22,25,26].

In the context of population health management and PBPH,
clinicians' use of and consultation with patient data and the
provision of aert and reminder functionalities has been shown
to support chronic disease management [27]. Use of EMR data
in this regard is independent of electronically enabled chronic
disease management software or programs that may function
separately from the EMR. Indeed, use of EMR data for PBPH
also depends on several factors, such as technical feasibility to
access individual-level or aggregated EMR data reports and
clinicians' capacity to perform aggregated review and execute
follow-up with identified patients. Nevertheless, previous
research has highlighted five main approaches in which use of
EMR data can support PBPH [15]. First, clinicians can use
EMRs to effectively identify the communities of patients who
need additional health care services. For instance, lists can be
generated of patientswho need checkups and follow-up support,
or those who require risk-reduction consultation based on
specific clinical or demographic indicators. Second, EMRswith
functionalities to create reminders or alerts support physicians
in conducting follow-up tests, procedures, or education with a
patient either within or outside of individual patient encounters.
Third, EMR systems may have the ability to send unique
notifications based on clinical indicators. Fourth, EMRS can
graphically illustrate over time the impact of treatment or
preventive maneuvers on longitudinal presentation of clinical
laboratory tests or other measured outcomes. EMRS can also
generate various quality reports that compare and contrast the
practicesof caregiverswith local (clinicianswithin the practice),
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national, or global standards, providetimely accessto guidelines
on common diagnosis and treatment care plans, and apply
quality measures to PBPH management. Fifth, EMRs can
display datain various forms (bar charts, tables), or export and
print it in different forms, so that users can use data for further
analysis [15,27].

Despite the potential benefits, optimizing use of EMR
functionalities in primary care has been particularly complex
and challenging [28]. In fact, an international survey of 5000
primary care physicians reveal ed that the adoption and the extent
of optimized EMR usage by clinicians in North America is
lower than expected [29]. Specifically in Canada, approximately
one-quarter of primary care practices still used paper-only
records in 2015, with substantial variation in EMR adoption
between provinces [30]. Canadian EM R-enabled primary care
practices are also ranked below the international average for
preforming specific population health management practices
[30]. In 2012, at the time of this study, only 18% of primary
care physiciansin Canada reported improved management and
diagnosis of chronic diseases via EMR use; the rate was even
lower (3%) for primary care physicians who reported using
multifunctionality of their EMR system to support chronic
disease management and preventive care among their panel of
patients [24]. Therefore, our study sought to understand how
clinics can perform PBPH efficiently in the new context enabled
by technol ogy.

Objectives

We report the design and results of the Canadian Population
Health Management Challenge, in which we assessed
paper-based and EMR-enabled primary care clinics located in
Canada on their capacity and preparedness to engage in PBPH
management. More specifically, we aimed to answer these
guestions: How prepared are clinics to adopt PBPH? What are
the factors that facilitate PBPH management?

Methods

Sampling

Weinvited asample of primary care clinicsfrom across Canada
to participate in the Popul ation Heal th Management Challenge.
The challenge required clinic staff or a lead physician to
complete time-controlled, evidence-based practice reviews of
their patients who may benefit from evidence-informed care,
treatment, or interventions across five clinica areas
(immunization, postmyocardial infarction care, cancer screening,
diabetes management, and medication recall). We sought
practices with EMR systems and practices with paper-based
patient records. Requests for participation were disseminated
broadly via Canada Health Infoway’s provincial peer network
programs and across provincid EMR funding programs.
Programswere encouraged to sharetheinvitation broadly across
their networks; therefore, we do not know the total number of
invitations disseminated. Community-based primary careclinics
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or clinician practices were eligible to participate. Clinics
interested in participating contacted the study coordinator by
email and were later interviewed to determine eligibility and
review participation requirements. Clinics that volunteered to
participate were required to appoint alead physician or a staff
member for a 6-hour period to complete the challenge at a
specified date and time. Real-time monitoring and support was
provided while participants completed the time-controlled,
evidence-based practice reviews that made up the 6 challenge
modules using a Web-based tool. The Web-based tool
systematically captured the time to complete each
evidence-based review module. All participants completed a
Web-based orientation and registration session before the date
and time they initiated the challenge. Participants completed 2
rounds of the challenge (round 1 in August 2011 and round 2
in October—November 2011).

Instruments and M easures

Clinic and clinician practice demographic data were collected
during the orientation and training session: (1) the descriptive
characteristics of the clinic and participating clinician practices
(number of active patients, number of clinicians and care staff,
year of graduation), (2) the type and use of chart recording
systems (EMR, paper), and (3) the challenge participant’s
function within the clinic. The challenge consisted of 6
evidence-based review modulesrequiring participantsto review
active patient charts or records and enter the results of their
review—all within aspecified timelimit (please see Multimedia
Appendix 1 for formatted screen exampl es used to captureclinic
characteristics and challenge modules).

The challenge modules were designed by a committee of
practicing Canadian family physicians and primary care
researchers and consisted of multiple indicators to support the
appropriate definition of eligible patients within a participating
practice who may benefit from evidence-informed care,
treatment, or interventions acrossfive focus areas (noted above),
each completed sequentially (Table 1). We chose clinical
scenarios to represent typical information retrieval situations
commonly found in primary care and specifically grounded in
current evidence-based practice [21,31-36]. The first task of
each module required initial consultation of al patient charts
(of the participating physician’s practice) to identify the target
patient population that met the selection criterion for the
evidence-based review. Beyond asimpleregistry, all subsequent
indicators or tasks within the modul e were focused on thistarget
population to further define the patients eligible to receive the
evidence-based directed care, treatment, or intervention. Finally,
each module required participants to specify the source or
method of data abstraction (EMR or paper charts), percentage
of eligible chartsthat were actually reviewed within the recorded
time, and the degree of confidence (assessed on a5-point Likert
scale) that the abstracted results for each module had captured
all eligible patients within the practice.
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Table 1. Modules and alotted time to complete each one in the Canadian Population Health Management Challenge.

Module Description Timelimit (minutes)

1 Identify all active patients over the age of 65 years and indicate those who have not received a vaccination 45
against pneumococca pneumonia.

2 Identify all active patients who have had amyocardial infarct and indicate those for whom a statin medication 45
has not been prescribed.

3 Prepare aregistry, including phone numbers, of all active patients who are female over the age of 50 yearsand 60
identify those who have not had a mammogram in the last 3 years.

4 Prepare aregistry, including contact information, of all active patients who are taking the drug metforminand 45
have acreatinine result greater than 150 pmol/L. With theregistry in hand, assess the practice’ s ahility to perform
arecall of this medication.

5 Identify all active patients diagnosed with type 2 diabetes and indicate those for whom the latest hemoglobin 60
Aqtest indicates a value greater than 0.070.

6 Prepare aregistry, including contact information, of all active patients who are taking the drug Avandia and 45

have been diagnosed with congestive heart failure.

Participants were allowed 45 to 60 minutes to complete each
module. The time taken by each participant was systematically
recorded by the Web-based data entry tool with automated
time-out features for each module. In the event of a participant
time-out, the module was halted (data entry no longer possible)
and the data collected to that point were recorded to the
database.

To support and enhance our understanding of user experience
with the tool and ensure quality of the data collected, we
conducted on-site observations at 2 clinics. Each challenge
participant completed a follow-up semistructured phone
interview. We developed the interview guide based on areview
of the extant literature and the observationa site visits that we
conducted with the first paper-based and EMR-enabled sites
while they completed the challenge. The guide was refined
jointly with the research team and validated through 2 pilot
interviews. All interviews were recorded and transcribed
verbatim. As a quality improvement study, this study was not
reviewed by aresearch ethics board. The research team did not
consult patients' records and challenge modules did not require
the capture of personal health information.

Development of the PBPH Preparedness Score

We formulated a preparedness score as a relative measure of a
clinic's capacity to engage in PBPH management. We based
clinic preparedness on two key principles: timeliness and
completeness. A clinic that requires less time to specify a
defined patient popul ation with completeclinical criteriaacross
its full panel of patients is deemed to be more prepared for
PBPH management than a clinic that takes longer to complete
afull panel review or hasincomplete clinical criteria

We used 2 sets of values to compute the PBPH preparedness
score: (1) the total time required to complete the challenge
modules, and (2) the percentage of data fields that were
completed within challenge modules (degradation factor). We
computed the scorefor each clinic that undertook the challenge
on behalf of one or more clinician practices and that was
supported by the time data recorded automatically by the
Web-based tool and the self-reported proportion of charts
actualy reviewed to the overall number of patients in the
physician’s practice.

http://medinform.jmir.org/2016/2/€10/

For each practice, we computed the mean percentage of modules
completed, inclusive of all the data fields in each of the 6
modules. We then defined the mean percentage complete for
clinics with multiple participating practices as the average of
the mean percentage complete across all the physician practices
of the clinic on amodule-by-modul e basis. Then we combined
the mean percentage complete for the clinic with the time
allocated for the compl etion of each module and the actual time
taken by the clinic to complete the modules for all practices,
according to the following formula: score = (mean percentage
for clinic x time allocated to compl ete section) / time taken by
all practices to complete section.

The PBPH preparedness score can be interpreted as the
percentage of the challenge that the clinic was able to complete
in the allotted time. The inverse of the score, multiplied by the
overal time alowed to complete the challenge, provides an
estimation of the time the clinic would require to complete all
tasks across modules that composed the challenge.

More precisely, we defined the percentage complete astheratio
of the number of charts that had all criteria identified (either
met the criteria or did not) over the total number of chartsin
the clinic. This is estimated and self-reported by challenge
participants for each module before advancing to the next
modul e whether they reached the time limit or not. For the first
participating clinics, we assigned an average percentage
compl ete based on notes taken by the on-site observers. Missing
valuesfor the percentage compl ete of atask wereimputed using
the following two rules. First, if the practice had complete
clinical criteria data fields within the module, we assigned full
percentage (100%) complete, asall data elements were present
for the required analysis. Second, if such information was not
provided, we assigned zero percentage to the associated
percentage compl eted.

We ranked clinics based on their fastest time and completeness
of clinical criteria, ordering them from the highest to lowest
capacity to conduct PBPH management based on the
preparedness score.

We analyzed qualitative datain 2 stages. We first performed a
within-case analysis of the resulting transcripts. Within-case
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analysis allowed usto focus on the particularities of each case.
We used documentation and observational datato corroborate
and validate the insight provided by the interviews [37]. We
then proceeded to a cross-case analysisin order to contrast and
compare data and to allow for common patternsto emerge. For
the cross-case analysis, we followed agrounded theory approach
[38]. Following around of open coding, we used an axial coding
strategy, and we grouped codes with the same content and
meaning into categories. From these weidentified thefollowing
categories: (1) motivation to participate in the challenge, (2)
current patient and clinical data retrieval challenges, (3) key
learning points, and (4) future developments. Then, through
selective coding, we analyzed the patterns.

Results

A total of 55 clinics responded to the national communications
strategy inviting participation in the study. The study coordinator
contacted and interviewed interested practices to determine
eligibility and review participation requirements. Of these, 11
(8 EMR-enabled; 3 paper-based) clinics volunteered to
participate in the challenge. The remaining 44 declined to
participate due to lack of time and available staff, or because
of personal, business, or operational conflicts with the timing

Vaghefi et al

of the data collection periods. Among EMR-enabled clinics,
the lack of knowledge about data retrieval and getting queries
from an EMR was consistently mentioned asthe key reason for
nonparticipation. For clinics with paper-based record systems,
the task of dataretrieval through manual chart reviews wasthe
key barrier to participation. During the orientation session
conducted preceding the challenge, 1 paper-based clinic
withdrew because the tasks were deemed beyond the capacity
of the designated staff member assigned to the challenge.

Among volunteering clinics, the main motivation to participate
inthe challenge was, first, to assesstheir performance vis-a-vis
other clinics and, second, to evaluate the efficiency of their
current practices. Additionally, clinic managers hoped that the
challenge could advance adoption and optimized use of EMRs
in Canadamore generally by highlighting the potential benefits
of advanced use to colleagues, regiona partners, and
government agencies.

Challenge modules were completed either by a primary care
physician (4 clinics) or by medical record or information
technology staff (7). Table 2 lists the participating clinics and
other demographic information such as their location, the
practice size and type of medical record keeping system, and
the person responsible for executing the challenge.

Table 2. Descriptive information on clinics participating in the Canadian Population Health Management Challenge.

Clinictypeandclinic No. of prac-

number tices Location Size® Record system type Role of participant
EMR P -enabled clinics

1 1 Ontario 7500 EMR Office Manager

2 1 Ontario 7400 EMR Physician

3 1 New Brunswick 8300 EMR Physician

4 1 Quebec 22,300 EMR Physician

5 3 Ontario 65,000 EMR + analyticsdatabase  Office Manager and I T specialist

6 4 Nova Scotia 4100 EMR IT Director

7 4 British Columbia 8500 EMR Office Manager

8 2 Ontario 150,000 EMR Office Manager
Paper-based clinics

1 2 Quebec 27,800 Paper + eBilling + eAppoint-  IT Manager

ments
2 1 Quebec 23,000 Paper Archivist
3 1 Newfoundland 3000 Paper Physician

8Active patient = 1 count.
bE|ectronic medical record.
CInformation technology.

Figure 1illustrates each clinic'srankings based on their overall
average preparedness score. See Multimedia Appendix 2 for a
detailed data summary of the module results for participating
clinics.

Overall, EMR-enabled clinics completed a full review (100%
of active patient records) in an average of 1.37 hours.
Paper-based clinics reviewed approximately 10% of charts in

http://medinform.jmir.org/2016/2/€10/

3.9 hours, thusrequiring an estimated 40 hours (or 1 work week)
to complete a full practice review (Multimedia Appendix 2).
Onascaeof 1to5, EMR-enabled clinics were more confident
than paper-based clinics that they had captured all €eligible
patients (overall average 3.8 vs 1.9, respectively). Figure 1
illustrates the overall preparedness score and self-reported
participant confidencein completion of reviewsfor paper-based
and EMR-enabled clinics. While an expected capacity gap does
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exist between EM R-enabled and paper-based clinics (0.86-3.78
vs0.05-0.12, respectively), results suggest abroad range among
the EMR-enabled clinics, which may be due to a variety of
factorsto support or hinder capacity for PBPH.

To better understand the discrepancies between the clinics
preparedness and performance on conducting the challenge, we
relied on our qualitative data. The analysis helped clarify the
main challenges and critical issues that facilitate PBPH in
primary care settings.

Overall, our analysis showed that participants saw dataretrieval
asacritical activity intheir current practice, but many mentioned
that they do not perform it frequently enough or on a regular
basis. Yet someindicated that dataretrieval may not be equally
important for every staff member or clinician depending on
their role in patient and population health management.

Clinical teams tend to collect alot of information in an EMR;
all interviewees were concerned that this rich source of data
was not always exploited adequately. The most common
challenge found to inhibit proper use of data was the logistics
of data retrieval. Most participants believed that data retrieval
isadifficult, time-consuming task that was not comprehensive
enoughintheir clinic, and hastechnical problemsand limitations
that influence database updates and integration. Exploiting the
data (eg, writing queries, doing dataanalysis) was also regarded
asacomplex processthat necessitates both agood understanding
of the system’s functionalities and good access to the raw data.
Almost all participants mentioned that they were not satisfied
with their current dataretrieval processin their practice, mostly

Vaghefi et al

because of the technical limitations of their systems and lack
of resources required to keep track of and manage the quality
of the data stored in their system.

In the participants' opinion, the most important action to be
taken to improve the data retrieval process was to standardize
the data items, tools, and data entry forms. Most clinics
emphasized the need for an easier-to-use and more consistent
data entry method and codification, so that it would reduce the
complexity for physicians. They also highlighted the need for
making systems more user-friendly and easier to navigate for
the average staff member or clinician, particularly for those
without advanced computer or statistical programming
knowledge or skills.

Overall, participants assessed their participation in the challenge
asapositive experience, which helped them validate their views
about EMRs. It also reinforced their ideas about the
effectiveness and efficiency of their current work practices and
systems used in the clinic, and that it highlighted limitations.
For paper-based clinics, our results supported the importance
of investing in EMRs, and displayed the significant differences
in terms of processing efficiencies of PBPH. For EMR-enabled
clinics, the study highlighted to management and staff the ways
inwhich they canimprovetheir use of the system (eg, investing
in training and education initiatives for current and future
clinicians, establishing EMR data standards, and developing
data abstraction and presentation tools), as well as where they
can enhance existing tools to improve work habits, quality of
care, and performance.

Figurel. Overal ranking based on the average preparedness score across included modul esin the Canadian Popul ation Health Management Challenge.

EMR: Electronic medical record-enabled clinics; Paper: Paper-based clinics.

Preparedness score m Confidence score

4.83
4.5 4.5
417 4.33
3.78
3
2.51 25 2.67
2.22 2.33
2
-2 138 1.15 1.17
' 0.96 0.86
0.12 0.07 o.osl
EMR 2 EMR_4 EMR_3 EMR_8 EMR_1 EMR_5 EMR_6 EMR 7  Paper 1 Paper 2  Paper_3
: : compared to that of EMR-enabled or automated patient record
Discussion P P

Our study aimed to assess the capacity and preparedness of
primary care settings for PBPH. First, we developed a
preparedness score to reflect upon the relative performance of
the participating clinics. The sampling approach allowed the
performance of paper-based manua record systems to be
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While the preparedness score shows that EMR-enabled clinics
have a higher capacity and confidence in PBPH reviews, our
results also highlight agap in the ranges of preparedness scores
observed. We found a 7-fold (7.2 times) difference between the
best-performing paper-based clinic and the worst-performing
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EMR clinic. Although a performance gap was to be expected
based on existing research [14], the clinic scores showed that
the actual gap isvery significant. Our results al so demonstrated
alarge gap (4.2 times) between the best-performing EMR clinic
and the worst-performing EMR clinic. Based on our qualitative
interviews and observation, we further found that this gap is
mainly related to the absence of clear, user-friendly functional
requirements regarding the use of and access to patient-level
datawithin the current EM R systemsbeing used by participating
clinics.

In the cases of the best-performing EMR clinics, the challenge
participant was a physician, as opposed to an archivist, medical
office assistant, or information technology professional, who
was reporting on behalf of a single practice. These clinics
achieved aperformance level that was, at least, 1.5 times better
than the subsequent clinic among the ranked scores. Our
qualitative data suggest that familiarity with the record layout
and its content could explain the enhanced performance.
Therefore, performance acrossall EMRs could beimproved by
incorporating data entry standards as well as coding standards.
In thisregard, data entry standards (eg, HL7 clinical document
architecture) and coding standards (eg, SNOMED-CT) would
allow medical personnel to “know where to look” and to
effectively use the search capabilities of EMRs in support of
PBPH. As discussed by participants, searching text fields for
misspelled or aiased terms presents added complexity to the
review and is al so time consuming, which can further negatively
affect the implementation of PBPH into practice workflow.
Overall, these results are consistent with previous findings that
emphasize the important role of EMRs (or information
technology, in general) as the necessary factor in transforming
the quality of primary care services[39,40].

Regarding paper-based clinics, the best-performing clinic
achieved a performance level that was 1.7 times better than the
next paper-based clinic and 2.4 times better than the lowest-level
paper-based clinic. The observational data suggest that this
enhanced performance was due to the mixed search strategy
used by the best-performing clinic. In each module of the
challenge, theinitial population was determined using dataheld
in the clinic's electronic scheduling and electronic billing
systems. Once these sources had provided a narrowly defined
population list, the paper chartswere reviewed. The repurposing
of these electronic systems allowed this clinic to effectively
cross-reference their patient records and establish initial
subpopulations. From this, it can be seen that PBPH could
possibly be undertaken by a paper-based clinic using a series
of cross-referencetables or registries. Thisapproach could prove
effective in small practices where the administrative burden of
maintaining the registries could be minimized. However, in a
large practice, the strategy would be extremely labor intensive
and subject to compl eteness concerns.

Most clinics chose to report on a single clinician’s practice.
However, in a few cases, multiple practices were included. In
linewith the general findings, our dataimply that, in these cases,
EMR-enabled clinics have a clear advantage over paper-based
clinics. In a paper-based clinic, the formulation of the query,
which is the actua act of pulling a filed chart and looking at
composite clinical notes and information, must be undertaken
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anew for each practice. In an EMR-enabled clinic, the
formulation of the query is done for the first practice but is
simply reused for the subsequent practice(s).

Finally, the analysis of follow-up interviews revealed the key
challenges clinicians face in PBPH management. The most
important issue in pursuing PBPH isthelack of systematic data
storage retrieval practicesin clinics. Despite advancesin using
information systemsin health care contexts (whether for PBPH
or not), many clinicians still perceive EMR use as an
encounter-based electronic patient chart, instead of a tool to
support prospective care and panel management [41]. Despite
this, recent reports also highlight technical barriers in data
retrieval and protection of privacy [42]. We aso found that
standardization of data and integration of databases are
important stepsin overcoming the challengesrelated to PBPH.
These results are comparable with the results of previous studies
that have emphasized the integration of databases and medical
records that collect patient data from different sources or users
[43].

Limitations

We must acknowledge some limitations to this study. Neither
the instrument of measure (the challenge) nor the measure
derived from the instrument (the preparedness score) was
rigorously validated. Validation of the preparedness score could
prove advantageous, as it could be a tool for government
agencies and clinic managers to evaluate the degree of
preparedness and to assess the required effort and cost in
undertaking PBPH. Neverthe ess, to date, the preparedness score
has exhibited important interpretation properties that would
support the evaluation of the cost-benefit of different medical
record keeping processes.

Conclusion

The results of this study suggest that the PBPH preparedness
scorereflectsthe preparedness of the clinics participatinginthe
challenge. The use of an EMR seems pivotal in setting the
foundation to support PBPH management in primary care and
subsequently to drive the associated beneficial outcomes for
patients and clinicians. The range of capacity in EMR-enabled
clinics suggests that for PBPH management to be effectively
undertaken, key determinants of EMR optimization need to be
addressed.

Despite the limitations, the study provides important
contributions. The insights proposed by our findings can be
used to show thecriticality of EMR adoption for pursuing PBPH
management. Although the results of previous studies looking
at the advantages of EM R adoption have been mixed [22,25,26],
our findings support the positive and significant effectsof EMR
use for improving the performance of clinics PBPH practice
and the potential to affect quality of care and patient outcomes.
The 2015 Commonwealth Fund survey of primary care
physiciansreportsthat EM R adoption has advanced substantially
among Canadian and US primary care clinics (73% and 82%,
respectively) [30]. However, use of multifunctionalities to
support population health management remains below the
international average [30]. This study adds to our existing
knowledge of the potential benefits such systems can provide
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to primary health care providers and emphasizes the need for
investing in initiatives to support current and future clinicians
to overcome the challenges related to using data for proactive
preventive and care management purposes. Furthermore, we
established atool (preparedness score) that provides abasisfor
comparing and contrasting the capacity of clinics to conduct
evidence-informed PBPH management practices. Based on the
score, stakeholders can understand the capacity of clinics
preparednessto apply PBPH effortsin aclinical setting. Overall,
using asimilar challenge and preparedness score can shed light
on the feasibility of population health management and the
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issues that should be addressed in order to implement it fully
with associated resources in a specific context. Finally, policy
makers and EMR vendors can use the qualitative findings to
help regulate and improve future EMR systems, databases, and
audit-reporting analytical functionalities. Creating easy-to-use
EMR systemsfor clinical and careteamswith astraightforward,
optimized design, and retrieval and analytical featuresto support
existing clinical practices and workflow, with integrated
standards (especially with regard to data entry), is among the
key factors to support advanced use of EMR data for quality
outcomes of patient care through PBPH.
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Abstract

Background: The rapid expansion in the use of electronic health records (EHR) has increased the number of medical errors
originating in health information systems (HIS). The sociotechnical approach helps in understanding risks in the development,
implementation, and use of EHR and health information technology (HIT) while accounting for complex interactions of technology
within the health care system.

Objective: This study addresses two important questions: (1) “which of the common EHR error types are associated with
perceived high- and extreme-risk severity ratings among EHR users?’, and (2) “which variables are associated with high- and
extreme-risk severity ratings?’

Methods: This study was a quantitative, non-experimental, descriptive study of EHR users. We conducted a cross-sectional
web-based questionnaire study at the largest hospital district in Finland. Statistical testsincluded the reliability of the summative
scales tested with Cronbach’s alpha. Logistic regression served to assess the association of the independent variables to each of
the eight risk factors examined.

Results: A total of 2864 eligible respondents provided the final data. Almost half of the respondents reported a high level of
risk related to the error type “ extended EHR unavailability” . The lowest overall risk level was associated with “ sel ecting incorrectly
fromalist of items’. In multivariate analyses, profession and clinical unit proved to be the strongest predictorsfor high perceived
risk. Physicians perceived risk level sto be the highest (P<.001 in six of eight error types), while emergency departments, operating
rooms, and procedure units were associated with higher perceived risk levels (P<.001 in four of eight error types). Previous
participation in eLearning courses on EHR-use was associated with lower risk for some of the risk factors.

Conclusions: Based on alarge number of Finnish EHR users in hospitals, this study indicates that HIT safety hazards should
be taken very seriously, particularly in operating rooms, procedure units, emergency departments, and intensive care unit/critical
care units. Health care organizations should use proactive and systematic assessments of EHR risks before harmful events occur.
An EHR training program should be compulsory for al EHR usersin order to address EHR safety concerns resulting from the
failureto use HIT appropriately.

(IMIR Med Inform 2016;4(2):€13) doi:10.2196/medinform.5238
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Introduction

Previous successin the adoption and use of health information
technology (HIT) has been darkened by the growing number
of reports of itsunintended consequences and potential for errors
[1]. Risksassociated with electronic health records (EHR) have
been identified as related to technologies themselves, their
applications, and their use [2]. The systematic analysis of
EHR-related safety concerns is clearly a prerequisite for
recognizing safety threats [3,4]. The sociotechnical approach
facilitates understanding of the risks in the development,
implementation, and use of EHR and HIT while accounting for
complex interactions of technology within the health care system
[5-12].

Sittig and Singh have provided extensive work and afoundation
for understanding EHR safety. Theseresearchersdefinethe HIT
work system as the combination of the hardware and software
required to implement HIT, as well as the socia environment
inwhichitisimplemented [6-8]. According to Sittig and Singh’s
research, HIT errors may involve failures of either structures
or processes. These errors can occur in the design and
development, implementation and use, or evaluation and
optimization phases of the HIT lifecycle [9]. HIT-related errors
occur anytime the HIT system is unavailable for use,
malfunctions during use, is used incorrectly, or interacts with
another system component which incorrectly resultsin dataloss
or incorrect entry, display, or transmission. The dimensions are
not independent, sequential, or hierarchical, but rather
interdependent and interrelated concepts similar to the
compositions of other complex adaptive systems [6-8]. This
approach is consistent with the currently recommended
approaches to systems and human factors used to identify and
minimize error [9]. HIT errors should be defined from the
socio-technical viewpoint of end users [6-8].

Risk assessment is the process through which organizations
develop an understanding of the risks they face [13]. This
process is supported by various tools and techniques. Risk
analysis consists of determining the consequences and their
probabilities for identified risk events. The consequences and
their probabilities are then combined to determine a level of
risk [14]. Use of arisk assessment matrix isagrowing practice.
The simplicity and ease of use of this approach contributes to
widespread adoption, including ageneric international standard
for risk assessment techniquesto support risk management [ 13].
Organizations can reduce the number and severity of
EHR-related safety events by anticipating the risk factors[15].

The results of arecent study suggest that EHR safety depends
on persistent testing and monitoring, especially in terms of the
ongoing appraisal of sociotechnical factors that affect the use
and maintenance of EHRs. Because the new EHR adopterslack
relevant skills and resources, it is more critical to develop
techniques to support awareness of the risks, as well as their
monitoring and management [16]. One method to support
awareness of risksis to identify risk indicators that are easily
detectable. Sittig and Singh present a red-flag-based approach
that can serve to identify potential EHR safety concerns.
Common EHR-related safety concerns have been identified
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based on Sittig and Singh’swork in EHR-related patient safety,
and a survey focusing on the frequency of serious EHR-related
safety events, variables affecting serious EHR-related safety
events, and the tracking of EHR-related safety measurements
[15,16].

Theresearch datain this study has been refined to explore users
perceptions of high- and extreme-risk severity ratingsin the use
of EHR. Wewereinterestedin ng EHR users’ perceptions
of EHR safety issues because no previous study has explored
this problem area in a specialized hospital context.
Consequently, we used a mixed-methods approach in several
phases to develop and validate a questionnaire based on Sittig
and Singh’s research and findings [15,16]. The final Finnish
guestionnaire consisted of eight error types, each with threeto
six related questions. Future research will focus on developing
atool to mitigate EHR-related safety concerns.

Methods

Research Questions

Our goal wasto study health care professionals’ perceptions of
common EHR concerns. The specific objective was to
concentrate on severe-risk error types and risk factors.

This study aimed to answer the following questions:

1. Which of the common EHR error types are associated with
perceived high- and extreme-risk severity ratings among
EHR users?

2. Which variablesare associated with high- and extreme-risk
severity ratings?

Recruitment

This study was a quantitative, non-experimental descriptive
study of Finnish EHR users. A cross-sectional web-based
guestionnaire study took place over afour-week time periodin
the beginning of 2015. The study was conducted in the Hospital
District of Helsinki and Uusimaa, and included 23 hospitals
(covering apopulation of 1.6 million Finns; 34% of the Finnish
population) that treat half a million patients annually. The
hospital district runs the largest academic teaching hospital
(Helsinki University Hospital) in Finland, which covers all
medical specialties and emergency services in its different
facilities. Furthermore, the district runs four regional hospitals
that support local primary care outside the Helsinki metropolitan
area. The entire hospital district has approximately 22,300
employees [17].

All nurses, nursing aids, physicians, clinical secretaries, and
academic hospital workers (eg psychologists, pharmacists and
clinical nutritionists) working, and potentially using the EHR,
throughout the hospital district comprised thetarget population.
The qualifications of health care professionalsin Finland, asin
other member states of the European Union (EU), are in
accordancewith the EU directive on professional qualifications
(2005/36/EC) [18]. This directive appliesto doctors, specialist
doctors, nurses, specialist nurses, and midwives. There are no
set entry requirementsfor clinical secretaries, but they do require
proficient information technology (IT) skillsto use and process
EHRs.
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These hospitals have used the same EHRs for severa years.
The hospital district has a computerized physician order entry
with clinical decision support and major ancillary systems (ie
laboratory), a picture archiving and communication system, as
well as a clinical data repository for reviewing results. The
closed loop medication system is not part of the EHRs. These
hospitals have the same risk-assessment approach and systematic
education for all clinicians as part of their patient safety
programs.

The questionnaire took place in early 2015. At the same time,
anew version of the EHR program was implemented in order
to incorporate the system into the Finnish national health care
archive, known as KanTa. Although the overall availability of
EHR in 2014 was as high as 99.9%, the system’stotal unplanned
widespread unavailability for12.4 hours during 2014 threatened
the continuity of operations in these hospitals.

A commercia online platform (Webpropol) served to conduct
the survey. We sent the questionnaire, with detailed information
for answering, as well as an explanation of the risk matrix, to
all potential EHR users (N=17,336) at the sametime. Identifying
exactly which individuals use EHR was impossible, so
guestionnaires were sent to all professionals in these groups.
We also advised the participants to rate all error types and risk
factors on the questionnaire in their own working environment
during the last 12 months. We sent two reminder e-mailsto all
individuals who had not completed the questionnaire.

The organization’'s research review process approved the study
protocol. Since patients were not the subject of this study,
Finnish national legislation (488/199) did not require the
approval of the Institutional Review Process for the study [19].
All respondentswill remain anonymous, and the study involved
no financial incentives.

Questionnaire Items and Assessment Scale

The questionnaire consisted of eight error types based on Sittig
and Singh’s previousresearch [7,15,16]. Each of the error types
included three to six EHR-related safety issues or risk factors
based on commonly identified EHR safety concerns.

Theerror typeincorrect patient identification includes questions
related to key patient-identifying information. These errors
include information missing from the EHR screensor printouts,
the absence of documented processes and procedures for
verifying patient identification at crucial stages of patient visits,
and incorrect site information or incorrect patient
surgery/procedure information originated from an order that
was entered for the wrong patient. One commonly recognized
safety issue, in which nurses use copies of one or more patient
barcode identification bands taped to their clipboard as a
workaround when performing barcoded medication
administration, was omitted during questionnaire devel opment
because this practice does not exist in these hospitals' EHRs.

The error type extended EHR unavailability means that some
portion or, more likely, all of the patient’s medical records are
unavailable for review. This error results from total or partial
failure of the EHR system, or planned downtime.
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Failure to heed a computer-generated warning or alert is an
error type in which critical information, even if sent to the
correct person at the right time and displayed prominently on
the computer screen, can be overlooked dueto an overabundance
of other false-positive information. This error meansthat items
can potentially indicate the existence of agiven condition when
thisis actually not the case. Overlooked data such as these can
lead to erroneous or delayed diagnoses or treatments.

System-to-system  interface errors are the result of
communication problems between applications. These errors
can prevent data from one application (eg alaboratory system)
from reaching another application (eg the EHR), or corrupt the
dataitself.

Failure to find or use the most recent patient data errors can
cause clinicians to make erroneous clinical decisions and lead
to incorrect, unnecessary or delayed tests, procedures, or
therapies. Such failures usually result from difficulties
navigating, viewing, understanding, or interacting with user
interfaces.

The error type EHR time measurement translational challenge
occurs when the computer cannot properly trandate time
measurements as EHR users understand and enter them.
Examples of consequences associated with this error type
include routine tests, medications, or procedures that can be
ordered daily, yet continue long after they are clinically needed
because the order lacked a stop date.

Incorrect item selected from a list of itemsis an error type that
occurs when an EHR user inadvertently selects a listed item
that appears directly over the item the user intended to select.
Such errors can occur if the user fails to notice or understand
the difference between items, or simply selects the incorrect
item. Open, incomplete or missing orderscan result from failure
to complete the order entry process, including signing and
submitting the orders.

Health care failure mode and effects analysis (HFMEA) is a
technique for preventing process and product problems before
they occur. HFMEA focuses on what problems could occur, as
well as their severity [20]. The HFMEA approach entails the
prioritization of potential risks by determining the severity and
probability of afailure mode [21]. The questionnaire scale in
this study was based on the qualitative risk matrix after
consulting with a professor of risk assessment research. The
basic structure of the risk matrix is consistent with a widely
adopted concept of risk and consists of one axis representing
categories of probability (likelihood or frequency) of possible
hazardous events, while the other axis represents categories of
severity (impact or consequences) of those events (ie how often
do these things happen, and how bad are they when they occur?).
Each intersecting cell of the matrix (ie column-row pair) is
pre-assigned an overal risk severity as insignificant, low-,
medium-, high-, and extreme-risk. The questionnaire scale
consisted of these values, with insignificant corresponding to
avalue of 1 and extreme-riskto 5[22,23].

Statistical Analyses
We sent the questionnaire to every potential EHR user,
encompassing al staff members in the hospital district’s 23
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hospitals. Previous data on personnel absenteeism of the 17,336
total staff members indicated that at least 10% of them would
be on different kinds of leave (eg sick, study, maternity, parental,
or research leave) and thusindligibleto participate in the survey.

Of the 15,602 eligible respondents, 2868 compl eted the survey,
yielding an overal response rate of 18.38%. Of the 2868
respondents, 4 were eliminated due to missing data on al but
afew questions, leaving afinal dataset of 2864 respondents. To
assess the representativeness of the sample, we gathered the
sex, age, profession and education distributions of all staff
membersfrom the hospital district’s centralized human resources
(HR) systems’ personnel records, and used X2 teststo compare
the corresponding sample distributions between participating
and non-participating employees. Despite the relatively low
response rate, comparison of the respondents background
characteristicsto personnel department data.on all staff members
revealed only afew significant demographic differences between
participating and non-participating employees. We al so collected
information on the respondents sex, age, profession and
education distributions from the HR systems and used x 2 tests
to compare the corresponding sample distributions. The sex,
age and education distributions did not differ in a statistically
significant manner from the staff records. Registered nursing
professionals and medical doctors, compared to other
professionals, were dightly overrepresented in the sample
(P<.001). However, this was not considered problematic, since
only respondents who did not use the EHR were asked not to
answer the questionnaire, and non-users consisted mainly of
professionals other than nurses and doctors (eg administrative
department staff).

The dependent variables were based on the eight multi-item
scales described above, each having between three and six
individual question items. We tested the reliability of the
summative scal eswith Cronbach’salpha. All of the dimensions
showed good internal reliability, with alphavaluesranging from
.789 to .888 (see Multimedia Appendix 1). For the statistical
analyses, we regrouped each of the multi-item scalesinto binary
variables. After the preliminary analyses, we decided to define
the outcome variable as responses of “Posesahigh risk” (value
4 onascalefrom 1to5) or “Poses an extremerisk” (value5on
a scale from 1 to 5) to any of the items on the subscale. We
chose this cut-off point because reporting a severe risk related
to patient care was considered an important indicator of patient
safety. Logistic regression served to assess the association of
the independent variables to each of the eight risk factors.

After initial univariate models and model selection using
backward variable selection, including all of the available
independent variables, only the following information about a
respondent figured in the final multivariate models: profession,
type of clinical unit, professional experience (in years), EHR
training mode (type of EHR training received , such as
classroom training or el earning) and self-reported EHR skills
(assessed on a scale of 4 to 10 and regrouped into three groups
labeled poor, fair, and good). In the models, we included
variables at P<.10 level of significance, and a 95 % confidence
level was used to calculate Cls. We used statistical software R
version 3.1.2 to carry out all statistical analyses [24].
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Results

Respondents Char acteristicsand Perceived Risk L evel

Thefinal dataset consisted of 2864 dligible respondents, 85.16%
(2439/2864) of whom were women and 77.72% (2226/2864)
of whom were aged 34 years or older. The participants were
primarily nursing professionals (71.37%, 2044/2864) and held
auniversity of applied sciences or equivalent degree (56.81%,
1627/2864); 15.12% (433/2864) were physicians. As expected,
the largest proportion of participants (57.19%, 1638/2864)
worked in award or outpatient clinic.

Of the respondents, 92.18% (2640/2864) used EHRs several
times per shift. An additiona 3.00% (86/2864) of the
respondents said they consulted the EHR system once or twice
per shift, while 1.01% (29/2864) of the respondents did not use
the EHR themselves, but acted as the superior of other EHR
users and consequently were aware of EHR risk factors.

A total of 30.73% (880/2864) of the respondents had participated
in EHR eTraining, 28.04% (803/2864) attended ageneral lecture
about EHR, and 21.30% (610/2864) received classroom training;
10.61% (304/2864) received personal guidance or training from
an I'T support person.

The distribution of background variables and the percentage of
respondents reporting a high- or extreme-risk rating per error
type (defined asreporting ahigh or extremerisk level on at least
one subscale item) appears in Multimedia Appendix 2.

The highest proportion, nearly half of the respondentsin both
gender groups (48.99%, 1403/2864), reported a high-risk level
related to extended EHR unavailability. A high perceived risk
was reportedly related to incorrect patient identification,
system-to-systeminterface errors, failureto find or use the most
recent data, EHR time measurement errors, and open/incompl ete
orders. The lowest overal risk level was associated with
selecting an incorrect item from a list of items (27.02%
[659/2439] of females and 32.94% [140/425] of males). Men
reported higher levels of perceived risk scores than did women.
Older respondents tended to report higher risk levels, but the
association was inconsistent across all error types.

Physiciansreported higher risk levelson al of the eight factors,
especially those relating to extended EHR unavailability and
failuresto find the most recent patient data. Registered nursing
professionals reported the second highest overall risk scoring,
and the highest values were related to extended EHR
unavailability and open/incomplete or missing orders. Clinical
clerks and academic specialists reported lower risk levels than
did other professionals. Clinical clerks' highest perceived
scoring was related to extended EHR unavailability, whereas
academic specialists’ highest values were related to failure to
find or use the most recent patient data and system-to-system
interface errors.

Emergency departments (ED), operating rooms (OR), and
procedure units were associated with higher perceived risk
levels, whereas clinical laboratory and radiology units were
related to lower risk scoring. Professionals working on general
wards reported high-risk scoring on extended EHR

JMIR Med Inform 2016 | vol. 4 | iss. 2 |e13 | p.95
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR MEDICAL INFORMATICS

unavailability, failure to find or use the most recent patient
data, and open, incomplete or missing patient data.

Having received no EHR training was associated with higher
perceived risk levels, and classroom and el earning correlated
with lower risk levels. However, we found no differencesin the
error type relating to system-to-system interface errors. Poor
self-reported EHR skills were related to high perceived risk.

Factor s Associated with Perceived Risk Ratingsin
Multivariate L ogistic Regression Analyses

The initial univariate analyses (results not shown) found
profession and clinical unit to be the strongest predictors for
perceived high- and extreme-risk ratings. Physicians reported
a higher perceived risk on al risk dimensions (odds ratios
between 1.21 and 2.55). The associations remained statistically
significant in the multivariate analyses, even after adjusting for
education, work experience, type of EHR training received, and
self-reported EHR skills for all of the risk factors, except the
one related to incorrect patient identification (odds ratios
between 1.30 and 2.51). Academic specialists reported lower
levels of perceived risk, and the association remained significant
in multivariate model s of four of the eight risk levels measured.

Health care professionals working in EDs, ORs, and procedure
units reported higher perceived risk ratings on all error types.
The association remained robust for most dependent variables,
even after adjusting for profession and other background
variables. Professionals working at an intensive care unit
(ICU)/critical care unit (CCU) reported higher perceived risk
ratings on extended EHR unavailability, system-to-system
interface errors and open, incomplete or missing orders, but in
the multivariate models the association remained significant
only for interface errors. Lower perceived risk levels were
associated withworking in aclinical laboratory or in radiology,

Palojoki et al

providing less acute patient care, and working in outpatient
units, although to a somewhat lesser degree.

Prior participation in eLearning courses on EHR-use was
associated with lower risk ratings on some of the risk factors
(extended EHR unavailability, P=.03; EHR war ning dismissed,
P=.015; failure to find or use the most recent patient data,
P=.018). General lecture training was associated with greater
risk, although the association did not remain significant in most
of the multivariate models. As expected, poor self-reported
EHR-use skills were associated with higher risk ratings, and
the effect remained significant even after controlling for other
factors. However, controlling for the level of EHR-use skillsin
multivariate modelsfailed to explain the association of the other
factorswith the risk dimensions. The association of background
variableswith perceived EHR risk rating appearsin Multimedia
Appendix 3.

We also tested the interaction between professional qualification
and working unit. The interaction terms did not remain
significant in the multivariate analyses, in large part due to small
sample sizes in some of the subgroups. To analyze the joint
association between profession and clinical unit, we combined
academic specialists and clinical clerks into one group and
assigned labor wards to the other units group (see Figure 1 and
Multimedia Appendix 4 for margins of error and 95% CIs).

In EDs and ORs we detected a genera tendency towards
relatively high-risk factors in all professional groups, except
for system interface errors and failures to find most recent
patient information, for which physicians reported higher risk
levels than did nurses. Physicians generally tended to report
higher risk for outpatient wards and general wards. Figures 1-4
show the proportion of high-risk assessments according to
respondents’ professions and clinical units.

Figure 1. Proportion of high risk according to respondents’ professions and clinical unit (+95% Cls) in incorrect patient identification.
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Figure 2. Proportion of high risk according to respondents’ professions and clinical unit (+95% Cls) in extended EHR unavailability.
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Figure 3. Proportion of high risk according to respondents’ professions and clinical unit (+95% Cls) in system-to-system interface errors.
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Figure 4. Proportion of high risk according to respondents’ professions and clinical unit (+95% Cls) in failure to find or use the most recent patient
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provided valuable data about EHR-related serious events, but
lacked EHR users' perceptions. This previous survey also notes
) ) ) that additional data are needed to identify the extent of
Research interest in EHR safety has been growing recently  gpR related safety concerns. To date, serious EHR-related

[25,26], but data specifically relating to EHR risk levels and o ents appear to be underreported and understudied [27].
severe-risk problem areas remain scarce, and to date no studies

have explored this kind of specialized hospital context. One

Principal Results and Comparison with Prior Work
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Our study findings are based on a large number of EHR users
in hospitals with a 100% degree of EHR implementation;
approximately 92% of respondents used the EHR system several
times per shift. Consequently, respondents were well aware of
existing EHR safety concerns in their working environment.
Despitethe lack of similar studies, our results can be compared
with previous study results.

Almost half of the respondents reported a severe perceived risk
level related to extended EHR unavailability, which was
perceived to be an especially high-risk areain EDs and CCUs.
Although previous studies have not found this result, it can be
explained by the fact that the literature has recognized error
type as a high priority practice in al areas of EHR safety and,
as such, a critical safety issue. Loss of continuous access to
patient information risks leading to patient injuries [28]. Our
finding of severe perceived risk can also be explained by
hospitals with 100% EHR adoption rates, where paper records
areno longer in use and comprehensive contingency plans have
seen only partia implementation. Our results stress the
importance of contingency planning, which includes processes
and preparations that should be available when an incident
occurs. The organizations' activities, structured processes, and
tasks are core regquirements to continue operating and to
minimize patient risk [29-32]. Thisareaisimportant, especially
because unexpected downtimes related to EHRs are fairly
common in US-based health care organizations [33], and aso
occurred in this study. Moreover, this EHR concern merits
greater interest, as the adoption of EHR systems has grown in
recent years and continuesto grow steadily [34]. A recent study
in the United States shows that concerns about future EHR-use
are related to the prolonged downtime of EHR systems, even
if such incidents have seldom occurred in the past five years
[27]. The potential consequences of an EHR downtime failure
have become a cause for increasing concern as hospitals and
health care organizations adopt large-scale EHR systems to
handle many operations within the broader health care system.
This also means that downtime can quickly affect not just a
single ward or department, but an entire community [2,34,35].
We seek to emphasize how potential risks related to EHR
downtimes are known to occur long after implementation [2].
Our study reinforces this previous result.

Previous studies have also shown that most (94%) safety
concerns are related to either unmet data-display needs in the
EHR, software upgrades or modifications, data transmission
between components of the EHR, or hidden dependencieswithin
the EHR [28]. In our study, approximately 40% of severe
perceived risk was related to system-to-systeminterface errors,
failure to find or use the most recent data, EHR time
measurement errors, and open or incomplete orders. Unlike
previously published studies, the lowest overall risk level in
this study was associated with selecting an incorrect item from
a list of items. Selecting an incorrect item from a list of items
ispartly auser interfaceissue, and previous studies have shown
that usability is a key attribute of EHR system quality among
users[32,36]. Studies have also reported that clinicians' safety
concerns often stem from EHR design and usability which fail
to meet user requirements[37]. Our result for this specific error
type may result from regulations [38] related to the safety and
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performance of medical devices in the EU. Products that fall
within this scope (eg medical software) must meet all applicable
essential safety requirements and must bear an EC conformity
mark to indicate that they comply with al relevant EU
directives. Manufacturers may only put medical devices into
servicethat do not compromise the safety and health of patients,
users and others. Therefore, the most obvious issues in the
program (eg overly narrow columns in the drop-down menus)
have been corrected.

In this study, profession proved to be a strong predictor for
severe perceived risk, alongside clinical unit. Physiciansreported
ahigher perceived risk with all EHR problem areas and factors.
Large questionnaire studiesin Finland have explored physicians
views about EHR development and confirmed that physicians
were critical of their IT systems[39]. High satisfaction among
physicians associated strongly with perceived benefits [40]. In
Finland, the previous survey results [39] showed that the EHR
toolsthat physicians used daily can lead to awaste of operative
resources and hinder physicians' work. This result may also
partly explain the physicians' perceptionsin this study, but this
question requires further research.

In EDs, ORs, and to a somewhat lesser degree ICUs, the risk
factors tended to be relatively high for all professional groups,
except for systeminterface errorsand failuresto locate the most
recent patient information, for which physicians reported higher
risk levelsthan did nurses. A recent study indicates that the use
of EHR technology strongly impacts ICU physician work (eg
more time spent on clinical review and documentation) and
workflow (eg clinical review and documentation becoming the
focal point of many other tasks) [41]. Studies in the literature
have examined the unintended consequences of information
systems in EDs. The unique and particularly challenging
characteristics of EDs, including rapid turnover, frequent
transitions in care, constant interruptions, variation in patient
volumes, and unfamiliar patients, make the ED environment
particularly prone to errors. Thus, those implementing and
maintaining HIT in such environments must give these factors
careful consideration [42].

Participation in eLearning courses on EHR-use was associated
with lower risk for some of the risk factors. Conversely,
self-reported poor EHR-use skills were associated with higher
risk scoring. This result can be viewed in the light of previous
research. One of the major factors limiting clinicians’ adoption
of an EHR systemislow computer literacy and inadegquate EHR
training. A general consensus suggests a need for on-going
support and additional systemstraining to optimize the efficient
use of EHRs, but studies in this area are few. One study often
identified learning as a necessary and inevitable condition for
the efficient use of EHR [43,44]. Training supports EHR
adoption and use, and according Ventres, high-quality training
improves physicians proficiency in using an EHR system [45].
Consistent with these results, inadequate and poor-quality
training was associated with poor utilization of EHR and
participants failed to benefit from the full potential of the EHR
system [46] . Additionally, one should take into account the
broader educational perspective of informatics when striving
to achieve safe care; informatics is an essential component of
health care organizations' skillsand HIT safety, and should be
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integrated into educational programs [47,48]. Consequently,
EHR training and skills supporting more efficient use seem to
affect how EHR safety issues are controlled. Thus, EHR training
is one core solution for meeting EHR safety concerns resulting
fromthefailureto use HIT appropriately, or the misuse of HIT.

Finally, because comprehensive dataon | T-rel ated safety events
are lacking, alternative approaches are needed to assess and
respond appropriately to the HI T-related safety risks. The health
information technology safety (HITS) framework described in
a recent paper suggests that organizations will change their
existing patient safety structures and processes to incorporate
the unique set of skills needed for comprehensive HITS
measurement. Organizations are encouraged to use clinicians
trained in clinical informatics, and utilize a multidisciplinary
oversight committee to help identify and prioritize risks [49].
The questionnaire devel oped for this study is one potential tool
for thiskind of approach.

Limitations

Readers should take into account certain limitations of our study.
Like al questionnaire studies, ours was subject to potential
problems associated with response bias [50,51]. Some
empl oyeeswho responded to our survey may have had agreater
interest in problemswith EHRsthan did non-responders. Thus,
although our data may overestimate the actual risk level of
electronic health records, it ill provides valuable new
information, especially about the variables associated with the
most critical problem aress.

Possible validity and reliability weaknesses of the questionnaire
are the most significant issues to be taken into account in this
type of research. Considerable resources served to ensure a
process of trandation and adaptation in this study. The
multi-phased questionnaire devel opment process aimed to ensure
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semantic equivalence of the translated terms, thereby rendering
good final face validity.

Some limitations in the study design limit one's capacity to
generalize the findings to a wider context. The response rate
was relatively low, asistypical of many questionnaire studies
[51,52]. Time constraints are reportedly a maor barrier to
studying health care professionals’ perceptions in this hospital
setting. Consideration of the length of the questionnaire isthus
relevant. Our questionnaire is designed to address the most
important EHR problem areas at this time, and shortening it
would have proved difficult. In the future, however, these
problem areas may be revised as needed.

Theuse of qualitative assessment scalesis subjective, and raters
tend to vary. Thefact that the personnel at responding hospitals
systematically received training in the use of the risk matrix as
part of the patient safety program significantly increased the
reliability of this study.

Conclusions

In conclusion, HIT safety hazards should be taken very
serioudly. Health care organizations should systematically assess
EHR risks before harmful events occur. On the basis of this
guestionnaire study of 2864 respondents, our study indicates
that the error type extended EHR unavailability is perceived as
the most serious safety concern. The perceived risk ratingswere
relatively high for all professional groups in EDs and ORs.
Consequently, implementing and maintaining EHRs in these
areas will require consideration and follow-up.

Previous participation in eLearning courses on EHR-use was
associated with lower risk for some of the risk factors. EHR
training programs and preferably well-designed €Training
courses should be compulsory for all EHR users. EHR training
is an important solution in meeting EHR safety concerns
resulting from the failure to use HIT appropriately.
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Abstract

Background: There are several frameworks that attempt to address the challenges of evaluation of health information systems
by offering models, methods, and guidelines about what to evaluate, how to evaluate, and how to report the evaluation results.
Model-based evaluation frameworks usually suggest universally applicable evaluation aspects but do not consider case-specific
aspects. On the other hand, evaluation frameworks that are case specific, by eliciting user requirements, limit their output to the
evaluation aspects suggested by the usersin the early phases of system development. In addition, these case-specific approaches
extract different sets of evaluation aspects from each case, making it challenging to collectively compare, unify, or aggregate the
evaluation of a set of heterogeneous health information systems.

Objectives. Theaim of this paper is to find a method capable of suggesting evaluation aspects for a set of one or more health
information systems—whether similar or heterogeneous—by organizing, unifying, and aggregating the quality attributes extracted
from those systems and from an external evaluation framework.

Methods: On the basis of the available literature in semantic networks and ontologies, a method (called Unified eValuation
using Ontology; UVON) was devel oped that can organize, unify, and aggregate the quality attributes of several health information
systems into a tree-style ontology structure. The method was extended to integrate its generated ontology with the evaluation
aspects suggested by model-based evaluation frameworks. An approach was developed to extract evaluation aspects from the
ontology that also considers evaluation case practicalities such as the maximum number of evaluation aspects to be measured or
their required degree of specificity. The method was applied and tested in Future Internet Social and Technological Alignment
Research (FI-STAR), a project of 7 cloud-based eHealth applications that were devel oped and deployed across European Union
countries.

Results: The relevance of the evaluation aspects created by the UVON method for the FI-STAR project was validated by the
corresponding stakeholders of each case. These evaluation aspects were extracted from a UVON-generated ontology structure
that reflects both the internally declared required quality attributesin the 7 eHealth applications of the FI-STAR project and the
evaluation aspects recommended by the Model for ASsessment of Telemedicine applications (MAST) evaluation framework.
The extracted evaluation aspects were used to create questionnaires (for the corresponding patients and health professionals) to
evaluate each individual case and the whole of the FI-STAR project.

Conclusions: The UVON method can provide arelevant set of evaluation aspects for a heterogeneous set of health information
systems by organizing, unifying, and aggregating the quality attributes through ontological structures. Those quality attributes
can be either suggested by evaluation models or elicited from the stakeholders of those systemsin the form of system requirements.
The method continues to be systematic, context sensitive, and relevant across a heterogeneous set of health information systems.
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Introduction

In one aspect at least, the evaluation of health information
systems matches well with their implementation: they both fail
very often [1,2,3]. Consequently, in the absence of an evaluation
that could deliver insight about the impacts, an implementation
cannot gain the necessary accreditation to join the club of
successful implementations. Beyond thereportsin the literature
on the frequent accounts of thiskind of failure[3], the reported
gaps in the literature [4], and newly emerging papers that
introduce new ways of doing health information system
evaluation [5], including this paper, can be interpreted as a
supporting indicator that the attrition war on the complexity
and failure-proneness of health information systems is still
ongoing [6]. Doing battle with the complexity and
faillure-proneness of evaluation are models, methods, and
frameworksthat try to addresswhat to evaluate, how to evaluate,
or how to report the result of an evaluation. In this front, this
paper tries to contribute to the answer to what to evaluate.

Standing as a cornerstone for evaluation is our interpretation of
what things constitute success in health information systems.
A body of literature has developed concerning the definition
and criteria of a successful health technology, in which the
criteriafor success go beyond the functionalities of the system
[7,8]. Modelssimilar to Technology Acceptance Model (TAM),
when applied to health technology context, define this success
asthe end-users’ acceptance of ahealth technology system [9].
The success of a system, and hence, the acceptance of a health
information system, can be considered the use of that system
when using it is voluntary or it can be considered the overall
user acceptance when using it is mandatory [10,11].

To map the definition of success of health information systems
onto real-world cases, certain evaluation frameworks have
emerged [12,6]. These frameworks, with their models, methods,
taxonomies, and guidelines, areintended to capture parts of our
knowledge about health information systems. This knowledge
enables us to evaluate those systems, and it alows for the
enlisting and highlighting of the elements of evaluation
processes that are more effective, more efficient, or less prone
to failure. Evaluation frameworks, specificaly in their
summative approach, might address what to evaluate, when to
evaluate, or how to evaluate [6]. These frameworks might also
elaborate on evaluation design, the way to measure the
evaluation aspects, or how to compile, interpret, and report the
results[13].

Evaluation frameworks offer a wide range of components for
designing, implementing, and reporting an evaluation, among
which are suggestions or guidelines for finding out the answer
to what to evaluate. The answer to what to evaluate can range
from the impact on structural or procedural qualities to more
direct outcomes such asthe overall impact on patient care [14].
For example, in the STARE-HI statement, which provides

http://medinform.jmir.org/2016/2/€20/

guidelines for the components of a final evaluation report of
heslth informatics, the* outcome measures or eval uation criteria’
parallel the what to evaluate question [13].

To identify evaluation aspects, evaluation frameworks can take
two approaches: top down or bottom up. Frameworks that take
a top-down approach try to specify the evaluation aspects
through instantiating a model in the context of an evaluation
case. Frameworks that focus on finding, selecting, and
aggregating evaluation aspects through interacting with users,
that is, so-called user-centered frameworks, take a bottom-up
approach.

In the model-based category, TAM and TAM2 have wide
application in different disciplines including health care [7].
Beginning from a unique dimension of behavioral intention to
use (acceptance), as a determinant of success or failure, the
models go on to expand it to perceived usefulness and perceived
ease of use [15,7], where these two latter dimensions can
become the basic constructs of the evaluation aspects. The
Unified Theory of Acceptanceand Use of Technology (UTAUT)
framework introduces 4 other determinants. performance
expectancy, effort expectancy, social influence, and facilitating
conditions[7]. Of these, thefirst two can become basic e ements
for evaluation aspects, but the last two might need more
adaptation to be considered as aspects of evaluation for ahealth
information system.

Some model-based frameworks extend further by taking into
consideration the relations between the elements in the model.
The Fit between Individuals, Task and Technology model
includes the task element beside the technology and individual
elements. It then goesonto create atriangle of “fitting” relations
between these 3 elements. In thistriangle, each of the elements
or theinteraction between each pair of elementsisadeterminant
of success or falure [11]; therefore, each of those 6 can
construct an aspect for evaluation. The Human, Organization,
and Technology Fit (HOT-fit) model builds upon the Del one
and McLean Information Systems Success Model [16] and
extends further by including the organization element beside
the technology and human elements[5]. Thismodel also creates
atriangle of “fitting” relations between those 3 elements.

Outcome-based evaluation models, such as the Health IT
Evaluation Toolkit provided by the Agency for Healthcare
Research and Quality, consider very specific evaluation
measures for evaluation. For example, in the previously
mentioned toolkit, measures are grouped in domains, such as
efficiency, and there are suggestions or examples for possible
measures for each domain, such as percent of practices or
patient units that have gone paperless[17].

In contrast to model-based approaches, bottom-up approaches
are less detailed on about the evaluation aspects landscape;
instead, they form this landscape by what they dlicit from
stakeholders. Reguirement engineering, asa practicein system
engineering and software engineering disciplines, is expected
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to capture and document, in a systematic way, user needs for a
to-be-produced system [18]. The requirements specified by
requirement documents, asareflection of user needs, determine
to a considerabl e extent what things need to be evaluated at the
end of the system deployment and usage phase, in asummative
evaluation approach. Some requirement engineering strategies
apply generic patterns and model sto extract requirements[18],
thereby showing some similarity, in thisregard, to model-based
methods.

The advantages of elicitation-based approaches, such as
requirement engineering, result from an ability to directly reflect
the case-specific user needs in terms of functionalities and
qualities. Elicitation-based approaches enumerate and detail the
aspects that need to be evaluated, all from the user perspective.
Evaluation aspects that are specified through the requirement
engineering process can be dynamically added, removed, or
changed due to additional interaction with users or other
stakeholdersat any time. The adjustments made, such as getting
more detailed or more generic, are the result of new findings
and insights, new priorities, or the limitations that arise in the
implementation of the evaluation.

The advantages in the requirement engineering approach come
at a cost of certain limitations compared with model-based
methods. Most of the requirement elicitation activities are
accomplished in the early stages of system devel opment, when
the users do not have a clear image of what they want or do not
want inthefinal system[19]. However, amodel-based approach
goes beyond the requirements expressed by the users of a
specific case by presenting models that are summaries of past
experiences in awide range of similar cases and studies.

Being case-specific by using requirement engineering processes
has a side effect: the different sets of evaluation aspectselicited
from each case, which can even be mutually heterogeneous.
M odel -based approaches might perform more uniformly inthis
regard, asthey try to enumerate and unify the possible evaluation
aspects through their models imposing a kind of unification
from the beginning. However, there still existsagroup of studies
asking for measures to reduce the heterogeneity of evaluation
aspectsin these approaches[12].

Heterogeneity makes eval uation of multiple cases or aggregation
of individual evaluationsachallenge. In anormative evaluation,
comparability isthe cornerstone of evaluation [20]), in the sense
that things are supposed to be better or worse than one another
or than acommon benchmark, standard, norm, average, or mode,
in some specific aspects. Without comparability, the evaluation
subjects can, at best, only be compared with themselvesin the
course of their different stages of life (longitudinal study).

In health technology, the challenge of heterogeneity for
comparing and evaluation can be more intense. The health
technology assessment literature applies a very inclusive
definition of health technology, which resultsin a heterogeneous
evaluation landscape. The heterogeneity of evaluation aspects
isnot limited to the heterogeneity of actors and their responses
in a health setting; rather, it aso includes the heterogeneity of
health information technology itself. For example, the glossary
of health technology assessment by the International Network
of Agencies for Health Technology Assessment (INAHTA)
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describes health technology as the “pharmaceuticals, devices,
procedures, and organizational systems used in health care”
[21]. This description conveys how intervention is packaged in
chemicals, supported by devices, organized as procedures
running over time, or structured or supported by structures in
organizational systems. Similarly, inclusive and comprehensive
definitions can be found in other studies [22,23]. This
heterogeneous evaluation context can create problems for any
evaluation framework that tries to stretch to accommodate a
diverse set of heath technology implementations. This
heterogeneity can present challenges for an evauation
framework in comparing evaluation aspects [24] and,
consequently, in summing up reports [25] as well as in the
creation of unified evaluation guidelines, and even in the
evaluation of the evaluation process.

By extracting the lowest common denominators from among
evaluation subjects, thereby creating a uniform context for
comparison and evaluation, we can tackle the chalenge of
heterogeneity viaelicitation-based eval uation approaches. Vice
versa, the eval uation aspectsin an eval uation framework suggest
the common denominators between different elements. The
lowest common denominator, as its mathematical concept
suggests, expands to include elements from all parties, where
the expansion has been kept to the lowest possible degree.

Usually, there are tradeoffs and challenges around the
universality of an evaluation aspect related to how common it
is and its relativeness (ie, how low and close to the original
elements it lies). When the scopes differ, their nonoverlapped
areas might be considerable, making it a challenge to find the
common evaluation aspects. Furthermore, the same concepts
might be perceived or presented differently by different
stakeholders [26]. In addition, different approaches usually
target different aspects to be evaluated, as a matter of focus or
preference.

It is possible to merge the results of model-centered and
elicitation-centered approaches. The merged output provides
the advantages of both approaches while alowing the
approaches to mutually cover for some of their challenges and
shortcomings.

The aim of this paper is to address the question of what to
evaluate in ahealth information system by proposing a method
(called Unified eValuation using Ontology; UVON) which
constructs evaluation aspects by organizing quality attributes
in ontological structures. The method deal swith the challenges
of model-based eval uation frameworks by dliciting case-specific
evaluation aspects, adapting and integrating eval uation aspects
from some model-based evaluation frameworks and
accommodating new cases that show up over time. The method
can address heterogeneity by unifying different quality attributes
that are extracted from one or more evaluation cases. This
unification is possible with some arbitrary degree of balance
between similarities and differences with respect to the needs
of evaluation implementation. As a proof of the applicability
of the proposed method, it has been instantiated and used in a
real-world case for evaluating health information systems.

The structure of therest of this paper isasfollows. Theresearch
method that resulted in the UVON method is described in
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Methods section. The result, that is, the UVON method, is
covered in The UVON Method for Unifying the Evaluation
Aspects section, whereas its application in the context project
is covered in Result of the UVYON Method Application in the
FI-STAR Project section. The rationale behind the method is
discussed in Discussion section and the possible extensionsand
limitations are found in Extending the Evaluation Using the
Ontology and Limitations of the UVON Method sections. The
Conclusions section summarizes the conclusions of the paper.

Methods

The FI-STAR case

The FI-STAR project is a pilot project in eHealth systems
funded by the European Union (EU). The evaluation of the
FI-STAR project has been the major motive, theempirical basis,
and the test bed for our proposed eval uation method, that is, the
UVON method (to be described in Results section). FI-STAR
isaproject within the Future Internet Public-Private Partnership
Programme (FI-PPP) and relates to the Future Internet (FI)
series of technology platforms. The project consists of 7
different eHealth cloud-based applications being devel oped and
deployed in 7 pilots across Europe. Each of these applications
servesadifferent community of patients and health professionals
[27] and has different expected clinical outcomes. FI-STAR
and its 7 pilot projects rose to the challenge of finding an
evaluation mechanism that can be used both to evaluate each
project and to aggregate the result of those evaluations as an
evaluation of the whole FI-STAR project.

Research M ethod

A general review of the existing evaluation frameworks was
done. Existing model-based evaluation frameworks, which
usually suggest universal quality attributesfor evaluation, could
not cover al the quality attributes (ie, evaluation aspects)
reflected by the requirement documents of the pilot projectsin
FI-STAR. Even if there was a good coverage of the demanded
evaluation aspects, there was still no guarantee that they could
maintain the same degree of good coverage for the future
expansions of the FI-STAR project. On the other hand, the
requirement documents from the FI-STAR project were not
expected to bethe ultimate sourcesfor identifying those quality
attributes. It was specul ated that there could exist other relevant
quality attributes that were captured in the related literature or
embedded in other, mostly model-based, health information
system evaluation frameworks. For these reasons, it was decided
to combine quality attributes both from the FI-STAR sources
and a relevant external evaluation framework. To find other
relevant eval uation aspects, amore specific review of the current
literature was performed that was more focused on finding an
evaluation framework of health information systems that
sufficiently matched the specifications of the FI-STAR project.
Thereview considered the MAST framework [28] asacandidate
evaluation framework. This evaluation framework was expected
to cover the quality attributes that were not indicated in the
FI-STAR requirement documents but that were considered
necessary to evaluate in similar projects. These extra quality
attributes are suggested by expert opinions and background
studies [28]. Nevertheless, it was necessary to integrate the
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quality attributes extracted from thisframework with the quality
attributes extracted from the FI-STAR requirement documents.

Regarding the heterogeneity of FI-STAR’s 7 pilot projects, an
evaluation mechanism was needed to extract common qualities
from different requirement declarations and unify them. A
review of the related literature showed that the literature on
ontologies refers to the same functionalities, that is, capturing
the concepts (quality attributes in our case) and their relations
inadomain [29]. It was considered that subclass and superclass
relations and the way they are represented in ontology unify the
heterogeneous quality attributes that exist in our evaluation
case. For the purposes of the possible future expansions of the
FI-STAR project, thisutilization of ontological structures needed
to be systematic and easily repeatable.

Results

A method was developed to organize and unify the captured
quality attributes via requirement engineering into a tree-style
ontology structure and to integrate that structure with the
recommended evaluation aspects from another evaluation
framework. The method was applied for the 7 pilots of the
FI-STAR project, which resulted in atree-style ontology of the
quality attributes mentioned in the project requirement
documents and the MAST evaluation framework. The top 10
nodes of the tree-style ontology were chosen as the 10 aspects
of evaluation relevant to the FI-STAR project and its pilot cases.

The UVON Method for Unifying the Evaluation
Aspects

Methodical capture of aloca ontology [30] from the quality
attributes, that is, evaluation aspect ontology and reaching
unification by the nature of its tree structure is the primary
strategy behind our method. Therefore, the UVON method is
introduced, so named to underline Unified eValuation of aspects
as the target and ONtology construction or integration as the
core algorithm. The ontology construction method presentedin
this paper is a simple, semiautomated method, configured and
tested against FI-STAR project use cases. The UVON method
does not try to introduce a new way of ontology construction;
rather, it focuses on how to form alocal ontology [30,31] out
of the quality attributes of a system and use it for the purpose
of finding out what to evaluate. In this regard, the ontology
construction in the UVON method is a reorganization of
common practices, such as those introduced by [29].

The ontology structure, inits tree form, is the backbone of the
UVON method. Modern ontology definition languages can
show different types of relations, but for the sake of our method
here, we only use theis of type relation. The is of type relation
can a so describe pairs such as parent and child, superclassand
subclass, or general and specific relations. Thiskind of relation
creates a direct acyclic graph structure, which is or can be
converted to atreeform. Inthistree, theterms and conceptsare
nodes of thetree. The branches consist of those nodes connected
by is of type relations. The tree has a root, which is the
superclass, parent, or the general form of all other nodes.
Traditionally, this node has been called the thing [29].
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Figure 1 isan example of how this ontology structure can look.
All the nodes in this picture are quality attributes, except the
leaf nodes at the bottom, which are instances of health

Eivazzadeh et d

information systems. While going up to the top layers in the
ontology, the quality attributes become more generic, at the
same time aggregating and unifying their child nodes.

Figure 1. Anexample snapshot of the output ontology while running the UVON method.
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The UVON method is composed of 3 phases: a, 3, and y (Figure
2). In the first phase, all quality attributes elicited by the
requirement engineering processare collected in an unstructured
set that isrespectively called a set. In the next phase (3), based
on the a set, an ontology is developed by the UVON method,
which is caled B (beta) ontology. In the next step, if the
ontology is extended by an externa evaluation framework (as
discussed in the method), thenit is called y (gamma) ontology.

The 3 ontology construction begins with a special initial node
(ie, quality attribute) that is called thing. All the collected quality
attributes are going to begin a journey to find their position in
the ontology structure, beginning from the thing node and going
down the ontology structure to certain points specified by the
algorithm. This journey is actually a depth-first tree traversal
algorithm [32] with some modifications. To avoid confusionin
the course of thisalgorithm, aquality attribute that seeksto find
its position is called atraveling quality attributes or Q t.

The first quality attribute simply needsto add itself asthe child
of the thing root node. For the remaining quality attributes, each
checksto seeif there exists any child of the thing node, where
the child is a superclass (superset, super concept, genera
concept, more abstract form, etc) with regard to the traveling
quality attribute (Q_t). If such a child node (quality attribute)
exists (let's say Q_n) then the journey continues by taking the
route through that child node. The algorithm examines the
children of Q_n (if any exist) to seeiif it isa subclassto any of
them (or they are superclassto Q t).

The journey ends at some point because of the following
situations: If there is no child for a new root quality attribute
(Q_n), thenthetraveling quality attribute (Q _t) should be added

http://medinform.jmir.org/2016/2/€20/

as a child to this one and its journey ends. That is the same if
there exist children to a new root quality attribute (Q_n), but
any of themisneither asuperclass nor asubclassto our traveling
quality attribute. Beside these two situations, it is possible that
no childisasuperclass, but one or more of them are the subclass
of the traveling quality attribute (Q_t). In this situation, the
traveling quality attribute (Q _t) itself becomes a child of that
new root quality attribute, and those child quality attributes
move down to become children of thetraveling quality attribute

QY.

To keep the ontology as atree, if a traveling quality attribute
(Q_t) finds more than one superclass child of itself in a given
situation, then it should replicate (fork) itself into instances, as
many as the number of those children, and go through each
branch separately. It is important to note that, logically, this
replication cannot happen over two digoint (mutually exclusive)
branches. It is aso possible to inject new quality attributes in
between aparent node and children, but only if it does not break
subclass or superclassrelations. Thisinjection can help to create
ontologies in which the nodes at each level of the tree have a
similar degree of generality, and each branch of the tree grows
from generic nodes to more specific ones.

This customized depth-first tree traversal algorithm, which
actualy constructs atree-style ontology instead of just traversing
one, isconsidered semiautomated, asit relies on human decision
in two cases. Thefirst caseiswhen it is needed to consider the
superclass to subclass relations between two quality attributes.
The gradua development of the ontology through the UVON
method spreads the decision about superclass to subclass
relations across the course of ontology construction. The
unification of heterogeneous quality attributes (nodes) is the
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result of accumulating these distributed decisions, which are
embodied as superclass to subclass relations. Each of these
relations (ie, decisions) makes at least 2 separate quality
attributes closer together by representing them through more
generic quality attributes.

In addition, one can inject anew quality attribute to the ontology
tree, although that quality attribute is not explicitly mentioned
in the requirement documents. This injection is only allowed
when that quality attribute summarizes or equals asingle or a
few sibling quality attributes that are already in the ontology.
The injection can improve clarity of the ontology. It can also
help adjust the branches of the ontology treeto grow to acertain
height, which can be helpful when a specific level of thetreeis
going to be considered as the base for creating a questionnaire.
This adjustment of branch height might be needed if a branch
isnot tall enough to reach a specific level, meaning none of the
quality attributes in that branch gets presented in the
guestionnaire. In addition, if aquality attribute is very specific
compared with other quality attributesin that level of the tree,
the questions in the questionnaire become inconsistent in their
degree of generality. This inconsistency can be handled by
injecting more generic quality attributes above the existing | eaf
nodein the branch. All the previously mentioned benefits come
with the cost of subjectivity in introducing a new quality
attribute.

Figure 2. Ontology construction for a health information system.
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The quality attributes in each of the other levels (such asL_1
in Figure 3) can be evaluation aspects (ie, the answer to what
to evaluate) that can be measured by a questionnaire or other
measurement methods. In addition, depending on the measuring
method, the level below the summarizing level can be used to
givedetailsfor each of the evaluation aspects. The practicalities
of measurement in a case determine which summarizing level
to choose. Levels closer to the root can betoo abstract, whereas
deeper levels can be too detailed. In addition, the number of
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The y phase ontology is constructed the same as the 3 phase,
but it adds materials (quality attributes) from external sources.
In this sense, the quality attributes specified in an external
evaluation framework, probably a model-based one, should be
extracted first. Those quality attributes should be fed into the 3
ontology the same as other quality attributes during the 3 phase.
The UVON method does not discriminate between quality
attribute by the origin, but it might be a good practice to mark
those quality attributes originally from the external evaluation
framework if we need later to make sure they are used by their
original namesin the summarizing level (to be discussed in the
following paragraphs).

Each level of the resulting ontology tree(s)—except those that
are deeper than the length of the shortest branch—represents
or summarizes quality attributes of the whole system in some
degree of generality or specificity. That of the root node is the
most general quality attribute, which istoo general to be useful
for any evaluation; as for the levels below, each gives a view
of the quality attributes in the whole system. As each parent
node represents a general form of its children, each level
summarizes the level below. We refer to one of these levels of
the ontology treethat is considered for creating a questionnaire
as the summarizing level.

LB Y
phase phase

External
Evaluation
Framework

N,

(]
quality attributesin alevel canimpact which level isappropriate.
In the FI-STAR project, the limitation on the number of
guestions in the questionnaire was a determinant for selecting
the summarizing level, where only level 2 fit the project
limitations (although level 3 helped to make each question more
detailed). It ispossibleto grow ashort branch by adding achain
of children that are the same astheir parentsto make the branch

reach a specific level, thereby making that level selectable asa
summarizing level.

@
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Figure 3. More details can be evaluated by looking at deeper nodes in the ontology structure.

L,

o

O

complexity or

( number of {
number of tasks reworks

Result of the UVON Method Application in the
FI-STAR Project

Harvesting the value-cases and requirement documents for all
7 trial-cases in the FI-STAR project provided the initial set of
quality attributes, that is, the a set. Several quality attributes
were redundant or similar, but it was left to the UVON method
to unify them. There were also severa quality attributes with
the same wording but different conceptual indications in their
respective usage contexts. These quality attributes we added to
the a set with small modifications to differentiate them from
each other. For example, 2 different references to efficiency
were converted to efficiency by reducing complexity and
efficiency by reducing time.

In the next step, that is, 3 phase, the UVON method devel oped
[3 ontology by using the a set. The redundant quality attributes
were integrated into single entities, whereas other quality
attributes were grouped by their direct or indirect parentsin the
ontology structure regarding their degree of similarity or
dissimilarity.

In addition, it was noticed that quality attributes are
preferred—although not necessarily aways—to be noun phrases
rather than adjective phrases; thisis because fulfilling a quality
attribute expressed in an adjective phrase could imply that all
of its child quality attributes need to be fulfilled. For example,
to fulfill the quality of being safe, it isrequired to be both safe
for patient and safe for medical personnel. Thisisin contrast
to the child is type of parent relations that exist between the
ontology entities. However, if we consider the noun form (noun
phrase), that is, safety rather than safe, then safety for patient
and safety for medical personnel are al subtopics of safety;
hence, that would be correct and more intuitive. In addition,
considering that each node in the ontology is an aspect for
evaluation can make deciding parent-child relations more
straightforward. For example, the safety node should be read
as safety aspect, and its child should be read as safety for patient

aspect.

Applying the UVON method inits 3 and y phases, respectively,
created the B and y ontology structures (y in Multimedia

http://medinform.jmir.org/2016/2/€20/
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5 5

Appendix 1). Thefirst ontology structure (B) is based on the a
set of collected quality attributes, whereas the second one (y)
extends the 3 ontology by integrating the MAST framework
evaluation aspects (grouped asdomains) as specified by MAST
[28]. Here, “integration is the process of building an ontology
in one subject reusing one or more ontologies in different
subjects’ [33]. In this sense, y ontology is constructed by
mapping, aligning, or merging [34] the ontological
representation of the external framework evaluation aspects
(MAST in our case) to the B ontology. The result of the
integration is shown in Table 1.

The MAST framework specifies 7 evaluation domains, where
each contains several topics (aspects or sub-aspects) [28]. Due
to the FI-STAR project requirements, we ignored clinical
effectiveness and sociocultural, ethical, and legal domains
(These were the job of other teams). One other domain, health
problem and description of the application and some aspects
in other domains could not be considered as quality attributes
and were removed from the process. The remaining 4 domains
that were fed into the UVON method are safety, patient
perspectives, economic aspects, and organizational aspects.
There was an interesting observation, a possible motivation for
further investigations: the aspects in those 4 domains overlap
considerably with the eval uation aspectsthat were elicited from
FI-STAR users and formed into an ontology by the UVON
method.

Both the 3 and y ontology structures were described in Web
Ontology Language (OWL) using Protégé version 4.x software.
OWL, as an ontology language, can describe a domain of
knowledgethroughitslingual elementsand their relations[35].
In OWL, there exist individuals, classes, class relations,
individual relations, and relation hierarchies [36]. In FI-STAR
ontology structures, the individuals were mapped to the
use-casesin the FI-STAR project; classeswere used to represent
quality attributes (i.e., the eval uation aspects); and classrelations
became the hierarchal relations between quality attributes (ie,
is of type or the superclass to subclass relations). Individual
relations and relation hierarchies were not used.
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Table 1. The mapping between MAST evaluation aspects and the final evaluation aspects for the FI-STAR project using UVON.

MAST Final top aspect
Domains Aspects
Health problem and description of theapplication a
Safety
Clinical safety (patients and staff) Safety
Technical safety (technical reliability) Safety
Clinical effectiveness b
Effects on mortality b
Effects on morbidity b
b

Patient per spectives

Economic aspects

Organizational aspects

Sociocultural, ethical, and legal aspects

Effects on health-related quality of life (HRQL)
Behavioral outcomes

Usage of health services

Satisfaction and acceptance
Understanding of information
Confidence in the treatment
Ability to use the application
Access and accessibility

Empowerment, self-efficacy

Amount of resources used when delivering the application
and comparators

Prices for each resource
Related changesin use of health care

Clinical effectiveness
Expenditures per year

Revenue per year

Process
Structure

Culture

B(but can relate to adhereability)

B(but can relate to adhereability)

C

Accessibility
Trustability and authenticity
Accessibility
Accessibility

Empowerment

Efficiency

Efficiency

a

b

Affordability
b

&but can relate to efficiency)

a
a

b

3Not a quality attribute.

BNot included because of the FI-STAR project definition and division of tasks.
“Had been already covered by some generic questions in the output questionnaire.

Some generic nodes were inserted to group sibling nodes that
were conceptually closer together in the ontology structure. If
aquality attribute was connected to 2 different branches, it was
forked and presented in the both branches (as described before);
that keeps the ontology in atree structure rather than an acyclic
directed graph.

http://medinform.jmir.org/2016/2/€20/

Applying the UVON method in the FI-STAR project case, at
the end of the y phase, 10 nodes appeared bel ow the root of the
ontology tree (Textbox 1). These 10 quality attributes at the
second level of the tree are parents to other child nodes;
therefore, each isthe unification and aggregation of other quality
attributesthat were originated either in the FI-STAR requirement
documents or the MAST framework and reside below these 10
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quality attributes. The number 10 was within the scope of
practical considerationsfor creating an evaluation questionnaire
for the FI-STAR project, but we also considered the third level
of the tree to provide more details for each question in the
guestionnaire. Due to separation of responsibilities in the

Eivazzadeh et d

FI-STAR project, these 10 quality attributes do not represent
other aspects such as the clinical effectiveness or legal and
ethical ones. The number could have been larger than 10 if we
had included those aspects when applying the UVON method
in the project.

Textbox 1. Thelist of quality attributes appearing in the second level of the ontology using the UVON method in the FI-STAR project.

Quality name

o Accessihility
o Adhereability
o  Affordability
« Authenticity

«  Availability

.  Efficiency

»  Effectiveness
«  Empowerment
o«  Sofety

o Trustability

In the FI-STAR project, the measurement of eval uation aspects
was performed through a questionnaire based on those 10
extracted aspects in the y ontology. Two versions of the
questionnaire had been created: onefor the patients and onefor
the health professional s, where each expressed the same concept
in 2 different wordings (Note: one operation thestre case did
not have patient questionnaire).

Generally and regarding practicalities of an evaluation case, it
ispossible to consider deeper levels of the resulting y ontology
inagiven case. Inthe FI-STAR case, this possibility isreflected
in asample question on efficiency from the questionnaire (Figure

Figure 4. Sample questionnaire output from the UVON method.

4), where a general question got more detailed by considering
other quality attributes below the second level of the ontology.
This possibility of going deeper is also depicted in Figure 3.

In the FI-STAR project, the quality attributes (and later the
questionnaires) were delivered to each case’s stakehol ders, who
were asked to validate the relevancy of each quality attribute
or the corresponding question regarding their case. All the cases
in the FI-STAR project validated and approved their relevancy,
whereas some asked for minor changesin the wordings of some
of the questionsto be clearer for the patient respondentsin their
case.

L, | Does the application increase efficiency by reducing ...

Complexity or number of tasks?

L, | Number of reworks?
Time consumed?

Strongly Agree

OO Noldea
O O Disagree
O O Strongly Disagree

Q
O
O O O O O

OO

Discussion

Ontologies are forma and computable ways of capturing
knowledge in a domain—whether local or global [30]—by
specifying the domain’s key concepts (or objects) and
interconnecting them by a predefined set of relations [29].
Formality and computability help to communicate knowledge
between people or software agents, enable reuse of knowledge,
make explicit declaration of the assumptions, and facilitate the
analysis and study of the domain knowledge [29]. Inference
algorithms can infer and extract new knowledge or predict or

http://medinform.jmir.org/2016/2/€20/

RenderX

deduce new situations by analyzing an ontology. As reflected
in the previously mentioned ontology description, an ontology
is structured as a network (mathematically a graph). Limiting
the kind of relations between the concepts might result in
specific structural forms such as trees.

An ontology would be formed as a hierarchy if the relations
between the concepts are limited to theis of type relation, where
each nonleaf concept is a more generic form or superclass to
itschildren. This hierarchy can be an acyclic direct graph if we
allow one concept to be a subclass of more than one other
concept, and it would be atree if one concept is a subclass of
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only one other concept. The acyclic directed graph can be
converted to a tree if we replicate the same concept-leaf in
different branches. The unification that exists in the nature of
atree graph, that is, unification of branches toward the root, is
the source of unification that we want to apply for the evaluation
of quality attributes in health information systems; that is why
the UVON method creates this type of structure.

Ontologies are traditionally the output of manual content
curation and its associated consensus-establishment processes
[37]. Nevertheless, automated or semiautomated methods of
ontology construction might reveal considerable advantagesin
efficiency, repeatability, and uniformity. The UVON method
described in this paper uses a semiautomatic approach toward
creating tree-style ontologies for the sake of extracting
evaluation aspects.

Extending the Evaluation Using the Ontology

The ontological representation of a health information system
gives a computable structure from which severa indications,
including evaluation aspects, can be extracted. Functions can
be defined on this ontology that quantify, combine, compare,
or select some of the nodes or branches. The ontology itself can
be extended by assigning values to its nodes and edges, giving
the possibility of further inferences. For example, if 2 nodes
(quality attributes) are digoint (mutually exclusive), any 2
children from each of them would be digoint, respectively. If
during the application of the UVYON method, by mistake, one
quality attribute were replicated into 2 disjoint branches, then
this mistake can be detected and avoided automatically
(replication would be disall owed between those specific nodes).

As discussed in “Result of the UVON Method Application in
the FI-STAR Project” section and shown in Table 1, we skipped
the clinical effectiveness and sociocultural, ethical, and legal
domains from the MAST framework due to the project
definition. Nevertheless, the UVON method can consider those
aspects when they are applicable and there are no project
restrictions. Therefore, we hope to witness more inclusive
applications of the UVON method in the future cases.

In addition, the selection of the MAST framework was due to
its common themes with the eHealth applications in the
FI-STAR project. We encourage application of the UVON
method by considering other relevant evaluation frameworks,
not necessarily MAST. The results of those applications can
demonstrate the powers, weaknesses, and extension points of
the FI-STAR method.

The UVON method is context-insensitive in its approach. Still,
more empirical evidence, with a higher degree of diversity, is
needed to examine what the challenges or advantages of
applying the UVON method arein amore diverse range of fields
beyond health information systems.

Limitations of the UVON M ethod

The UVON method is subject to conceptua and methodological
limitations in its capacities. Probably, a prominent conceptual
limitation is the fact that the method does not represent or give
an account of the dynamics of the health information systems;
hence, it cannot facilitate their evaluation. The relationsin the
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UVON-constructed ontologies are restricted to the is of type
relationship and cannot reflect how qualities or other indicators
impact each other. The absence of insight about the dynamics
of ahealth information system prevents predictive evaluations.
In consequence, any emergent behavior that is not explicitly
captured by requirement documents or the to-be-merged externa
evaluation framework is going to be ignored. From the other
side, it can till be imagined that the output ontologies of the
UVON method can be used as scaffolds in models that
incorporate dynamics of health information systems.

The UVON method partiadly relies on subjective
decision-making, which can create methodological limitations
and challenges. Although the main strategy in the UVON
method is to minimize these subjective decisions, the existing
ones can still result in creating different ontologies in different
applications of the method. As a suggestion, for the sake of
reaching more convergence, it is possible to think of enhancing
the method with more objective lexical analytical methods.
Methods of ontology construction and integration, especially
those concerning class inheritance analysis [34], can be valid
candidates for these types of methods.

UVON-generated ontologies are not advised for universal
application. However, for a new case of evauation, a
UVON-generated ontology that was devel oped for similar cases
can be considered as an alternative to devel oping anew ontology
with consideration to project resource limitations. This reuse
should be accomplished with due consideration to the fact that
quality attributes of the same wording might indicate dlightly
different meanings in different cases. This case-sensitivity of
meanings might result in different subclass and superclass
relations, changing the structure of the ontology and making
the reuse of the unadjusted ontology problematic.

The UVON method cannot guaranteethat in the output ontology
each of the branchesthat begin from the root will reach thelevel
of thetree (that is, have a node at that level) where we want to
base our questionnaire (or any other measurement method).
Hence, a short branch might need to be extended to appear at
some specific tree level where the questionnaire is based. In
addition, the method does not guarantee that the quality
attributes in that level are all of the same degree of generality
of specificity. It isalso not guaranteed that the number of nodes
(quality attributes) at any level matches the practicalities of
evaluation; there can be too few or too many. For example, in
the FI-STAR case, the number of quality attributesin the target
level (level 2) had to match with the appropriate maximum
number of questions that could be put in a questionnaire;
fortunately, it was within the boundaries.

It is also possible, at least in theory, that all quality attributes
end up being adirect child of the root thing node. The resultant
dwarf and horizontally inflated ontology structure does not unify
any of the child quality attributes; hence, the method output
would be useless. The methodological limitations can result in
the need for manual adjustments, such as adding extra nodes
between some parent-child nodes. Of course, the manual
adjustments can add more subjectivity into the formation of the
ontologies.
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The UVON method permitsintegrating eval uation aspectsfrom
other evaluation frameworks. Still, it does not guarantee that
the result will include all features of the integrated evaluation
framework. Still, this integration involves the suggested
evaluation aspects of those evaluation frameworks. If a
framework dynamically changes its suggested evaluation
aspects, for example, based on the eval uation case specifications,
the UVON does not follow that dynamic feature. In addition,
the straightforward wordings for an evaluation aspect in an
evaluation framework might be obscured by going through the
integration process in the UVON method, being replaced by
more generic terms.

Conclusion

The unifying nature of ontologies, when they are in tree form,
can be used to create a common ground of evaluation for
heterogeneous health technol ogies. Ontol ogies can be originated
from requirement and value-case documents, that is, internal;
they can be extracted from available external evaluation
frameworks, that is, external; or they can be originated from a
mix of both internal and external sources. The UVON method
introduced in this paper was able to create a common ground
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for evaluation by creating an ontology from reguirement and
value-case documents of the 7 trial projects in the FI-STAR
project and extend that ontology by mixing elements from the
MAST evaluation framework. The UVON method can be used
in other, similar cases to create ontologies for evaluation and
to mix them with elements from other eval uation frameworks.

The UVON method stands in contrast with other methods that
do not consider case-specific internal requirements or cannot
be easily extended to include other eval uation frameworks. The
ontological structure of evaluation aspects created by the UVON
method offers the possibility of further investigations for other
indications related to evaluation of the subject systems.

Thefinal result of applying the UVON method in the FI-STAR
project resulted in 10 evaluation aspects to be chosen for
measurement. This set of eval uation aspects can grow adaptively
to project changes, be repeated in similar cases, and be astarting
point for future evaluationsin similar projects. By applying the
UVON method in more cases, a possible stable result can be
suggested for the set of generic eval uation aspectsthat are usable
in evaluation cases similar to FI-STAR.
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Abstract

Background: Health level seven version 2.5 (HL7 v2.5) is awidespread messaging standard for information exchange between
clinical information systems. By applying Semantic Web technologies for handling HL7 v2.5 messages, it is possible to integrate
large-scale clinical datawith life science knowledge resources.

Objective: Showing feasibility of a querying method over large-scale resource description framework (RDF)-ized HL7 v2.5
messages using publicly available drug databases.

Methods: We developed a method to convert HL7 v2.5 messages into the RDF. We also converted five kinds of drug databases
into RDF and provided explicit links between the corresponding items among them. With those linked drug data, we then devel oped
a method for query expansion to search the clinical data using semantic information on drug classes along with four types of
temporal patterns. For evaluation purpose, medication orders and |aboratory test results for a 3-year period at the University of
Tokyo Hospital were used, and the query execution times were measured.

Results: Approximately 650 million RDF triples for medication orders and 790 million RDF triples for laboratory test results
were converted. Taking three types of query in use casesfor detecting adverse events of drugs as an example, we confirmed these
gueries were represented in SPARQL Protocol and RDF Query Language (SPARQL) using our methods and comparison with
conventional query expressions were performed. The measurement results confirm that the query time is feasible and increases
logarithmically or linearly with the amount of data and without diverging.

Conclusions: The proposed methods enabled query expressions that separate knowledge resources and clinical data, thereby
suggesting the feasibility for improving the usability of clinical databy enhancing the knowledge resources. We also demonstrate
that when HL7 v2.5 messages are automatically converted into RDF, searches are still possible through SPARQL without
modifying the structure. As such, the proposed method benefits not only our hospital's, but also numerous hospitals that handle
HL7 v2.5 messages. Our approach highlights a potential of large-scal e data federation techniquesto retrieve clinical information,
which could be applied as applications of clinical intelligenceto improve clinical practices, such asadverse drug event monitoring
and cohort selection for aclinical study as well as discovering new knowledge from clinical information.

(JMIR Med Inform 2016;4(2):€12) doi:10.2196/medinform.5275
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Introduction

Clinical Data Searches Through Knowledge L evel
Queries

While secondary use of electronic medical records (EMRs) are
widely expected [1,2], medical datain general do not contain
adequate amounts of information or knowledgein their original
format, making it difficult to retrieve the desired data based on
the knowledge in the clinical domain. For example, when we
try to screen patients with medication history of "renin
angiotensin inhibitors' as possible candidates for a clinica
study, it is common for us to prepare alist of drug codes for
such drug classes and query a database with the prepared list.
If such a query is performed simply using an expression such
as "drugs classified as renin angiotensin inhibitors," it will
facilitate our use of the database. As a similar example, when
wetry to screen patients with medication history of "drugs that
cause leucopenia,” rather than having to list in aquery hundreds
of codes for drugs showing the adverse events, if drugs that
cause leukopenia are identified using external knowledge
resources, and if a search is performed over medication data
based on the identified drugs, it would facilitate the research
use of EMRs.

Clinical Data Searches Using L ife Science Knowledge
Resour ces

The Linked Open Data project [3] isan attempt to facilitate data
usage via the Internet by making data available in a standard
format based on the resource description framework (RDF). In
the field of life science, attempts are being made to further
increase the value of data sets by linking and integrating them
as Linked Data. The Bio2RDF project [4] aims at linking and
using over 20 types of data sets including the Kyoto
Encyclopedia of Genes and Genomes (KEGG) [5,6], the Open
Biological and Biomedical Ontologies[7], the Universal Protein
Resource [8], and the Gene Ontology [9]. In addition, the
National Bioscience Database Center and the Database Center
for Life Science in Japan act as primary driving forces and
conduct various activitiesto promote the use of life science data
resources and abroad as Linked Data[10,11].

Applying RDF to build clinical databases for secondary use
facilitatesintegration of external knowledge resources expressed
in RDF. Teodoro et a. [12] developed a Web-based
antimicrobial resistance monitoring system that usesa Semantic
Web-based approach to promote the integration of
heterogeneous data sources. Assélé et a. [13] developed a
framework to perform SPARQL Protocol and RDF Query
Language (SPARQL) queries on clinical databases to obtain
results about antibiotic resistance and compared their approach
with existing business intelligence approaches in terms of
usability and functionality. Riazanov et al. [14] developed an
ontology for the clinical domain and reported that SPARQL
gueries can be expressed and executed in an ad hoc manner by
mapping the developed clinical domain ontology and clinical
data. Pathak et a. [15,16] used publicly available life science
dataresourcesas Linked Data and searched over EMR databases
integrated with these resources through SPARQL federation
gueries. The above studies attempt to improve search usability
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and functionality by applying Semantic Web technologies to
supplement information lacking in the clinical data with
knowledge from external resources. However, these studies
dealt with only institution-specific EMR databases, and it is not
easy to apply their methods at other hospital s because schemas
of EMR databases generally differ between hospitals; thus, the
RDF data structures constructed from these schemas also differ.
To avoid these problems and make these technologies widely
available, we use health level sevenversion 2.5 (HL7v2.5) [17]
messagesasclinical data. HL7 v2.5 isamessaging standard for
information exchange between clinical information systemsand
the most widely implemented standard for health care in the
world. It specifies a number of standards, guidelines, and
methodologies by which various clinical information systems
can communicate with each other. HL 7 messages, although not
comprehensive, contain several important types of data for
clinical research, such as patient demographics and diagnostic
disease.

RDF for Developing Clinical Databases

Applying RDF in developing clinical databases for secondary
use providesthefollowing benefits. First, because the RDF data
structure is simple, they can express highly heterogeneous data
sets including clinical data, disease concepts, drugs, clinical
tests, and genomeinformation using asingle datamodel, making
it possible to integrate and handle them in a coherent manner.
Second, the inference mechanism supports data sets with
hierarchical relationships, such as those containing disease and
drug information, through an RDF schema (RDFS) [18]
vocabularies. With the relational databases typically used in
clinical databases, special measures are required to express the
hierarchical structures that exist in data. With RDF, however,
this can be accomplished simply by adding the rdfs.subclassOf
relationship between the resources. Third, RDF identifies
resourcesthrough uniform resourceidentifiers (URIs); therefore,
data can be shared via HTTP between different network
locations. SPARQL federation query integrates publicly
available data sets and allows different network locations to
refer to and search over these integrated data sets, maintaining
high confidentiality of EMRs. This is expected to be useful
when developing clinical databases.

Aim of the Study

Using RDF as the format for HL7 messages, it is possible to
integrate large-scale clinical data and life science knowledge
resources. In this study, we implement the following measures
to verify this approach. We develop a method for converting
HL7 messages into RDF data. Noting that publicly available
drug databases constitute useful resources for query expansion
in clinical data searches, we show how SPARQL describes
adverse drug events (ADEs) and perform searches using such
SPARQL expressions. We a so examine the search performance
and discuss the applicability of the proposed approach to the
searches over large-scale data.
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Methods

RDF and SPARQL

Semantic Web technologies use simple data structures to
integrate and use data on a Web-level scale. RDF is the most
basic technology for standardizing data expressions, and it
consistsof aset of URI references (U), aset of blank nodes (B),
and a set of literds (L). An RDF triple is a tuple of three
elements, that is, asubject (s), apredicate (p), and an object (0),
that satisty s 0 (U O B), p0 U, and o O (U O B O L),
respectively. The RDF graph isadirected graph of RDF triples.
A data schema in RDF is defined by the vocabulary and
semantics of the RDFS. The RDFS is a set of vocabulary and
inference rules defined for the vocabulary, and the RDF
processor executes these inference rules to derive new RDF
triples, which are then added to the RDF graph. For example,
rdfs:subclassOf is avocabulary that defines the class—subclass
relationship, and this vocabulary is defined by two rules (ie, a
transitiverule and aruleto express alower classinstance being
also an upper class instance). Through this inference rule, a
search over alower class and itsinstances becomes possible by
using a higher level abstraction as the search terminol ogy.

SPARQL is an RDF query language. It describes, in the query
condition, variables of a pattern to match and their values to
usefor filtering and extracts the subgraphs that match the given
pattern from an entire RDF graph so that the corresponding
values of the specified variables are obtained. Filtering of values
is performed by using FILTER keywords and by computing a
boolean val ue using the values bound to the variables. Examples
of typical functions include a function that performs matching
of text strings in their regular expressions and functions that
perform logic operations. One beneficial feature of SPARQL
is that it can handle multiple RDF graphs as a single graph.
SPARQL 1.1 further enhances this feature, making it possible
for asingle federated query [19] to inquire multiple RDF graphs
at different network locations. A federated query expression
first designates the SPARQL endpoint with a SERVICE
keyword and then describes variables of a pattern to match,
similar to aregular SPARQL query, in aclause that followsthe
endpoint. Consequently, using variables, afederation query can
describe a query that can search local or remote RDF graphs.

SS-MIX2: HL7 Message-Based Clinical Data Storage
in Japan

We used HL7 messages stored in the Standardized Structured
Medical Record Information Exchange version 2 (SS-MI1X2)
that has been devel oped to facilitate secondary use of EMRs as
a Ministry project in Japan [20,21]. SS-MIX2 defines the
specification of a container for storing EMRs, and the main
body of the EMRs isthe HL7 v2.5 message. It consists of the
standardized storage and the annex storage. The standardized
storage contains structured clinical datain the form of an HL7
v2.5 message, such as patient demographics, diagnostic disease,
medication orders, |aboratory test results, and several kinds of
examination orders. The annex storage contains nonstructured
clinical data, such asclinical reports, examination reports, and
imaging datain arbitrary format. Earlier than the development
of the SS-M1X2, standardized terminology for drugs, |aboratory
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tests, procedures, and diagnostic disease has a so been developed
by the Medica Information System Development Center
(MEDIS-DC) [22], and exchange rulesfor clinical information
to be conformed with HL7 have also been developed by the
Japanese Association of Healthcare Information System Industry
[23]. In 2011, the Ministry of Health, Labor, and Welfare
adopted these terminol ogies and exchange rules as the standard
specificationsfor the health and medical careinformationfield,
thereby facilitating the development of standardized medical
information systems. Against this background, as of July, 2015,
the SS-MI1X2 storage has been deployed at 518 hospitals in
various regions of Japan [24]. Examples of SS-MIX2 storage
applications include (1) an intermediate storage linking
multivendor systems and el ectronic medical record/order entry
systems, (2) an intermediate storage for linking regional health
care systems, (3) a backup data storage for use in the event of
a disaster, and (4) a data source for postmarketing survey of
drugs and clinical research.

Structure of SS-M1X2 Storage and HL 7 M essage

The SS-MI1X2 stores HL 7 messages below the ordinary directory
trees. Under theroot directory, patient identifier, administration
date, and SS-MIX2 data type are hierarchicaly located, and
corresponding HL7 messages are placed under the bottom
directory. The SS-MIX2 data types identify types of clinical
information, such as patient demographics, medication orders,
and laboratory test results, and these datatypes are semantically
mapped on HL7 message types. For example, HL7 message
types to update or delete patient demographics are ADT*A08
and ADT”A23, respectively. SS-MIX2 uses a single data type
(ie, ADT-00, for these two HL7 message types). In an HL7
message, each lineis called a segment and contains a specific
category of information, such as patient identification (PID),
order-related information (ORC), and pharmacy (RXE). Each
segment consists of afield delimited by a pipe symbol, and the
field consists of a field's element delimited by a hat symbal.
For example, a patient identifier islocated in the third field of
the PID segment and a drug code is located in the first field's
element in the second field of the RXE segment. Two or more
segments may be organized as a logical unit called a segment
group, which might or might not repeat. The boundary of the
segment group is not identical in a standard form of the HL7
message itself, but it appearsin an extensible markup language
(XML)-encoded HL7 message described in the next section.
Some fields or afield's element may contain a code defined by
acertain terminology. In the SS-MI1X2, terminologies are used,
such as MEDIS DRUG [22] for drugs, JLAC10 [25] for
laboratory tests and International Classification of Diseases,
and 10th Revision (ICD10) for diagnostic diseases, which are
all provided by MEDIS-DC as a nationwide standard. Although
these terminologies are unique to Japan except for ICD10, the
terminology for drugs can be mapped on the Anatomical
Therapeutic Chemical Classification System (ATC) and United
States Pharmacopeia (USP) [26] using intermediate resources
such as KEGG. This mapping information becomes the
key-point to supply an HL7 message with external knowledge
recourses by matching a code in the message to a class
represented in the recourses. Figure 1 shows examples of an
SS-MIX2 storage structure and an HL 7 message.
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This example HL7 message (RDE*O11) contains information  following segments: message header (MSH), patient
on a medication order for a patient identified by 0123456789 identification (PID), order-related information (ORC), pharmacy
administered on May 28, 2013. The message contains the encoded (RXE), and timing and quantity (TQ21).

Figurel. Examplesof an SS-MIX2 storage structure and an HL 7 message. This example HL 7 message (RDE"O11) containsinformation on amedication
order for a patient identified by 0123456789 administered on May 28, 2013. The message contains the following segments. message header (MSH),
patient identification (PID), order-related information (ORC), pharmacy encoded (RXE), and timing and quantity (TQ1).

— SS-MIX2 Standardized Storage

Root directory
The first three characters of patient id
| 345 ...

The 4" to the 6" characters of patient id

I

},

0123456789 ...

20130528 ...

| 20130625 }

Full patient id

Administration date
ADT-00 ... SSMIX2 Data Type

ADT?AQ8 ... HL7 message file

OMP-01 ... SSMIX2 Data Type

RDEAO11 ... HL7 message file

e

— HL7 Message Example (RDE*AO11)
MSHIM\&IEGMAINIAM 318814790ALIGWIA 318814790AL120130518140154IIRDE...
PIDII10123456789AMAN|PATIENTANAMEAAAAAL A|LAAAAAAAI[195001011F...
ORCINWI135281607496500_0111135281607496500_011111120130518140018lI...
RXEII119114101ABLOPRESS 4MGAHOT9MAQ9Z03I11ITABA. ..
TQ11111011000400000000&0ORAL_ONE TAB A DAY_AFTER BREAKFASTA&III14AdI

Converting HL 7 M essages | nto RDF Data

In the standard form of an HL 7 message, metadata for fields or
afield's elements are not included. For example, the patient’s
date of birth islocated in the seventh field of the PID segment,
although, the message itself does not contain the information.
If the name of an RDF resource is determined based on its
metadata, HL 7 messages are efficiently converted to RDF data.
Prasser et a. [27] proposed a method that uses a generic
Java-based parser provided by the HL7 Application
Programming Interface (HAPI), and that usesthe Javaclass and
method names as metadata, traversing Java objects, to convert
an HL7 message to RDF data [28]. We also use the HAPI to
parse a standard form of the HL7 message, although, we first
encode the HL7 message to aform of XML that is also defined
in the HL7 specifications. In an XML-encoded HL7 message,
segments and segment groups are given in hierarchical XML
elements. For example, an XML form of an HL7 message for
amedication order startswith an <RDE_011> tag that describes
the type of HL7 message, followed by atag that describes the
segment of a message header <M SH> and segment groups of
patient information <PATIENT> and order information
<ORDER>. In the segment groups, the corresponding segments
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areincluded, such asthe PID segment inthe PATIENT segment
group or the ORC and RXE segments in the ORDER segment
group. Similarly, each segment contains a tag for each of its
fields to describe either the field or the field's element, such as
atime stamp <TS> or a coded character string <CWR>, and
text datais marked up with these tags. We then applied ageneric
method of transformation from XML to RDF [29], inwhich an
RDF resourceis generated using the element name of the XML
asthe name of the resource, creating a subject-predicate-object
triple by traversing the hierarchical structure, and mapping the
text content to an RDF literal. Note that the mapping needs to
be determined in advance because the XML-encoded HL7
message does not contain the datatype of the text content. Thus,
we sought to map the numerical type of the text content to
xsd: decimal, the date type to xsd:date, the timestamp type to
xsd:dateTime, and all other types to xsd:string. In comparison
with the previously mentioned method, there is an advantage
to be able to use the names of the segment or field defined by
the HL 7 specifications, which is not modified depending on the
implementation of the Java class and method names. Figure 2
shows a medication order in the standard form of an HL7
message, an XML-encoded HL7 message, and an RDF
representation after conversion.
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Figure2. A medication order in the HL7 standard format, XM L-encoded format, and after conversion to RDF.

— HL7 Standard Format

MSHIA-\&IEGMAINI*1318814790LIGWI*1318814790°L120130518140154IIRDE...
PIDIN0123456789 A AMIPATIENTANAMEAAMALALAAMAAAA1195001011F...
ORCINWI135281607496500_0111135281607496500_011111120130518140018ll1lI...
RXEII119114101*BLOPRESS 4MG*HOT9”"99Z03(1IITABA...
TQ1111011000400000000&0RAL_ONE TAB A DAY_AFTER BREAKFAST&III144dI20130518lIII1A

Q Convert pipe separated format to xml encoded format

— XML Encoded Format ————

<RDE_O11=>
<MSH> ... </MSH>
<PATIENT=>
<PID>
<PID.3=>
<CX.1> 0123456789 </CX.1> ... patient id

<PID.7>
<TS.1> 19500101 </TS.1>
</PID.7>
<PID.8> F </PID.8> ... gender

</PID>

</PATIENT>

<ORDER>

<ORC> ... </ORC>

<RXE>
<RXE.2>
<CE.1> 10302280 </CE.1> --- code
<CE.2> BLOPRESS 4MG </CE.2> ... brand
<CE.3> HOT9 </CE.3> ... system

... birth date

To RDF

</RXE.2>
</RXE>
<TIMING_ENCODED=>
=<TQ1>

<TQ1.6>
=CQ.1> 14 </CQ.1>
</TQ1.6>
<TQ1.7>
<TS.1> 20130518 </TS.1>
<TQ1.7>
<TQ1>
<TIMING_ENCODED=>
</ORDER>
</RDE_O11>

... number of days
prescribed

... date of
prescription

RDE_OM1

hi7:order

TIMING_ENCODED

RDF-ized HL7 Message —
MSH

hi7:msh

hi7 patient

PATIENT

hi7:pid.3 hi7.cx. 1
hi7pid 0123456789

PID -——= PID3 —» 55
hi7pid.7 Mxsd:string

hi71s.1

1950-01-01
Atysd:date

PID.7
hi7pid.8
AN . |l
- F A xsd:string
ORDER — ORC — ...

hi7:rxe
hi7:rxe.2

RXE — RXE.2

hiv:ce.1

103022801
Atxsd:string

hi7.ce.2

T
BLOPRESS 4MG
hi7:ce.3 Mysd:string

\ HOT9*xsd:string

hi7 timing_encoded

&: 7:1q.1

TQ1 W71g1.6 hi7:eq.1

TQ1.8 14Mysd:decimal

hi7:ig1.7
hi7is.1
N TQ1.7 — 2013-05-18

Mxsd.date

URI Naming

To determine a URI of an RDF resource, we considered two
requirements: (1) the name of the URI should preferably contain
a structured path to facilitate the application’s access to RDF
resources [30], (2) the name of the URI should be generated
uniquely from the available information for an HL7 message
to avoid redundancy of referring to an RDF repository each
time when determining it. To satisfy these requirements, we
constructed the name of the URI by connecting adirectory path
to an HL7 message file, which is already unique in SS-MIX2
storage, with apath to an element in XML that isencoded from
the HL7 message. Note that as several HL7 segment groups,
such as ORDER and RESULT may appear multiple times in
the same hierarchy layer in the XML, duplication of the path
names should be avoided by counting how many times they
appear in the path. As the HL7 message specifications define
which segment groups may appear multiple times, the name of
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the URI can uniquely identify the deepest elements by
considering the duplication. This naming method depends on
SS-MIX2 in terms of using the directory path to an HL7
message, although, if only the path to an HL7 massage is
uniquely determined, any other way can be applied. Figure 3
shows a portion of a serialized RDF representation of a
medication order.

Depending on the purpose of use of the HL7 message, it may
contain numerous redundant segments, fields and field's
elements, and it may not be necessary to convert al content to
RDF data. For example, a MSH segment that provides header
information for communication between systems, as well as
fields other than the patient identifier, date of birth, and gender
inaPID segment, isnot requiredin clinical research. Therefore,
when converting to RDF, the amount of RDF data to generate
isreduced by only using the segments and fiel ds that are needed
for the purpose.
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Figure 3. Serialized RDF representation of a medication order in turtle format.

@prefix hl7v25: <http://hl7.org/v25#> .
@prefix ssmix2: <http://ssmix.org/v2#> .
@prefix xsd: <http://www.w3.0rg/2001/XMLSchema#> .

<http://m.u-tokyo.ac.jp/0123456789/20130518/OMP-01/.../.RDE_O11/1>
hl7v25:PATIENT <http://m.u-tokyo.ac.jp/0123456789/20130518/OMP-01/.../RDE_O11/1/PATIENT> ;
hl7v25:0RDER <http://m.u-tokyo.ac.jp/0123456789/20130518/OMP-01/.../RDE O11/1/ORDER/1> .

<http://m.u-tokyo.ac.jp/0123456789/20130518/OMP-01/../RDE_O11/1/ORDER/1>
hi7v25:0RC <http://m.u-tokyo.ac.jp/0123456789/20130518/OMP-01/.../RDE_O11/1/ORDER/1/ORC> ;
hi7v25:RXE <http:/m.u-tokyo.ac.jp/0123456789/20130518/OMP-01/../RDE_O11/1/ORDER/1/RXE> .

<http://m.u-tokyo.ac.jp/0123456789/20130518/OMP-01/.../RDE_O11/1/ORDER/1/RXE>
hl7v25:RXE.2 <http://m.u-tokyo.ac.jp/0123456789/20130518/OMP-01/.../RDE_O11/1/ORDER/1/RXE/RXE.2> .

<http://m.u-tokyo.ac.jp/0123456789/20130518/OMP-01/.../RDE_O11/1/ORDER/1/RXE/RXE.2>

hl7v25:CE.1 "103022801"AMxsd:string ;
hl7v25:CE.2 "BLOPRESS 4MG"Axsd:string ;

hl7v25:CE.3 "HOT9"Mxsd:string .

Query Expansion Using Linked Drug Data

If atype of drug isidentified by its detailed information, it is
useful for aquery to search for ADES of adrug. By converting
drug databases to Linked Data, it is possible to identify drugs
through expressions that use their detailed information and to
resolve the identified drugs to their codes used in the HL7
message. For example, a medication order search for atypical
antipsychotic drugs that have an inhibitory effect on the
serotonin 2C (5HT2C) receptor or the histamine H1 (H1)
receptor consists of the following steps: (1) use the USP to
identify drugs classified asatypical antipsychotic drugs, (2) use
alink between the USP and KEGG to identify corresponding
KEGG drugs. Then, narrow down the list to those drugs that
have an inhibitory effect on the SHT2C receptor or the H1
receptor, (3) use alink between the KEGG and MEDIS DRUG
to identify corresponding drugs on the MEDIS DRUG and to
identify the codes of the drugsto usein the HL7 message, and
(4) Use the identified drug codes to search for a medication
order over HL7 messages. Figure 4 illustrates relationships
between USP, KEGG, and MEDIS DRUG used in this search.
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To enable this method, we converted publicly available drug
databases into RDF and provided explicit links among the
corresponding items to obtain linked data. Because there were
no data sources publicly availablein RDF format, we converted
each source individually to RDF. We got the sources of ATC,
USP, and KEGG from a website of the KEGG and made the
explicit linksbased on theinformation obtained from the KEGG.
We used rdfs:subclassOf to describe the higher and lower level
relationship in the ATC and USP, and inference was executed
and materialized in advance. We al so got the sources of SIDER
2 (SIDe Effect Resource) [31] and MEDIS DRUG from each
website. In the SIDER 2 dataset, drug classes are coded in
STITCH [32] identifiers and names of ADEs are coded in
MedDRA aong with upper and lower bound of the frequency.
The information to link between the SIDER 2 and ATC were
obtained fromwebsite of STITCH. Weused the MEDISDRUG
to match the drug concept in the KEGG to the drug code used
inthe HL7 message, and the information to link between them
were obtained from the the KEGG source. Thislinked drug data
set is hereafter referred to as Linked Drug Data. A summary of
the Linked Drug Data is shown in Table 1. The Linked Drug
Datais available from our project repository [33].
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Table 1. A summary of the linked drug data.
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Original drug databases

Descriptions

Link to the oth-
er databases

Number of drug classes
(triples)

Anatomical Therapeutic

Chemical Classification System

(ATC)

United States Pharmacopeia

Classification (USP)

SIDER 2

KEGG

MEDISDRUG

A drug classification system devel oped by World Health Organization.
It divides drugsinto different classes according to the organ or system
on which they act or their therapeutic and chemical characteristics,
such as antihypertensives and the cardiovascul ar system. In converting
to RDF, we used rdfs:subclassOf to represent the hierarchical relation-
ships and added linksto the drug classes of KEGG and SIDER 2 at the
chemical substance subgroup level.

A drug classification system developed by the US Pharmacopeial
Convention. It contains approximately 50 categories, which aretypically
based on diseases or symptomsthat drugs are used to treat, such aspain
and psychosis. In the same way as ATC, the hierarchical relationships
were represented by rdfs:subclassOf.

A resourcethat contains ADEs and their frequency, which are extracted
from package inserts and publicly available documents. The drugs are
coded by STITCH compound identifiers, and the ADEs are described
in the preferred terms of MedDra

A resource that consolidates drug data from Japan, the Unites States,
and Europe. It organizes drug data based on their chemical structures
and ingredients and adds information on their molecular interactions
including chemical drug targets and metabolic enzymes. Many entries
also include their mapping to other drug databases, and we use the
mapping information to establish linksto ATC, USP, and MEDIS
DRUG.

A standard drug terminology that maps various drug terminologies
used in Japan. We used MEDIS DRUG to match the drug code in
KEGG to the drug code used in the HL7 message.

KEGG,
SIDER 2

KEGG

ATC

ATC,
USRk
MEDISDRUG

KEGG

5770
(48,504)

1459
(7567)

997
(7,848,862)

5780
(109,976)

26,126
(387,319)
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Figure 4. Relationships between USP, KEGG, and MEDIS DRUG used in search for atypical antipsychotic drugs that have an inhibitory effect on the
5HT2C receptor or the H1 receptor.

— GRAPH <http://www.m.u-tokyo.ac.jp/rdf/usp>

usp:2nd Generation/Atypical
A |

-

“2nd Generation/Atypical”
rdfs:label iyp

—— usp:Olanzapine <
rdfs:subclassOf S i

——————————— usp:Quetiapine
rdfs:subclassOf

rdfs:subclassOf usp:link_kegg

\.

— GRAPH <http://www.m.u-tokyo.ac.jp/rdf/kegg> | ————

—» kegg:D00458 <%

“Quetiapine fumarate”
1
— “H1-receptor antagonist”
kegg:target

kegg:name

—p kegg:D00454 <«

—— P “Olanzapine”

kegg:link_medis | kégg:name

“5-HT2C-receptor
kegg:target antagonist”

~ GRAPH <http://www.m.u-tokyo.ac.jp/rdf/medis> —

—» medis:116687301

———»<IJ LA T 8 5mg”
medis:brand_name

———— > “116687301"
meids:hot_code
—» medis:113925902
“tz0 2 T)L.25mgie”

medis:brand_name
P “113925902"

meids:hot_code
—>

\ v

Temporal Pattern 2: Searching for Adverse Events
During Each Medication Period

This pattern estimates the medication period as beginning on
the day that a drug medication order wasissued and continuing
for the number of daysprescribed, and it searchesfor the adverse
events during the estimated medication period. Although the
medication period estimated in this patternislikely to be close
to the actual drug administration period, irregular medication
Temporal Pattern 1: Searchingfor all Medication Orders  orders, when issued, could make a period when adrug has been

This pattern isused to retrieve all medication ordersof aspecific ~ administered appear s it had not been, and the estimated
drug without considering their temporal relationshipswith other  Medication period could erroneously exclude such periods.

events. This s the most basic pattern of clinical datasearches,  Consequently, it is possible to overlook adverse events during
such excluded periods.

Temporal Patternsto Deter mine Adver se Drug Events

To identify adverse events, a query condition needs to describe
the temporal relationship between the administration of adrug
and the adverse events that were assumed to be caused. We
classify thetemporal relationshipsinto the following four types
of basic temporal patterns and explain query expressions using
these patterns to identify adverse events.
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Temporal Pattern 3: | dentifying Adverse Events During
a Period Between the I nitial and Final Medications

This pattern assumes that the impact of a certain drug extends
fromitsinitial medication date to its final medication date, and
it isto identify the adverse events during this period. The drug
administration period estimated in this pattern could include
extended time periods during which the drug had not been
administered, and thus, it is possible that the defined drug
administration period significantly deviatesfrom the actual drug
administration period. However, because the effects of some
drugs could continue for an extended time period after drug
administration has ended, this pattern identifies adverse events
of these types of drugs whose effects extend beyond the end of
the medication period.

Temporal Pattern 4: Excluding Adverse Events
Immediately Before an I nitial Medication

This pattern is to increase the degree of certainty of a causal
relationship between a drug and an adverse event by excluding
the adverse eventsimmediately beforeinitial medication of the
drug.

Experiment Settings

In the next section, we first show a summary of created RDF
datato usein this experiment. To ensure theimpartiality of the
benchmark results, all segments of the HL7 messages were
converted to RDF data, rather than arbitrarily deleting
unnecessary segments. We then explain three types of query in
use cases for detecting ADEs, which are available in our
proposed method and show the execution results of searches
using these queries. The goa of our experiments was not to
investigate specific adverse events, but rather show that it is
possible to search over the RDF-ized HL7 messages using
SPARQL queriesthat combine external knowledge and temporal
patterns. So, we finaly present results of a benchmark that
measures the execution time to show that the searches over
RDF-ized HL7 messages through SPARQL provide afeasible
response speed.

To show the relationships between the execution time of the
guery and the amount of data, we divided whole HL 7 messages
equally into 10 subdatasets in which the HL7 messages were
arranged in ascending order of the date of administration. Then,
we measured the execution time of the queriesissued fivetimes
at each point by increasing every subdatasets. We tested two
types of query expressions for each three query in order to
compare our proposed query expression with a conventional
one. The proposed query usesthe Linked Drug Datadynamically
by SPARQL federation function in the manner as shown in
Figures 5 to 7 below. The conventional query enumerates the

Table 2. Summary of the RDF-ized HL7 messages.

Kawazoe et d

individual drug codes in SPARQL filter keyword in advance,
which were obtained from the Linked Drug Data separately.
Thus, the execution time of the proposed query included, (1) a
timeto search for individual drug codesfrom an expression like
"renin angiotensininhibitors" by accessing to Linked Drug Data
and (2) atime to search for medication records of RDF-ized
HL 7 data based on the searched drug codes. On the other hand,
the execution time of the conventional query did not include a
time to search for the individual drug codes because they are
enumerated in advance.

We measured the execution time after relaunching the RDF
store and clearing the cache each time a query was executed.
Therefore, the execution time included the time it takes to load
the datato memory, execute the query, and display the execution
results. As we observed that the execution speed dropped
drastically when SPARQL queries were not completely
optimized through automatic optimization, we manualy
optimized the execution sequences and then locked them using
functionality available in Virtuoso. With regard to the
environment for executing queries, the RDF-ized HL 7 messages
and the Linked Drug Datawere stored in two different SPARQL
endpoints on asecure network. For the RDF-ized HL 7 messages,
we used hardware with Intel Xeon 2.60 GHz processors and
256 GB random access memory (RAM). For the Linked Drug
Data, we used hardware with Intel Xeon 2.20 GHz processors
and 128 GB RAM. Both pieces of hardware ran the Cent0S6.5
operating system, and Virtuoso Open-Source Edition 7.1.0 was
used asthe RDF store.

Results

Converted RDF Data

The University of Tokyo Hospital is an educational hospital
with more than 1100 beds and 760,000 visits annually. Since
2011, the hospital has been collecting data in the form of HL7
messagesin a SS-M1X2 storage. From these collected data, we
used the medication orders and laboratory test results during
the 3-year period from January 1, 2011 to December 31, 2013.
There were approximately 148,000 unique patients, and the
number of HL7 messages included was 1.9 million for
RDE"O11 (medication orders) and 2.1 million for OUL"R22
(Iaboratory test results). We then converted them into RDF
using the method explained earlier. Approximately 650 million
RDF triples for RDE"O11 and 790 million RDF triples for
OUL”"R22 were converted, and the average number of triples
in one message was 360. It was also that the approximate time
to convert HL7 messages into RDF were 17 hours and 30
minutes for RDE*O11 and 25 hours 10 minutes for OUL*R22
when we used single CPU (Table 2).

Typeof HL7 message  Information content  Number of HL7 mes-

Number of RDF Triplesinames- Timeto convert HL7 messages

sages (million) triples (million) sage into RDF
RDE"NO11 Medication order 1.9 650 342 17 hours 30 minutes
OUL"R22 Laboratory testre- 2.1 790 376 25 hours 10 minutes
sult
Total - 4.0 1440 360 42 hours 40 minutes
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SPARQL Expressionsfor Searching Adverse Events

Query 1: Identifying Drugs Based on Pharmaceutical
Classification and Searching For All Relevant
Medication Orders

This is the most basic query searching medication orders that
are classified in a certain pharmaceutical category. The query
(Figure 5) searchesfor all medication ordersfor drugs classified
as renin angiotensin inhibitors. The SERVICE clause that
followsthe WHERE clause queriesthe Linked Drug Datastored

Kawazoe et d

at a SPARQL endpoint, identifies all ATC subclasses of renin
angiotensin inhibitors, and resolves their individual drug codes
through the KEGG and MEDIS DRUG. When this finishes,
triple pattern matching identifies the patients who were
prescribed drugs with the code that the SERVICE clause
resolved, and binds the dosage amount, medication date, and
number of medication days to their corresponding variabl es of
the patients. Query results are returned in a table with the
column names described in variables of the SELECT statement.
This query does not consider the temporal relationship with
other events; thus, it isfor Temporal Pattern 1.

Figure5. SPARQL expression of Query 1. This query searches all medication orders for drugs classified as renin angiotensin inhibitors.

SELECT DISTINCT ?patient ?drug_code ?dose_per_day
?prescription_date  ?duration
WHERE {
SERVICE <http:/ocation-1:8890/spargk> {
GRAPH <http/Avww.m.u-tokyo.ac.jp/medinfo/rdf/atc>{
?atc rdfs:label ?atc_name.
FILTER regex(?atc_name, 'AGENTS ACTING ON
THE RENIN-ANGIOTENSIN SYSTEM, ).

?atc_sub
?atc_sub  atc:link_kegg

}

rdfs:subClassOf

?atc.
?kegg.

GRAPH <http/Avww.m.u-tokyo.ac.jp/medinfo/rdffkegg>{

?kegg  kegglink_medis

}

?medis.

GRAPH <http/Avww.m.u-tokyo.ac.jp/medinfo/rdf/medis/drug> {

?medis medisd:hot9_code ?drug_code.
:
}
?patient ssmix2.0MP-01 [hI7:RDE_O11 ?rdeoi1].
?rdeo11  hi7:ORDER [hI7:RXE xe;
hiZ.TIMING ~ ?timing].

rxe hi7zRXE.2 [hlI7:.CE.1 ?drug_code];

hi7.RXE.19 [hI7.CQ.1 ?dose_per_dayl].
2timing hIZ.TQ1 [h7:TQ1.7 [hI7:TS.1  ?prescription_date]];

h7TQ1 [hi7:TQ1.6 [N7:CQ.1 ?duration]].

}

Query 2: ldentifying Drugs Based on Known Adverse
Events and Searching for Adverse Events During the
Relevant Medication Periods

This query identifies drugs from known adverse events
registered in SIDER 2 and searches for clinical cases that may
include adverse events resulting from the identified drugs.
Specifically, we consider a query (Figure 6) to identify drugs
that cause leukopeniaor neutropeniaas adverse eventsin SIDER
2 and to search for the clinical cases where theidentified drugs
were prescribed and adrop in the leukocyte counts was observed
during each medication period. Similar to Query 1, the

http://medinform.jmir.org/2016/2/e12/
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SERVICE clause identifies the drugs that cause leukopenia or
neutropenia at a frequency of 30% or higher in SIDER 2 and
resolves their individual drug codes through the ATC, KEGG,
and MEDIS DRUG. When thisfinishes, triple pattern matching
binds the drug codes of the prescribed drugs, dosage amounts,
medication dates, duration of each medication, leukocyte counts,
and its examination date to their corresponding variables, and
then searchesfor clinical cases wherethe leukocyte counts was
3000 or less during the medication period (defined asthe period
starting on the day of the medication order and continues for
the number of prescribed days). Because this query searches
for adverse events during each medication period, it is for
Tempora Pattern 2.

JMIR Med Inform 2016 | val. 4 | iss. 2 |e12 | p.125
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR MEDICAL INFORMATICS

Kawazoe et d

Figure6. SPARQL expression of Query 2. Thisquery searchesall casesfor which aleukocyte count of 3000 or less was observed during the medication

period of drug types having leukopenia or neutropenia as adverse events.
SELECT DISTINCT “?patient

?drug_code ?dose_per_day

Pprescription_date ?duration

WHERE {

SERVICE <http:/ocation-1:8890/spargk>{
GRAPH <http:/Awww.m.u-tokyo.ac.jp/medinfo/rdf/sider> {

?sider sider:link_atc
sider:a

?7ae rdfs:label
sider:lower_bound

?atc;
?ae.
?label;
?lb.

FILTER (regex(?label, leukopenia!, ') Il regex(?label, 'neutropenia’, 1)).

FILTER (?b>0.3).

}

GRAPH <http/Awww.m.u-tokyo.ac.jp/medinfo/rdf/atc> {

?atc atc:link_kegg ?kegg.

}

GRAPH <htip:/Awww.m.u-tokyo.ac.jp/medinfo/rdfkegg> {

?kegg  kegglink_medis  ?medis.

}

GRAPH <http:/Awww.m.u-tokyo.ac.jp/medinfo/rdfimedis/drug> {

?medis medisd:hot9_code ?drug_code.

}

?patient  ssmix2:0MP-01 [hi7:RDE_O11?rdeo11].

?rdeo11  hi7:ORDER [hi7:RXE ?rxe; hIZ:TIMING “?timing].

rxe hi7:RXE.2 [hi7:.CE.1  ?drug _code];
hi7:RXE.19 [hi7:CQ.1  ?dose_per_day]

2Aiming  hi7Z.TQ1 [hI7:TQ1.7 [hI7:TS.1 ?prescription_date]];
hi7ZTQ1 [hi7:TQ1.6 [hi7:CQ.1 ?duration]].

?patient ssmix2:OML-11  [hI7:0UL_R22 ?oulr22].
?oulr22  hl7:SPECIMEN [hl7:ORDER [hi7:RESULT [hi7:0BX ?obx]]].
?0bx hi7:0BX.3 [hi7:CE.1  "2A990000001992052"xsd:string];
hi7:0BX.5 ?lab_value;
hi7:0BX.14 [n7:TS1  ?lab_date].
FILTER ( ?prescription_date < ?lab_date 8&& ?lab_date <
bif.dateadd('day’, ?duration, ?prescription_date)).

FILTER ( ?lab_value <3.0).
}

Query 3: Identifying Drugs Based on Pharmaceutical
Classification and Their Targets, and Searching for
Adverse Events During the Relevant Drug Medication
Periods

This query illustrates that when multiple drug data resources
are used, drugs can be identified with more detailed
characteristics. In clinical backgrounds, atypical antipsychotic
drugs are known to have a tendency to trigger diabetes. It is
hypothesized that these drugs cause chronic bulimiaby blocking
BHT2C and H1 receptors and bring about obesity and
hyperinsulinemia, thereby inducing diabetes [34]. This query
may hel p examine this hypothesisthrough identifying the drugs
that demonstrate these characteristics and extracting clinical
casesthat satisfy the criteriafor diabetes during the medication

http://medinform.jmir.org/2016/2/e12/
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period. As mentioned above, this query (Figure 7) first narrows
down drugs classified as atypical antipsychotic drugs in the
USP classification to those in KEGG having an inhibitory effect
on 5HT2C or H1 receptors, and then resolves individual drug
codes through MEDIS DRUG. It then uses afilter operation to
derive the initial and final medication dates for each patient
from the medication orders of the drugs with the resolved drug
codes, and extracts clinical caseswherethe HbA1c value or the
serum glucose satisfies the criteria for impared glucose
tolerance during the medication period. Note that asthe HbA1c
value changes gradually, we used the period between theinitial
and final medications, rather than using each medication period.
We also added a condition to exclude clinical cases satisfying
the same criteria within 60 days of the initial medication.
Therefore, this query is for a combined temporal pattern of
Temporal Patterns 3 and 4.
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Figure7. SPARQL expression of Query 3. This query searches all cases satisfying the criteria for impaired glucose tolerance during a period between
theinitial and final medications of atypical antipsychotic drugs that have a SHT2C or H1 receptor inhibitory effect. The clinical cases that satisfy the
above criteriawithin 60 days of the initial medication are excluded. In this query, two subqueries are used. In subquery 1, the cases having the period

of initial and final medications of the atypical antipsychotic areidentified. In subquery 2, the cases satisfying the criteriafor impaired glucose tolerance
during the period are identified.

SELECT DISTINCT ?patient ?hot_code ?first ?last ?lab_date ?lab_value
WHERE {
FILTER NOT EXISTS{
Ppatient  ssmix2:OML-11  [hl7:OUL_R22 ?oulr22].
?0ulr22  hi7:SPECIMEN [hi7:ORDER [hi7:RESULT [hi7:0BX ?0bx]]}.
?0bx hi7:0BX.3 [hi7:CE.A ?lab_code];
hl7:0BX.5 ?lab_value;
hi7:0BX.14 [hi7:TS.1 ?lab_date].
FILTER ( (?lab_code = '0170700_84' && ?lab_value >6.5) Il
(?lab_code = '3D045000001920402' && ?lab_value > 6.2)).
FILTER (bif.dateadd(day", -60, ?first)< ?lab_date && ?lab_date < ?first)
}
{# SUBQUERY 2
SELECT ?patient ?drug_code 7first ?last ?lab_date ?lab_value
WHERE {
?patient  ssmix2:0ML-11 [hI7:0UL_R22 “?oulr22].
?0ulr22  hi7:SPECIMEN [hi7:0ORDER [hI7:RESULT [hi7:0BX ?0bx]]].
?0bx hi7:0BX.3 [hi7:CE.1  ?lab_code];
hi7:0BX.5 ?lab_value;
hi7.0BX.14 [nI7-TSA  7lab_date].
FILTER ( (?lab_code = '0170700_84"' && 7lab_value>6.5) Il
(?lab_code = '3D045000001920402' && ?lab_value >6.2)).
FILTER (?first < ?lab_date && ?lab_date < ?last) .

{#SUBQUERY 1
SELECT ?patient ?drug_code (MIN(?p_date) AS ?first)
(MAX(?p_date) AS ?last)
WHERE {
SERVICE<http:/location-1:8890/sparqt>{
GRAPH <http:/Avww.m.u-tokyo.ac.jp/medinfo/rdf/medis/drug>{
?medis medisd:hot9_code ?drug_code;
medisd:kokuji_maisho  ?brand_name;
}
GRAPH <http/Avww.m.u-tokyo.ac.jp/medinfo/rdfkegg>{
?kegg  kegglink_medis ?medis;
kegg:target arget.
FILTER (regex(?target, 'H1-receptor antagonist, i) Il
regex(?target, '5-HT2C-receptor antagonist', 1)).
}
GRAPH <http/Avww.m.u-tokyo.ac.jp/medinfo/rdffusp>{
?usp rdfs:label ?label.
FILTER (regex(?label, 2nd Generation/Atypical’, "i")).
?usp_sub rdfs:subClassOf  ?usp;
usp:link_kegg ?kegg.
1}
?patient  ssmix2:0MP-01 [hi7:RDE_O11 ?rdeoi1].
?rdeoi1  hi7:ORDER [I7:RXE ?rxe; hIZ:TIMING “?timing].
mxe hi7:RXE.2 [hI7:CE.1 ?drug_code].
2timing hi7:TQ1 [hi7:TQ1.7 [hI7:TS.A  ?p_date]].
w

having leukopeniaas adverse events' yielded 131 types of drug
codes using SIDER 2, and the Query 3 expression of "of the
Table 3 shows the results of executing each query over the atypical antipsychotic drugs, those having a SHT2C or H1
RDF-ized HL7 messages for a 3-year period. The Query 1 inhibitory effect" yielded 78 drug types, with Queries 2 and 3
expression of "drugs classified as renin angiotensin inhibitors”  gbtaining 1171 and 58 results, respectively.

yielded 476 different types of drug codes by the Linked Drug

Data, and therewere atotal of 197,366 medication ordersfound

for these drugs. Similarly, the Query 2 expression of "drug types

Execution Results of Each Query
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Query Execution Performance

Figure 8 shows, for each three query, the average measured
execution times of the two types of query expression (ie, our
proposed query that use Linked Drug Data dynamically with
SPARQL federation function and aconventional query inwhich
the individual drug codes are enumerated in SPARQL filter

Table 3. Summary of each query and the respective execution results.

Kawazoe et d

keyword). The average execution time of the proposed queries
were significantly longer than the conventional one, and these
were49% longer in Query 1, 43%in Query 2, and 51% in Query
3, in total. It was also that the execution time of the Query 1
showed logarithmic growth, and the Query 2 and the Query 3
showed linear growth. The coefficient of determination in these
regressions ranged from 0.94 to 0.97.

No. Summary of query condition Drug data sourcesto resolvethe No. of resolved  Results
expression drug codes
1 Casesfor which drug typesclassified asrenin angiotensininhibitors ATC 476 197,366
were prescribed, and all medications of such drugs. KEGG
MEDIS DRUG
2 Cases for which aleukocyte counts of 3000 or lesswas observed ~ SIDER 2 131 1171
during the medication period of drug types having leukopenia or ATC
neutropenia as adverse events, and all corresponding medications.
KEGG
MEDIS DRUG
3 Cases satisfying the criteriafor impaired glucose tolerance during  USP 78 58
aperiod between theinitia and final medications of atypical antipsy- KEGG
chotic drugs that have a5HT2C or H1 receptor inhibitory effect.
Clinical cases that satisfy the above criteriawithin 60 days of the  MEDIS DRUG

initial medication are excluded.
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Figure 8. The average measured execution times of Queries 1, 2, and 3 obtained through the experiments are shown in a), b), ¢), respectively. In each
subfigure, bar graphs represent the average measured execution times of the two types of query expression with standard errors, and solid or dashed

line represent the approximate average execution times.
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Discussion

Primary Findings

To further improve the usability of EMRS, EMRs need to be
integrated with external data sources that serve as knowledge
resources. Currently, clinical specialists provide and interpret
the knowledge used in making clinical data inquiries and, in
many cases, manually trandate the knowledge into codes of
terminology and describethemin queries. Thisnot only requires
time and increases the number of errors [13,15] but also leads
to the possibility of differing interpretations of coding, resulting
in incompatibility among query results. Semantic Web
technology provides aframework for integrating heterogeneous
data sets using RDF and enables the extraction of data from
multiple endpoints on a network using queries in a uniform
format and standard Web protocols. This makes it possibly not
only to integrate heterogeneous knowledge resources but also
to share publicly available resources as knowledge sources and
to handle highly confidential clinical datawithout compromising
their confidentiality.

We converted drug databases to the Linked Drug Data, used
them asthe knowledge for query expansions, and searched over
the RDF-ized HL7 messages. We showed three queries
illustrated by the queries for drugsincluding renin angiotensin
inhibitors, aswell as more advanced expressions for drugs that
cause leukopenia and also for atypical antipsychotic drugs. We
only show three queries, although, we believe that wider ranges
of queriesare possible by combining four temporal patternsand
various search expressions to identify drugs. These query
expressions require clinical knowledge, and such knowledge
must be supplied from external knowledge sources, as clinica
datado not contain such knowledge. Our query expression used
knowledge of drugs separate from clinical data that exist at a
different endpoint on a network through SPARQL 's federation
query. Thissuggeststhat enhancing knowledge resourceswould
improve the search usability of clinical data and the possibility
to search over clinical data on a shared knowledge basis.

The Query 1 example resulted in 476 drug code types for renin
angiotensin inhibitors. However, in reality, it is unlikely that
one hospital adoptsall types of renin angiotensininhibitors, and
only a few types are actually adopted by any one hospital.
Because different hospitals may adopt different drug types, the
drug codeslisted for one hospital may not apply to another. The
proposed method dynamically resolvesthe expression like"renin
angiotensin inhibitors' using external knowledge resources,
enabling clinical datasearchesusing expressionsat alevel close
to the knowledge without considering specific types of drugs
that different hospitals may adopt. This not only improves the
usability of query expressions for specialists but also suggests
the possibility of reusing queries (ie, using the same query at
multiple hospitals) [34,35].

The Query 2 example showed a use case for ADEs, which used
SIDER 2 to search drugs that potentially cause leukopenia. As
for the database of ADEs itsdlf, there is another publicly
available database named A DEpedia 2.0 that use RxNorm codes
for medications and SNOMED CT or MedDRA codes for
phenotypes related to ADEs [36]. In this database, the

http://medinform.jmir.org/2016/2/e12/
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relationships between the drugs and ADES are represented by
predicates such as 'contraindicated_drug' for information of
contraindications and 'causative_agent of' for adverse drug
effects. Although SIDER 2 and ADEpedia2.0isuseful to search
known rel ationships between the drugs and ADEs, they are not
necessarily enough for ause caseto investigate unknown ADES
that may be discovered from EMR. To enable this, we needed
to complement them by using the different type of drug database.
We showed Query 3 example that make use of the information
of drug class and type of receptor, which are enabled by linking
USP and KEGG. Although this query showsalimited example,
increasing variation of the search expression by using multiple
drug database is assumed to be useful for investigating ADEs,
and in order to do so, it is primarily important that these
databases can be linked each other.

We showed a method for converting RDF data not by selecting
arbitrary elements contained in the HL7 message but by using
all the elements as they are. The reason why is because it was
difficult to specify which elements are necessary for aclinical
study in advance. Asatrade-off, the SPARQL query we showed
may be difficult to describe unless we are familiar with the
specifications of the HL 7 message. The difficulty of describing
this SPARQL query will be summarized in the following three
points. First, when describing the pattern matching of SPARQL,
nesting up to reaching the necessary elements would be
considerably deep. For example, until reaching the drug code,
it isnecessary to passthrough five nodes: RDE_0O11, ORDER,
RXE, RXE.2, and CE.1. For this reason, the user must be
familiar with the structure of the HL 7 message. In order to solve
this problem, it is conceivable to select the elements that are
required for a clinica study from the HL7 message,
reconstructing a simpler model of RDF data composed of only
its elements. To do this, a guideline for which elements should
be converted might be useful, and to make such a guideline, it
is desirable that Health Level Seven and some associations
related to clinical research discuss and select the required
elements necessary for clinical researches in general. Second,
the vocabulary that is reusable to represent the RDF resource
is not used. Some properties such as "patient ID," "birthdate,"
and "gender" shown in Figure 2 might be good to associate them
with the existing vocabul ary that is defined in the ontology such
as foaf and vCard. However, the vocabulary corresponding to
amost al other HL7 elements, including the drug code,
medication dose, unit of the dose, and so on did not exist as far
asweknow. Therefore, in this study, we gave greater importance
to keeping the consistency of the method of converting the HL 7
to RDF by using the names of the tags obtained when converting
the HL7 to XML as the vocabulary rather than reusing only
those few vocabulary. Finally, temporal reasoning isimportant
for investigation for ADES, although, it might be difficult to
writeit against our RDF-ized HL 7 datawith SPARQL . We used
filter-based solution in Queries 2 and 3 to compare the date of
laboratory test results and the date of the medications in order
to be able to consider the causal relationships between them.
We also used subquery solution in Query 3 to identify the first
and the last time of medications of atypical antipsychotic drugs
in order to identify diabetesthat occurred or not occurred during
time frames based on the two time points. Although we showed
these queries as possible as simple, they might be typically
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verbose and difficult towrite. It isconceivablethat using Allen’s
temporal predicates such as "before," "after," and "during” in
the pattern matching of the query [14] is useful to avoid the
SPARQL filter-based comparison of the time. In order to do
that, an interval-based temporal information should be given to
the comparabl e events and they should be connected according
to their relationships when the RDF data are created. 1t might
be also that giving a mark to specific time events such as the
first and the last time of medicationsis useful to identify them
without the subquery solution. These methods make the
description of the query more concise at the expense of
computational complexity at the time of creating RDF data. In
this study, we did not apply these methods because we focused
on using all elementsin HL7 message as they are, it would be
worth to consider to make the expression of temporal reasoning
concise.

Regarding the query execution time, we tested two types of
guery expression for each three query to show the difference of
the execution time between our proposed query expression and
a conventional one. As for the conventional expression, the
number of the drug codes enumerated in each query were 476,
131, and 78, respectively, as shown in Table 3. The advantage
of the proposed query is that the expression is concise and
human readabl e in comparison to the conventional one, and that
allowsidentification of drugs based on the detailed information
rather than the drug codes can be listed. On the other hand, the
disadvantages are that it is inferior in execution time, it takes
approximately 40% to 50% more time than conventional one.
It was also that what kind of drug code will be searched is
unknown until the query is run. These comparative aspects
indicate a trade-off between simplicity of the query expression
and the execution time of the query aswell assearch reliability.
In particular, as it is necessary to separately consider the
reliability of the drug code obtained by the Linked Drug Data,
this can be noted as one of the limitations of this study.

The result of the experiment also showed that the average
execution time of the Query 1 showed logarithmic growth, and
the time of the Queries 2 and 3 showed linear growth with the
coefficient of determination ranged from 0.94 to 0.97. This
indicates that these regressions approximated the query
execution time well. These results might be counterintuitive
especialy in the logarithmic growth in Query 1, athough, it
was assumed to be possible that the logarithmic growth is
consistent with computational complexity of B-Tree indicesis
O(log n), which are used in the RDF database we used. Although
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the result will not be generalized because an execution time of
a query depends on various settings, such as amount of data,
the content of the query, and the kind of the database system,
the execution time of these queries increased with the amount
of datawithout diverging in our experiments.

Limitations

We converted HL 7 messagesto RDF data automatically without
changing the HL7 message structures. This suggests that the
proposed method can be applied not only at the University of
Tokyo Hospital that has adopted SS-MIX2 storage but also at
numerous other hospitals that use HL7 messages. To
demonstrate this, future research is required to verify the
applicability of the proposed method at multiple hospitals. In
addition, we considered adverse events cases in our research,
and thus, it was medication orders and laboratory test results
that were converted to RDF data. However, HL7 messages
contain other typesof clinical data such as patient demographics,
diagnostic disease, and some kind of order information. When
these types of clinical data are converted to RDF data, a wider
variety of query expressions are required to search over the
converted RDF data, and future research should examine such
guery expressions. We have not verified the drugs identified
through our query expansions, nor verified extracted clinical
data against the gold standard, and these are the limitations of
the research.

Conclusions

This study applied Semantic Web technology to use publicly
available drug databases as the knowledge for query expansions
and demonstrated clinical data searchesthrough SPARQL. The
proposed method executed queries with knowledge resources
separate from clinical data, suggesting that enhancing knowledge
resources would improve the usability of clinical data. This
study also converted HL7 messages to RDF data using an
automatic way without modifying the HL7 message structures
and demonstrated searches over the converted RDF data using
SPARQL. This suggests that the proposed method can be
applied not only at the University of Tokyo Hospital that has
adopted SS-M1X2 storage but also at numerous other hospitals
that use HL 7 messages. We have not verified the drugsidentified
through query expansions, nor verified extracted clinical data;
such verifications will be performed in future research. Future
research also includes applying the proposed method at other
hospitals and supporting awider variety of HL7 messages.
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Abstract

Background: Picture archiving and communication system (PACS) is a well-known imaging informatics application in health
care organizations, specifically designed for the radiology department. Health care providers have exhibited willingness toward
evaluating PACS in hospitals to ascertain the critical success and failure of the technology, considering that evaluation isabasic
reguirement.

Objective: This study aimed at evaluating the success of a PACS in a regional teaching hospital of Kuwait, from users
perspectives, using information systems success criteria.

Methods: An in-depth study was conducted by using quantitative and qualitative methods. This mixed-method study was based
on: (1) questionnaires, distributed to all radiologists and technologists and (2) interviews, conducted with PACS administrators.

Results: Inall, 60 questionnaires were received from the respondents. These included 39 radiologists (75% response rate) and
21 technologists (62% response rate), with the results showing almost three-quarters (74%, 44 of 59) of the respondents rating
PACS positively and as user friendly. This study’s findings revealed that the demographic data, including computer experience,
was an insignificant factor, having no influence on the users’ responses. The findings were further substantiated by the
administrators’ interview responses, which supported the benefits of PACS, indicating the need for developing a unified policy
aimed at streamlining and improving the departmental workflow.

Conclusions. The PACS had a positive and productive impact on the radiologists’ and technologists' work performance. They
were endeavoring to resolve current problems while keeping abreast of advances in PACS technology, including teleradiology
and mobile image viewer, which is steadily increasing in usage in the Kuwaiti health system.

(JMIR Med Inform 2016;4(2):€21) doi:10.2196/medinform.5703

KEYWORDS
PACS evaluation; user perspective; 1S success; imaging informatics; radiology
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Introduction

Picture archiving and communication system (PACS) is a
well-known imaging informatics application in health care
organizations, specifically designed for the radiology
department. A PACS could be defined as “an electronic
information system (1S) used to acquire, store, transmit, and
display medical images’ [1]. Using PACS in hospitals has
innumerable benefits at various levels[2]. At the management
level, thistechnol ogy hasdirect implicationsfor cost reduction,
rendering the film production process redundant. At the
departmental level, the technology enhances productivity, as
all tasksare performed digitally and swiftly; at theclinical level,
image interpretation and diagnosis become more precise and
accurate [3]. For these reasons, health care organizations are
increasingly adopting PACS in their clinical radiology
departments, despite the high costs, to benefit from the full
advantages of using the technology. PACSs are currently being
applied in many medical imaging projects around the world,
such as in the United States, the United Kingdom, and Asia.
However, the available literature reveals gaps with regard to
the systems effectiveness and efficiency concerning their
intended use.

The existing literature is abounding with studies evaluating
PACS [4]. However, these evaluations invariably had different
focus and objectives; for instance, there are studies on PACS
before and after the system’s implementation [5], users
satisfaction [6], PACS acceptance [7], cost-effectiveness [8,9],
and the system’s efficiency concerning its use and in saving
time [10]. The most widely used form of PACS evaluation
concernsitsimpact on users [4,11,12].

In PACS research and practice, once the system has been
adopted and implemented, it becomes imperative to evaluate
the technology’s effectiveness within an organization [13]. For
all practical purposes, evaluation could be defined as “the
process of describing the implementation of an information
resource and judging its merits and worth” [14]. IS deployment
may invariably lead to unintended consequences, affecting the
chances of the technology’s success [14]. Several researchers
have, therefore, recommended evaluation studies specially
focused on PACSsto assessitsimpact in clinical practice[4,15].

It is of paramount significance to investigate the success of
PACS, exploring the factors responsible for the success or

Table 1. Mubarak Al-Kabeer teaching hospital’s profile.

Buabbas et al

failure to determine its worth clinically, based on the direct
users of this system.

The conceptual basis of thisstudy isfocused on this: theimpact
of PACS was assessed in aregional hospital in Kuwait based
on specific criteria. The study is the first of itskind in Kuwait,
there being a scarcity of literature in thisfield.

Research Questions

The research questions were specifically as the following: (1)
What impact does the PACS have on the clinical practice of
radiologists and technologists in the radiology department of
Mubarak Al-Kabeer Hospital? (2) Has the use of the PACS
proven successful inimproving the radiology department’ swork
performance?

This study aimed at evaluating the success of the PACS in
clinical practice, in abid to determine the technology’s merits
for radiologists and technologists, including its drawbacks.

Methods

Research Setting

The universe of this study was Mubarak Al-Kabeer Teaching
Hospital, which is 1 of the 5 regional hospitals in the State of
Kuwait. Table 1 presentsthe site’s profile. Thisgeneral hospital
is a University-teaching hospital in Kuwait and was chosen
because it is aways at the forefront of development and
advanced medicine. Therefore, to ensure the full advantage of
the health information system (HIS), the PACS s success heeded
to be verified. The PACS was first introduced in the radiology
department of Mubarak Al-Kabeer Hospital in 2004, marking
the transition of clinical services from a film-based system, to
an electronic-based system. The PACS used is an off-the-shelf,
Oracle-based HIS (GE Centrisity RISi 4.2 plus, GE PACS IW
3.7.3.9 SP 3). The PACS currently has 35 workstations, with a
server capacity of 64 terabytes. Radiologists use the PACS to
view images through the radiology information system (RIS),
which they use to report their cases. The reports generated by
the RIS are then sent to the PACS, through which final reports
can be sent to HIS. The treating physician needs to submit an
access request to see patients' images on the PACS. In June
2013, the PACS software was upgraded, and currently the
systemisfully integrated technically with the RIS and the HIS,
providing the users with a secured system.

Categories No.
Hospital beds 734
Hospitalized patients 21,124
Physicians 559
Radiologists 52
Radiology technologists 34
PACS administrators 5
Average no. of images examined monthly 32,787
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Study Design

An in-depth study was conducted by using quantitative and
qualitative methods. This mixed-method study was based on:
(1) survey questionnaires, which were distributed to gather
information from radiol ogists and technol ogistsin the radiology
department of Mubarak Al-Kabeer Hospital and (2) semi
structured interviews, which were conducted to gather empirical
information from the PACS administrators. Ethical approval
for the study was obtained from the research department of the
Ministry of Health, Kuwait.

To gather the responses of radiologists and technologists
concerning the use of the PACS in their clinical practice, a
validated questionnaire from a previous study was used [16].
The questionnaire was trandated from French into English
through an official tranglation office in Kuwait. The English
version of the questionnaire was pretested with 5 radiologists
and 3 technologiststo ensure the suitability and usability of the
guestions. Accordingly, a number of amendments were made
to the questionnaire. These included excluding questions that
were found to be irrelevant to the technologists' use of the

Textbox 1. Sections of the questionnaire.

Buabbas et al

PACS, which comprised items that focused on retrieving,
displaying, comparing, and manipulating of images, including
confidencelevel. In addition, a7-point Likert scale was changed
to 5 points to make it easier and more familiar for the
respondents.

In this study, evaluating the PACS's success was based on an
integrated multidimensional model, which was constructed from
the model primarily developed by Delone and Mclean [17,18],
and later it was devel oped in which 2 constructs were added to
the model, namely: system continuance intention and
confirmation of expectations [16] (Figure 1).

The questionnaire comprised 7 sections (Textbox 1) for
assessing the users' perspectives on 8 interrelated dimensions
of the PACS success model. These included: (1) perceived
system quality; (2) perceived information quality; (3) perceived
service quality; (4) system usage; (5) user satisfaction; (6)
perceived net benefits; (7) system continuance intention; and
(8) confirmed expectations. The questionnaire was distributed
toal radiologists and radiology technol ogistswho had used the
PACSin their clinical practice for the last 2 years.

Section 1: Quality of PACS

Ease of access and use

« Diversity of functionalities offered by the PACS

« Reliability of the hardware and software

«  PACSintegration and compatibility with the RIS and the HIS
«  Security of the PACS

The datagathered through the questionnaire were complemented
by conducting semi structured interviews with PACS
administratorsto gain an understanding of the prevailing clinical
environment, which entails them communicating with
radiologists, doctors, and technologists, including providing
information technology services and support [19]. Their
experience further enriched the information gathered and the
study’s purpose.

The interviews focus was primarily similar to that of the
guestionnaire: to gain adeeper insight into the response patterns
of the respondents. The interviews were conducted with the
radiology technologists, who are responsible for administering
the PACS and overseeing the RIS operations in the radiology
department.

Figurel. Anintegrated model of picture archiving and communication system (PACS) success.
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Statistical Analysis

Data management, analysis, and graphical presentation were
carried out using the software Statistical Package for the Social
Sciences (SPSS), version 22.0. The questionnaire was eval uated
for internal consistency and reliability, and Cronbach apha
values were estimated for major perspectives by combining the
Likert scale items for specific aspects, including quality,
information, images, technica support and usage, user
satisfaction, and overall opinion on the PACS. The descriptive
statistics analysis generated frequencies and percentagesfor all
the 5-point Likert scale items (1 as lowest or strongly disagree
and 5 as highest or strongly agree) in the questionnaire. The
Likert scale data were also analyzed to find average values for
overall responses and to compare the mean (+standard deviation,
SD) between radiologists and technologists using t tests or
nonparametric Mann-Whitney tests. The quantitative or
continuous variables, age, duration of use (h), and minutes saved
every day werefirst ascertained for normal distribution, applying
the Kolmogorov-Smirnov test and were presented as mean +
SD and range for normally distributed variables and as median,
range and interquartile (1Q) for skewed data. The chi-square or
Fisher exact test was applied to find any association or
significant difference between categorical variables. The
Spearman correlation coefficient (rho) was used to find any
correlations among the number of hours worked, the use of the
PACS, and the minutes saved in daily practice. The 2-tailed
probability value P<.05 was considered statistically significant.

Results

Questionnaires

Respondent Demographics

The study’s overall response rate was 70%: 75% of the
radiologists and 62% of the technologists of the radiology
department. The study had 60 respondents: 39 radiol ogists (mean
age=36x7.5 SD) and 21 technol ogists (mean age = 28+10 SD).
The respondents’ ages varied between 20 and 60 years, with
the majority (85%; 51 of 60) aged younger than 40 years. The
respondents average self-rated level of familiarity with
computers was 4.8 = 1.34 (mean + SD) on ascale of 1-7, and
41% (24 of 59) of the respondents had earlier experience with
PACSs before working at this radiology department.

Evaluation of Different Perspectives on the PACS

The overall responses on different perspectives were analyzed,
and composite reliability and coefficients (Cronbach apha)
were computed and presented in Table 2, along with mean and
range for each perspective. The Cronbach alpha values ranged
between.73 and.96, except for one as shown in in Table 2.

http://medinform.jmir.org/2016/2/e21/
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System quality, images produced, and services, all had high
(>.9) Cronbach aphavalues.

The overall perspectives of users have been presented on the
following aspects:

System Quality

Almost three-quarters (75%; 44 of 59) of the respondents rated
the PACS positively and as user friendly, with a mean of 3.28
(Table 2). Comparatively fewer (64%; 38 of 59) respondents
mentioned some drawbacks of the system, such as it being
temporarily out of service or not working, numerous bugs,
waiting time at the workstations, and the screen quality slowing
PACS use. The magjority (81%; 48 of 59) agreed that the PACS
had improved the quality of servicesat the radiology department
(mean=4.01). However, some suggestions were provided by
respondents (mean=3.57) with regard to the system's
improvement included the provision of more options and
investment in upgrading the visualization equipment (PC
monitors).

I nformation Quality

In all, 90% (53 of 59) agreed that the PACS produced better
and higher-quality information (mean=3.75) that was accurate,
updated, relevant, and timely. The system also provided
complete patient information, including adequate access to
patients' historical data (mean=3.56).

Image Quality

The PACS users were extremely satisfied with regard to the
quality of the images produced, ease of understanding, and
relevance (mean=4.27). They found that the PACS produced

much better images compared with traditional films
(mean=4.33).

Technical Support and Services

The PACS users were quite satisfied with technical support
(mean=3.60) and the reliability, promptness, and dependability
of services.

Use of PACS and Satisfaction

In al, 50% (30 of 60) of the respondents mentioned using the
PACS for more than 30 hours per week (Figure 2), although a
significant difference was found regarding the duration of PACS
use (hoursiweek) between radiologists and technologists
(P<.001). A high level of user satisfaction was shown with
regard to their experience in using the PACS (mean=3.65). The
usage of varioustools, including making changesto the display
format, retrieving and “split screen” to compare images was
found to be quite satisfactory (mean=3.57), especially among
radiologists.
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Figure 2. Respondents’ picture archiving and communication system (PACS) use per week.
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Future Use and Expectationson PACS

In al, 83.9% (mean=3.39) of PACS users mentioned their
expectations better than what they expected originaly and
showed intention to continue using PACS.
Overall Opinionsand Impact of PACS

Based on 21 different statements, 93% (56 of 60) of the PACS
users showed consensus on various aspects of the system’s
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benefits and effectiveness (mean=4.01), and the mean was
significantly higher for technologists as compared with
radiologists (4.22 vs 3.89). Furthermore, the results showed that
80% (48 of 60) of the PACS users reported saving more than
30 minutes of their practice time each day, whereas 38% (23 of
60) mentioned saving more than an hour each day.
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Table 2. PACS users and their responses.

Buabbas et al

User perspectives

of the PACS No. of items Alpha? Mean® Range
Quality

Encouraging features 15 .906 3.284 1.567-4.033

Non encouraging features 5 767 3.000 2.50-3.400
Information

Produce better information 4 .888 3.754 3.650-4.000
Images

Quality of images produced 4 910 4.272 4.183-4.333

Compared to traditiona films 4 .855 4.333 4.100-4.483

Confidence in image quality 2 .875 4.205 4.154-4.256

Data adequacy—access to patient data 2 .808 3.558 3.500-3.617
Technical support

Reliable, prompt services 7 .961 3.598 3.483-3.683
Use of the PACS and satisfaction

Frequency of PACS use 5 .638 3.573 2.583-4.000

User satisfaction 3 .887 3.650 3.533-3.717
Future use of the PACS

Expectations, and continuance of use 3 734 3.3%4 3.233-3.483
Overall opinion and impact of the PACS

Improved quality and services (benefits) 21 919 4.008 3.169-4.390

8Cronbach Alpha: Measure of Internal Consistency Reliability.

BM ean values are based on a5-point Likert scale, with 1 being the lowest and 5 being the highest.

Radiol ogists versus Technol ogists

Table 3 summarizes the comparison between radiol ogists' and
technologists' responses with regard to their perspectives
concerning the PACS. The mean values were significantly
higher for the technol ogists as compared with the radiologists,

http://medinform.jmir.org/2016/2/e21/
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especialy concerning quality, information, patient data,
technical support, and overall opinion on impact of the PACS
(P<.05). Both professionals showed the highest level of
satisfaction (mean >4) with regard to image produced, al so their
overal opinions on PACS demonstrated improved quality and
services (radiologist 3.9 and technologists 4.2).
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Table 3. Radiologists' and technologists' responses.
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User perspectives on the PACS Radiologists (n=39) Technologists (n=21) P vaue
Mean? sD Mean? sD

Quality

Encouraging features 3.109 0.559 3.733 0.528 .006

None encouraging features 3.070 0.693 3.333 0.563 .244
Information

Produce better information 3.539 0.830 4.155 0.886 .007
Images

Quality of images produced 4.188 0.692 4.429 0.598 .186

Compared to traditional films 4.436 0.622 4.143 0.705 .083

Confidence in image qual ityb 4.205 0.704 — — —

Data adequacy—access to patient data 3.295 1.074 4.048 0.879 .005
Technical support

Reliable, prompt services 3.396 1.080 3.973 0.600 .029
Use of the PACS and satisfaction

Frequency of PACS use 3.585 0.760 3.552 0.819 .963

User satisfaction 3.556 0.863 3.825 0.611 144
Future use of the PACS

Expectations and continuance use 3.282 0.867 3.603 0.629 .140
Overall opinion and impact of the PACS

Improved quality and services (benefits) 3.892 0.623 4.218 0.427 .050

3\ean values are based on a 5-point Likert scale, with 1 being the lowest and 5 being the highest.
b Technol ogists were not asked this question, as the decision on image quality lies on radiologists.

In total, 49% (19 of 39) of the radiologists mentioned saving
more than 60 minutes every day, as compared to 19% (4 of 21)
of the technologists (P=.048) (Figure 3).

During using the PACS, both the professional s reported a good
saving intheworking timefor different modalities, though with
much variation (the Kolmogorov—Smirnov tests showed a
skewed distribution), the median and interquartile have been
presented in Figure 4 as box-plot. The maximum number of
minutes saved was 52 minutes (median time) by radiologistsin
magnetic resonance imaging and 50 minutes by technologists
in radiography.

A significant positive correlation was observed between the
number of hours using the PACS and the minutes saved in daily
practice since the introduction of the PACS (r=0.27, P=.037).

The level of prior familiarity with computers was found to be
similar between the radiologists (4.84+1.34 SD) and the
technologists (4.71+1.35 SD) and did not make any significant
difference either in the average duration (hours/week) of

http://medinform.jmir.org/2016/2/e21/

working with the PACS or the time saved (minutes/day) during
practice.

The results of the open-ended questions showed that 24% (9 of
38) of the radiologists and 33% (7 of 21) of the technologists
stated that storing, retrieving, and comparing images were the
most positive elements associated with the use of the PACS.
By contrast, 33% (13 of 39) of the radiologists and 43% (9 of
21) of the technologists stated that frequent glitches were the
most negative element associated with the PACS.

Overall, the study’s findings revealed that both the radiol ogists
and the technologists perceived the adoption of the PACS
positively. The mean scoreswere mostly above 3 or 4 on ascale
of 1-5. The mean scores for image quality and information
produced were 4.3 and 3.8, respectively. The users seemed quite
satisfied with the services and technical support, with a mean
score of 3.6 and showed satisfaction in working with the PACS
(mean=3.65). The PACS users clearly mentioned improved
services and quality since the system came into practice, with
amean score of 4.
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Figure 3. Respondents’ Minutes Saved per Day.
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. and interview sessionswere arranged with the staff during their
I nterviews

The opinions of the PACS administrators were obtained by
using theinterview method, for which a series of semi structured
guestions on specific themes (Textbox 1) provided the basisfor
soliciting information.

At thetime of theinterviews, Mubarak Al-Kabeer Hospital had
5 PACS administrators: For scheduling the interviews, requisite
permission was taken from the head of the radiology department,
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respective work breaks, over a 5-day period. Each interview
session lasted approximately 50 minutes. The interviews were
transcribed, and the responses were coded and analyzed using
thematic analysis.

The interview results showed that all the interviewees had a
BSc degree in radiological sciences, with their ages ranging
between 25 and 35 years, and each having work experience of
2-5 yearsin PACS administration. Of the interviewees, only 3
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had undertaken an introductory training program abroad on
PACS use and management.

Perceived System Quality

The interview responses confirmed that the PACS provided
easy access to authorized users, each with a user identification
(ID) number and password, thereby providing a secured
workspace depending on the user’s position. For instance, a
radiology technologist’s access is limited to only viewing the
reporting screen, with no authorization to change or manipulate
it, thus preserving the data, with no hacking or security problems
ever encountered or reported.

The interviewees unanimously agreed that the PACS was user
friendly and hassle free in its functionality. In one of the
interviewee's words, “We haven't experienced any complaints
from radiologists regarding the clarity of the PACS s features,
or any difficulties in moving between its functions,” further
adding that training in the PACS should be a prerequisite before
its use.

The participants also endorsed the reliability and consistency
of the existing hardware, including computer systems, networks,
and printers, with the software used. The interviews further
revedled that the PACS was fully integrated and compatible

Buabbas et al

with the RIS and the HI'S, although the workflow did not follow
the planned process, as Figure 5 demonstrates. According to
one interviewee, “The real mistakes are not coming from the
PACSbut from humans, so they’ rehuman errors.” Theinterview
responses also highlighted that the problems associated with
PACS integration and compatibility with the RIS and the HIS
were the result of disorganized workflow, as shown in Figure
5.

Figure 5 (above) illustrates the workstations where electronic
registration of patients through the HIS, and the RIS failed due
to receptionist errorssuch as: (1) no dataentry into HIS, manual
registration in the RIS; (2) failure of communication between
the HIS and the RIS, manual registration in the RIS; (3) and
incorrect registration at reception, manual registration in the
RIS (Figure 6).

The manual registration at these 3 workstations resulted in: (1)
alack of direct access to patients’ imaging results through the
HIS; (2) the creation of multiple PACS numbers for the same
patient, making it difficult to retrieve previous reports for
comparison, aswell asthe loss of patient data; and (3) delayed
patient case management due to a failure in the rapid delivery
of results.

Figure5. Workstations where electronic registrations of patients failed through the health information system (HIS) and radiology information system

(RIS).
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Figure 6. Manual registration of patients through the health information system (HIS) and radiology information system (RIS).
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Perceived I nformation Quality

The interviewees agreed that the PACS provided a standard
format for the acquisition of accurate and complete information,
together with images, concerning the patients' medical cases,
including their name, age, gender, national identification
number, medical record number, and medical history. Thelapses
that occurred in the recorded information were attributed to the
registration staff of the diagnostic radiology department because
of their noncompliance to instructions, which resulted in
incomplete data records of patients at the time of registration.

Perceived | mage Quality

Theinterview responsesindicated that one of the main roles of
PACS administrators was to ensure that the images were
transferred and displayed with clarity to facilitate studying and
reporting. The participants further confirmed that “We
experience hangs in the images in PACS, but at an acceptable
rate” and no complaints were mentioned concerning image
mani pulation and management.

Perceived Technical Support Services

Astheinterviewees mentioned, themain I T support isdelivered
through the company that sold the PACS. Thisusually happens
when the PACS administrators face a technical problem that
can only be solved through the main I T support at the company.
Thus, the PACS administrators asked to have some power to
authorize them to solve the technical issueswithin the radiol ogy
department. One of the interviewees stated: “...even when we
want to connect a new printer to the PACS, we have to call the
main IT support to perform this function for us.” However, all
of theinterviewees complimented the I T support servicesat the
company for their prompt responses to any technical issues.

Impact of PACS on Clinical Practice

PACS has an impact on the clinical practice of radiologists and
technologists, as shown in the interviews results

Perceived Net Benefits of the PACS

From the interviews, it was easy to see that the PACS has
increased users' productivity in comparison to the traditional
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filming system by minimizing their effort and time. In addition,
the retaking of images is not required, as the PACS facilitates
image storage and retrieval faster and over alonger period. “We
are happy with the PACS s benefits,” reported one interviewee,
although the system has s owed in speed due to the huge number
of cases, with theintervening procedures passing through severa
modalities, such as computed tomography and magnetic
resonance imaging. There is also the possibility of missed
images, especially concerning unknown IDs, although these
could be traced using the patient’s civil 1D, the patient’s PACS
ID, or the excision ID of images.

User Satisfaction with the PACS

All the interviewees were apparently satisfied with the PACS;
however, the technology-associated problems need to be
addressed to optimize the system’ sversatility and performance.

Opinions on the PACS

Overall, from theinterviews, the responsesrevealed that aslong
as the image is electronically collected, stored, and
communicated to another system successfully, the productively
of work will beincreased, diagnosiswill be precisely performed,
the patient will be treated accurately and quickly, and health
services will be improved.

Expectations of the Current PACS and Future Trends

The interviewees expressed satisfaction in using the PACS
system but also highlighted the need for resolving the current
problems, as well as to keep abreast of the latest advancesin
PACS operations, to meet the growing demands of the Kuwaiti
health system. The emerging requirements for potential trends
inthefuture concern the areas of: (1) teleradiology services (for
radiol ogiststo use the PACS anywhere and anytime); (2) mobile
images viewer for faster accessibility to images; (3) speech
recognition functions; (4) computer-assisted diagnosis (CAD);
(5) advanced training; and (6) recruiting health informatics
graduates to support the PACS administrators.
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Discussion

In general, the study’s findings revealed that the PACS has had
aproductiveimpact on the staff’sclinical practice. Despite some
of the technical limitations of the infrastructure, most of the
respondents rated the system positively and as user friendly.
The findings showed that the technol ogi sts were more satisfied
than the radiologists were with using the PACS. Interestingly,
there was a significant relationship between the perceived
benefits of the PACS and the willingness of users to continue
using it. It was also noteworthy that the problems associated
with the PACS's integration with the RIS were the result of
disorganized workflow.

The results of the study reveaed that the users' demographic
data, including computer experience, had no influence on their
response patterns, being insignificant determinants of their
predilection or preference for the PACSin enhancing their work
efficiency. These findings were consistent with the study’s
resultson PACS acceptance[ 7], but contradicted with the results
of earlier studies that reported the significant influence of age
and gender on users choices concerning information
technology, such as computer use patterns[20,21], particularly
to adopting PACS [3,8].

Per ceptions of PACS Quality, I nformation, I mages,
and Services

The study further revealed that both the radiologists and the
technol ogi sts were satisfied with the quality of information and
images produced and had positive views regarding the use of
this technology. The PACS offered the users with the requisite
information on a medicd case and facilitated the
accomplishment of several functions with efficiency and ease
in producing high-quality images with precision and clarity.
This positive relationship found between users' satisfaction and
quality of information and images, produced by PACS was
consistent with the findings of previous studies [1,22]. The
results of the interviews further complemented these findings,
with no mention of lost images posing amajor problem, dueto
successful image retrieval by PACS administrators.

The study found that the technol ogists were more satisfied than
the radiologists, concerning their current PACS use, attributing
their satisfaction to 2 reasons, which had been confirmed in
previous studies [2,6,23]: the technol ogists achieved their core
objectives of using the PACS, including image access, storage,
and retrieval and (2) the radiologists looked beyond these
featuresfor additional facilitiesand functions, such asthe PACS
being packaged with CAD, teleradiology, or speech recognition
functions. As the radiologists had been using the PACS far
longer than the technologists had, their understanding and
familiarity with the PACS appeared to be relatively higher.

Concerning the quality of the services offered to support PACS
technically, the findings showed that both users were satisfied
with the technical support provided with regard to the
promptness, reliability, and dependability of the services.
However, the results of the interviews revedled that the
radiologists and the technologists encountered organizational
and infrastructure deficiencies. On thetechnical level, therewas
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frequent breakdown of the system during rush hours; and on
organizational level, there was negligence of some receptionists
in recording patients’ information from the RIS to the HIS.
Interestingly, the respondents still showed satisfaction in
confirming the benefits of the PACS over conventional
radiology despite some deficiencies, asreportedly addressed in
previous studies [3,22].

Per ceptions of the PACS's Impact, I ncluding Net
Benefitsand User Satisfaction

Regarding the PACS's net benefits, the findings demonstrated
that both the radiologists and the technologists had used the
PACS to enhance their work productivity with ease due to the
swift storage, retrieval, and transfer of images along with
reports. These findings were consistent with those reported in
previous evaluative studies on the impact of PACS [6,24],
confirming that work productivity in regard to the given effort,
time, and accuracy of reporting, has obviously been improved.
Furthermore, the PACS's benefits were found to have direct
implications for user satisfaction, affecting their continued use
of the PACSin the future[16]. These previous studies concluded
that the more the users agreed with a PACS's effectiveness in
their work, the more they were satisfied and willing to continue
using it. The findings of the interviews further confirmed that
both types of users benefitted from the PACS's advantages,
expressing their readiness toward the technology’s continuous
use while looking ahead for additional functions, without
deficiencies, which coincided with other studies [25-27].

Limitations

(1) This study was limited to radiologists and radiology
technologists and did not involve other health care providers
who are responsible for receiving patients' reports and images.
Hence, there is a need for further research that would
substantiate the study’ sfindings by involving other stakeholders
using the PACS facility, for the purpose of comparing research
outcomes and enhancing the study’s value. (2) The study also
did not include socioeconomic and cultural factors, which are
significant predictorsof IT adoptioninthe Arab world [7,28,29]

in comparison to Western countries. However, the respondents’

willingness to use the PACS was a positive indicator of the
technology’s versatility, efficiency, and continuous use. (3) As
the study was confined to one general hospital in Kuwait, there
is a definitive need for future studies to enhance the study’s
scope by including other hospitalswhere PACSs are being used,
for comparative purposes. (4) The study used specific criteria
in evaluating IS success; hence, there is a need for using
different models and tools for exploring and assessing PACSs
and RISs from different dimensions.

Conclusion

Evaluating the applications of imaging informatics, such as
PACSs, in hospitals is very crucia to ensure the successful
implementation of the applications, to identify the systems
strengths and weaknesses during operation and to provide the
opportunity for further improvements, strengthening the positive
elements and minimizing drawbacks.

The evaluation of the existing PACS at Mubarak Al-Kabeer
teaching hospital led to the successful assessment of the
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technology’s implications, based on which the study’s
conclusions are summarized: (1) the PACS exhibited a positive
impact on the radiol ogists and the technol ogistsin the diagnostic
radiology department, significantly enhancing their work
efficiency and productivity. Therefore, the impact of the
technology was particularly visible in the context of its ability
to store and retrieve images quickly, enabling the users to
accomplish their tasks swiftly. In addition, the system facilitated
the addition of an imageto areport, expediting communication
with another location with a keystroke; (2) the main concern
reported by all the users was the frequent breakdown during
rush hours at busy workstations, dueto infrastructure deficiency;
(3) both the technol ogists and the radiol ogistsindicated the need
for amore-advanced PACS in response to the growing demand
of teleradiology, mobile image viewer, and voice recognition
features; and (4) evaluating PACS's success is hot confined to
thetechnology itself but al so concerns organizational and human
factorsthat could limit the full integration with HIS.

Buabbas et al

Recommendations

To improve the work on the current PACS and overcome the
deficiencies, the following recommendations could be
considered at Mubarak Al-Kabeer general hospital: (1) the need
to enhance the capacity of existing serversto accommodate the
huge amount of data generated from the massive inflow of
patients. (2) The need to develop an internal policy to facilitate
the coordination with the hospital management for organizing
hospital workflow with efficiency. This policy should be
followed carefully by the department staff for achieving thefull
benefits of the PACS's integration with the HIS and the RIS.
(3) The need to offer advanced training courses for fully using
the PACS's functions. (4) The need to look forward for future
trends of PACS, including teleradiology services, mobileimages
viewer, speech recognition functions, and CAD. (5) The need
to hire health informatics specialists for providing the requisite
administrative support on account of their knowledge in the
field.
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Abstract

Background: Wikishave the potential to promote best practicesin health systems by sharing order setswith abroad community
of stakeholders. However, little is known about the impact of using awiki on clinicians’ intention to use wiki-based order sets.

Objective: The aims of this study were: (1) to describe the use of awiki to create structured order sets for a single emergency
department; (2) to evaluate whether the use of this wiki changed emergency physicians’ future intention to use wiki-based order
sets; and (3) to understand the impact of using the wiki on the behavioral determinants for using wiki-based order sets.

Methods: Thiswas a pre/post-intervention mixed-methods study conducted in one hospital in Lévis, Quebec. The intervention
was comprised of receiving access to and being motivated by the department head to use awiki for 6 monthsto create electronic
order setsdesigned to be used in acomputer physician order entry system. Before and after our intervention, we asked participants
to complete apreviously validated questionnaire based on the Theory of Planned Behavior. Our primary outcome wasthe intention
to usewiki-based order setsin clinical practice. We also assessed participants’ attitude, perceived behavioral control, and subjective
norm to use wiki-based order sets. Paired pre- and post-Likert scores were compared using Wilcoxon signed-rank tests. The
post-questionnaire also included open-ended questions concerning participants comments about the wiki, which were then
classified into themes using an existing taxonomy.

Results. Twenty-eight emergency physicians were enrolled in the study (response rate: 100%). Physicians' mean intention to
use awiki-based reminder was 5.42 (SD 1.04) before the intervention, and increased to 5.81 (SD 1.25) on a 7-point Likert scale
(P=.03) after the intervention. Participants attitude towards using a wiki-based order set also increased from 5.07 (SD 0.90) to
5.57 (SD 0.88) (P=.003). Perceived behavioral control and subjective norm did not change. Easier information sharing was the
most frequently positive impact raised. In order of frequency, the three most important facilitators reported were: ease of use,
support from colleagues, and promotion by the departmental head. Although participants did not mention any perceived negative
impacts, they raised the following barriersin order of frequency: poor organization of information, slow computers, and difficult
wiki access.

Conclusions: Emergency physicians' intention and attitude to use wiki-based order sets increased after having access to and

being motivated to use awiki for 6 months. Future studies need to explore if thisincreased intention will tranglate into sustained
actual use and improve patient care. Certain barriers need to be addressed before implementing awiki for use on alarger scale.

(IMIR Med Inform 2016;4(2):€18) doi:10.2196/medinform.4852
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Introduction

Clinical practice does not always reflect best evidence. High
proportions of inappropriate care have been reported in different
health care systems and settings and have a huge impact on both
patient outcomes and health care costs [1]. Information and
communication technologies (ICTs), such as computerized
decision support systems, have been suggested as a possible
solution for improving research uptake and increasing
evidence-based practice[2,3]. However, these systems have yet
to deliver the expected benefits despite the billions of dollars
governments have invested in anticipation of improving care
and reducing costs[4]. Moreover, some health care professionals
have rejected these ICTs on the grounds that they are slow,
incompatible with work processes, difficult to access, costly to
implement, and cannot be adapted to local practices [4-8].
Furthermore, local initiatives to adapt the content of various
clinical decision support systems seem to berestricted toasmall
number of hospitals, and tool s are mostly designed for local use
only [6]. Transfer of these local initiatives to the larger health
care community is often slow and complex. Wikis are an
open-source and low-cost means of accel erating innovation that
could offer asolution to these problems by reducing duplication
of effort, optimizing use of existing resources, and by engaging
local stakeholders[6,9-12].

Wikis are knowledge management platformsthat may empower
stakeholders to implement evidence-based decision support
toolsin different areas of health care[13-15]. A wiki isawebsite
that uses a novel technology to allow people to view and edit
website content, with viewing and editing privileges determined
by various levels of access. Many health organizations have
started using wikis to manage knowledge and coordinate care
[10,16,17].

In emergency departments (EDs), where shift work is prevalent,
getting health care professionalsto collaborate in creating, using,
and updating decision support tools is particularly difficult
[9,13,18]. EDs often trandlate clinical practice guidelinesinto
order sets (ie, predefined groupings of standard medical orders
for acondition, disease, or procedure) to remind their clinicians
about best practice. However, these order sets must be adapted
tolocal practice[19]. A wiki could permit multiple stakeholders
in one or many EDs to collaborate asynchronously in the
updating and creation of order sets, decreasing duplication, and
reducing the time needed [9,11,20]. However, despiteincreasing
evidence supporting the use of wikis in various settings, there
is a lack of knowledge about the impact a wiki has on the
implementation of best practices. Our overarching research
program aims at evaluating the impact of a wiki containing
various order sets on the implementation of best practices in
trauma care [11,12]. However, before we can achieve this, we
must identify the factors influencing professionals’ use of the
wiki [9,20,21] to facilitate its implementation. Many factors
(eg, openness, instant publication, non-monetary incentives,
group affiliation, motivation, strong leadership, active

http://medinform.jmir.org/2016/2/€18/
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decision support tools; health informatics; Theory of Planned

coordination) have been shown to improve contributionsto wiki
projects in other fields such as education [23,24], sociology
[25,26], informatics [27-31], and management [32-34].
However, very few theory-based investigations have been led
inthefield of health careto understand how health professionals
could use wikis' potential to improve collaborative knowledge
implementation in interprofessional settings like EDs
[9,22,35,36]. In addition to the importance of studying how to
get health professionals to contribute to a wiki, it is aso
important to know how to get to use and trust collaboratively
created content. Our hypothesisis that if we can optimize the
clinica use of our wiki by developing a theory-based
intervention that will target the behavioral determinants that
influence wiki use by heslth professionals, we will be capable
of developing an effective and low-cost intervention that will
improve the implementation of best practices in emergency
settings. To test our hypothesis, we wanted to assess the impact
of actually contributing to a wiki on emergency physicians
(EPs) intention and behavioral determinants to using the wiki
in clinical practice. Thus, our objectives were: (1) to describe
the use of awiki to create structured order setsfor asingle ED;
(2) to evaluate whether the use of thiswiki changed emergency
physicians future intention to use wiki-based order sets; and
(3) to understand the impact of using thewiki on the behavioral
determinants to use wiki-based order sets.

Methods

Setting

As of June 2013, the ED at Hétel-Dieu de Lévis (HDL), a
university-affiliated hospital in Lévis, Quebec, was moving into
a newly renovated and much larger Emergency Department

(4625 mcompared to 1387 m?). The ED was also planning an
evolution away from paper-use with a new computer-physician

order entry (CPOE) system (Med-Urge™, MédiaMed
Technologies, Mont-Saint-Hilaire, Québec, Canada). This
system allows local order sets to be entered in the system;
however, it does not have an open collaborative writing
application to help clinicians develop the order sets
collaboratively. Thus, the department head in collaboration with
our research team decided to use a wiki platform (a Google

Sites™ wiki) to create the order sets collaboratively with the
28 EPs in the Emergency Department. This provided the
opportunity to assess EPS' intention to use a wiki-based order
set before and after 6 months of actually using thewiki to create
and edit the order sets for the new CPOE system.

Study Design, Participants Recr uitment, and Baseline
Data Collection

Thisstudy isaprospective pre/post-intervention mixed methods
study among the EPsat HDL. All EPsat HDL were dligibleto
participate except the principal author and the departmental
head (PB). After receiving ethics committee approval in October
2012, we presented the research project to the EPs at HDL at
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their monthly departmental meeting. All eligible participants
were sent an invitation by email to respond to a previously
validated Web-based survey [21]. This questionnaire contained
an HTML link to a 6-minute YouTube video [9,21] depicting
aphysician using awiki-based order set for the management of
severe traumatic brain injury victims in the ED. Participants
had to view this video before responding to the questionnaire.
The video alowed participants to understand all the small

implicit lead-in behaviors necessary to using awiki-based order
set in clinical practice (eg, logging onto the Internet, using a
keyboard to typein the search termsto find the wiki-based order
set, checking off the appropriate prescriptions suggested by the
wiki-based order set). After viewing the video, the questionnaire,
based on the Theory of Planned Behavior (TPB) [37], contained
55 items that measured the direct and indirect TPB constructs
(intention, attitude, subjective norm, perceived behavior control,
behavioral beliefs, control beliefs, and normative beliefs)
including 10 sociodemographic items. The TPB iswell known
for its application to the study of health care professionals

behaviors [38,39]. Furthermore, the TPB questionnaire used
for this survey has been formally validated for the behavior
being studied in this study and has adequate test-retest reliability
(Multimedia Appendix 1) [21]. Participants who preferred a
paper-based questionnaire were sent a paper copy of the survey
and an email containing the HTML link to the YouTube video.
The video was also presented during the monthly departmental

meeting in October 2012. After theinitial invitation, participants
received two reminders at two-week intervalsto respond to the
guestionnaire between October and November 2012.

Intervention

The intervention consisted of making the Google Sites wiki
available to all 28 EPs at HDL and receiving the instructions
from the departmental head to use the wiki to create a series of
order sets that would be transferred to the new CPOE system
in June 2013. In December of 2012, the department head
presented a brief overview of Google Sites' functionalities to
the EPs at the monthly departmental meeting where al EPs
were invited to attend. Google Sites was presented as the wiki
platform that would be used to create the different order sets
for the Department. Google Sites is a structured wiki- and
web-creation tool offered by Google as part of the Google Apps
for Work productivity suite. Google Sites allows anyone to
create a team-oriented website where multiple people can
collaborate and share files. We chose Google Sites because it
was free (with amaximum of 100 MB of storage), easy to use,
and most members of our ED already had Gmail accounts and
were accustomed to using Google applications such as Google
Docs. The advantages to using Google Sites were that we did
not need users to know HTML or any wiki markup language
and many different Webpage templ ates existed. The possibility
to manage three different levels of user access was aso an
interesting feature that influenced our choice to use Google
Sites. Thesethree levels of permissions are: Owner, Editor, and
Viewer. Owners have full permissions to modify design and
content of the entire Google Site, whereas editors cannot change
the design of the site. Viewers can only view the site and are
not permitted to make any changes to text or otherwise. All the
participants in this study were given editor-level access.

http://medinform.jmir.org/2016/2/€18/
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Additional guidance regarding the stepsinvolved for editing an
order set were presented in person and on the home page of the
wiki.

A Google Sites wiki page, caled “Urgence HDL
Informatisation” [40], was created and then presented to the
group. This Google Sites wiki was created to contain
collaboratively created order sets (written in French) and
information related to the Department’s transition towards the
new CPOE system. The departmental head then asked all
members to design at least one order set and then to review
those made by their colleagues. The departmental head asked
members to accomplish these tasks as part of their mandatory
departmental responsibilities without any additional form of
remuneration. An initial list of order set titles was created by
the departmental head based on alist of the most frequent ED
reasons for consulting the ED (eg, chest pain, gastroenteritis,
sepsis). Members of the Department could also add to this list
with their own order set topics. After thismeeting, the EPs used
thewiki to create and edit order setsfor 6 monthsin preparation
of their use of the new CPOE in June 2013. From December
2012 to May 2013, the departmental head reminded members
at each monthly meeting to completetheir wiki-based order set.
All ED physicians had editing privileges during the duration of
thistrial. Although accessto reading wiki content was available
to anyone with the HTML link, wiki editing and pagesrevision
history was only available to wiki editors. Once al members
had compl eted their order sets, we systematically peer-reviewed
them during a Department meeting and further improved them
before the department head conducted a final review before
exporting them manually into the new CPOE system by copying
and pasting content into the new CPOE system. Participants
were also encouraged by the departmental head to ask questions
and add comments during or after meetings using the discussion
thread function linked to each Google Sites page. Although our
Google Sites wiki was planned to remain available after the
study, it was only created for the purpose of this study and to
create the order sets for the new CPOE system.

The purpose of getting emergency physicians to contribute
content to this Google Sites wiki was to allow them to get to
know how a wiki works and how its content is created
collaboratively. As previously explained in the introduction,
we wanted to explore the impact of this intervention on
emergency physicians futureintention to usethewiki toinform
decison-making in clinical practice. Even though our
intervention is focused on “contributing to a wiki”, it is
important to understand that our pre and post-questionnaires
only focused on participants' intention “to use a wiki-based
order set” in clinical practice.

Outcomes and Post-I nter vention Data Collection

The primary outcome measured following thisintervention was
theintention to use the wiki-based order set inaclinical context.
Other secondary outcomes were also measured using our TPB
guestionnaire: attitude, perceived behavioral control, subjective
norm, and the indirect TPB constructs (behavioral beliefs,
control beliefs, and normative beliefs). We also used Google

Analytics™ to collect daily wiki usage statistics. These statistics
were only available after the wiki was launched. The
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post-intervention questionnaire included open-ended questions
to better understand participant’s positive and negative views
about using the wiki. We also asked participants to make
suggestions to improve the wiki. Again, both Web-based and
paper-based versions were available, but participants were not
asked to view the video prior to completing the post-intervention
guestionnaire.

Data Analysis

We imported data from completed Survey Monkey
guestionnairesinto an Excel spread sheet aswell asdaily usage
statistics from Google Analytics. We compared the means,
medians, interquartile ranges, and confidenceintervalsfor each
pre- and post- intervention question. Considering our small
sample size, we conducted Wilcoxon signed-rank tests for
continuous variables. We conducted a post-hoc analysis to
compare the demographic characteristics and the measured
behavioral determinants of participants who reported using the
wiki during the 6-months study. For any missing datafor single
guestionnaire items, we imputed the average of the other items
measuring the same construct only if data was available from
aminimum of two other items. A biostatistician performed the
statistical analyses using SAS version 9.3 (SAS Insgtitute Inc,
Cary, NC, USA).

Table 1. Characteristics of participating emergency physicians (EPs).

Archambault et al

Two research assistants independently analyzed answers to
open-ended questions by classifying the content by theme using
two previously developed taxonomies (ie, positive/negative
impacts, barriers/facilitators) [13]. They classified answers as
a perceived positive and/or negative impact when a participant
claimed that using the wiki had an impact on a clinical process
or a clinical outcome. They classified answers as
barriers/facilitators when the idea expressed by the participant
wasabarrier or facilitator to using thewiki. They then classified
the comments in each theme by frequency of reporting.

Results

Participant Characteristics

Twenty-eight EPs from HDL completed both questionnaires,
for a response rate of 100%. As seen in Table 1 , most
participants were mid-career, male physicians with emergency
medicine certification issued by the College of Family
Physicians of Canada. Collaborative writing applications
reported as having been previously used for personal reasons
were: Wikipedia and Google Docs. One physician reported
having previously edited a document using a collaborative
writing application, specifically Google Docs. Other tools that
clinicians mentioned as being used frequently were Dropbox
and Evernote.

Variables EPs (n=28)
Age (years)

Mean (SD) 40.7 (7.4)

Median (IQR) 41 (35-47)
Gender, n (%)

Femae 7 (25%)

Male 21 (75%)
Emergency medicine certification, n (%)

Royal College of Physicians and Surgeons of Canada 7 (25%)

College of Family Physicians of Canada 21 (75%)
Previous professional use of awiki, n (%) 7 (25%)
Previous personal use of awiki, n (%) 19 (68%)
Previous editing of awiki, n (%) 1 (3.5%)

Order Sets Developed

During the 6-month study, the wiki was used to create 68 order
sets for a variety of conditions seen in the ED in the fields of
anesthesia and critical care (n=9), neurology (n=9),
gynecol ogy-obstetrics (n=6), psychiatry (n=6), cardiology (n=5),
pediatrics (n=5), trauma (n=4), rheumatology (n=4),
ophthalmol ogy/otorhinolaryngology (n=4), infectious diseases
(n=4), gastroenterology (n=3), geriatrics (n=3), respirology
(n=2), orthopedics (n=2), and hematology/oncology (n=2). A
completelist of these order setsisavailable from the wiki itself
[40Q]. In all, 15/28 (54%) participants created at least one order
set and 13/28 (46%) did not create any (median of 0.5 order set

http://medinform.jmir.org/2016/2/€18/

per participant). The three most productive participants created
more than 15 order sets each.

Post-I ntervention I ntention to Use Wiki-Based Order
Sets

After 6 months of using the wiki to create order sets, participants
were asked to respond to the post-intervention questionnaire on
May 12, 2013 and the last participant responded on May 30,
2013. EPs' intentions to use a wiki-based order set to promote
best practicesin EDsincreased from 5.42 to 5.81 on the Likert
scale, representing a0.39 point increase (P=.03) (Table 2). This
difference in mean Likert scores is likely not to be clinically
significant being that it is below the threshold of a 0.6 point
increase (half of the standard deviation in our sample). Among
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al the other direct and indirect TPB constructs, we aso found
that attitude and normative beliefs increased after the
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intervention. Finally, none of the constructs were negatively
influenced by our intervention.

Table 2. Pre- versus post- intervention measurement of Theory of Planned Behavior constructs (measured on a 7-point Likert scale).

Constructs Pre-intervention Post-intervention P
Mean (SD) Median Mean (SD) Median
Intention 5.42 (1.04) 5.33 5.81 (1.25) 6.00 .03
Perceived behavioral control 5.46 (1.06) 5.67 5.80 (1.28) 6.00 12
Subjective norm 4.21(1.28) 433 458 (0.93) 467 .08
Attitude 5.07 (0.90) 5.00 5.57 (0.88) 5.75 .003
Normative beliefs 5.17 (0.96) 5.18 5.74 (0.75) 5.86 <.001
Control beliefs (facilitators) 6.49 (0.63) 6.64 6.68 (0.36) 6.82 a7
Control beliefs (barriers) 3.77 (1.33) 3.90 3.95(1.18) 4.10 40
Behavioral beliefs 6.00 (0.73) 6.13 6.20 (0.66) 6.31 13

Data on Use of the Wiki

Once all participants had replied to our pre-intervention survey
in November 2012, participants were given access to use the
wiki starting in December 2012. The last participant receiving
access to the wiki was on January 14, 2013. It was not until
February 2013 that we created a Google Analytics account to
monitor its ongoing use. With the usage data available (Figure
1), we observe that more sustai ned use began between February
2to March 2. Then, its use increased over the period of March
12 to 19. There was a further increase of visits between the
30"May and the 9"of June. Monthly departmental meetings
were held on February 13, March 13, April 10, May 15, and
June 12 (indicated by narrow arrows on Figure 1) during which
the departmental head reminded the participants to contribute

to the wiki. On June 5, the wiki experienced its greatest use
with 17 visits. On this day, a simulation was held to practice
using the new ED infrastructures including the new CPOE
system (bold arrow in Figure 1). The new ED officially opened
on June 17, 2013.

On average, thewiki was used 1.9 times per day by 54% (15/28)
of the participants. Although there was atrend for non-usersto
be older, male, specidized EPs, there were no statistically
significant differences between wiki users and non-users
(Multimedia Appendix 2). Six participants used the discussion
thread function to add comments to different wiki pages. This
included one participant who made comments on 46 different
order sets. The content of these comments concerned dosing of
medications, suggestions to improve the order sets and ideas
for other order sets.

Figure 1. Number of wiki sessions per day between February 1 and June 25, 2013 (narrow arrows. monthly departmental meetings; bold arrow:

simulation in new ED).

18 7

16

B =
N &~
L

i
o
L

Number of sessions

Number of wiki sessions per day

N~ ES [} o
L L L L
——\ &

¥

Number of sessions

http://medinform.jmir.org/2016/2/€18/

RenderX

JMIR Med Inform 2016 | val. 4 | iss. 2 |18 | p.153
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR MEDICAL INFORMATICS

Qualitative Comments About the Wiki

The most frequently mentioned positive perceived impact was
that the wiki facilitated information and knowledge sharing
(n=3) (Table 3). There were no negative perceived impacts
mentioned. However, many different barriers were mentioned
(Table 4). Thetop three barriers reported were: the organization
of information needed to improve (n=7), the computers used
were slow (n=6), and that accessto the wiki was difficult (n=5).
Even though restricted access was mentioned as a barrier to

Table 3. Perceived positive impacts about using the wiki-based order sets.

Archambault et al

using our wiki, 4 participants al so mentioned the opposite view
that having an open access wiki would be apotential barrier for
future clinical use. Although the wiki was consulted 23 times
using an iPad, 16 times by an iPhone, and once by a Motorola
XT720 MOTOROI device, there were no comments about
difficult access using mobile devices. The most frequently
reported facilitators to using the wiki were the wiki’s ease of
use (n=5), the support and promotion by colleagues (n=3), and
also the administrative support (n=2) (Table 5).

a

Perceived positive impact n
Information and knowledge sharing 3
Feedback (eg, “enables feedback from my colleagues’) 3
Standardization of practices 2
Better accessto information 1

@nh=the number of single mentions by participants of each positive impact. Nine participants made comments about the wiki’s perceived positiveimpact

on their online survey.

Table 4. Barriersto using the wiki-based order sets.

Barriers

>

Organization of information (eg, “layout and visual presentation”)
Material resources - Slow speed of computers

Materia resources (access to wiki)

Open access wiki (eg, “possibility that anyone can modify content”)
Lack of webmetric tool to present recent changes

Time constraints to edit

Lack of familiarity with the wiki (ie, need to learn how to use the platform)

I = NN S, B~ SN

8n=the number of single mentions by participants of each barrier. Eight participants made comments about barriersto wiki use in their online survey.

Table5. Facilitators to using the wiki-based order sets.

Facilitators

Ease of use

Support and promation by colleagues
Administrative/organizationa support (eg, “department head”)
Motivation to contribute consistent with clinical needs
Awareness of the existence of the wiki

Triability (eg, “trying the platform alone”)

Easy access

Incentives (eg, “ use made mandatory”)?

Appearance of wiki

L S S

[y

8This facilitator was not described in the taxonomy used; n=the number of single mentions by participants of each facilitator. Eleven participants made

comments about facilitators for wiki use in their online survey.
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Discussion

Principal Findings

Using a previously validated theory-based questionnaire, we
determined that using awiki to construct a series of order sets
during a 6-month period increased the intention of using such
a Web-based tool. Moreover, we also demonstrated that a wiki
could be used to construct order sets in a single Emergency
Department with 54% of our participants contributing at least
one order set to thewiki during our study. Intention among EPs
to use a wiki-based reminder increased by 0.39 points on a
7-point Likert scale (P=.03) after having accessto the wiki for
aperiod of 6 months. Thisincreasewasnot clinically significant
based on our cut-off for clinical significance (<0.6 points on
our 7-point Likert scale) [41]. For the other TPB constructs, our
intervention increased the attitude towards using a wiki-based
order set to promote best practices. Interestingly, al these
increases occurred even if the initia levels of intention and
attitude were high.

We dso identified specific aspects of the complex task of
accessing and using awiki that inform on improvements to be
made and appreciated qualities to be maintained. For example,
accessto editing wiki content needs be controlled, but this needs
to be balanced with better access to viewing wiki content (ie,
better bedside access). Layout of information and computer
performance need to be improved. Having the support and
leadership from the departmental head was noted as an important
facilitator for any future implementation. This support was
instrumental to manage our wiki platform as our departmental
head used monthly departmental meetings to stimulate
collaborative writing periods among ED memberswith varying
levels of comfort with wikis and technology in generd. In this
respect, the Google Sites wiki was perceived as easy to use,
easy to access (eg, using mobile devices) and triable. These
results lead us to the following observations.

To our knowledge, this study is the first to evaluate the effect
of using a wiki on EPS behavioral determinants of using
wiki-based order sets to promote best practices. Other authors
have used the Technology Assessment Model to explore how
hedlth professional s use and contribute to social mediain general
to sharemedical knowledge with other physiciansin the medical
community at one point in time[22]. Kohli et al [42] evaluated
the use of a wiki for document sharing among residents in
radiology and their contribution to updating and editing the
wiki, but did not use any theoretical framework to assess the
impact of this intervention on behaviora determinants. In
contrast, our study measured the change in intention over time
and provided an understanding about how our intervention acted
on the behavioral determinants.

Although our intervention was not specifically designed to
address any of the theoretical socia cognitive determinants of
the TPB, it did have a positive impact on three of these
determinants (intention, attitude, and normative beliefs). Using
intervention mapping [43] or the Theoreticadl Domains
Framework [44,45], future theory-based interventions could be
built to specifically address certain cognitive determinants.

http://medinform.jmir.org/2016/2/€18/
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In particular, social norm and control beliefs were the lowest
among the TPB constructs and we would need to specifically
design an intervention targeting these constructs in a larger
study. Even though the social norm construct did not increase
significantly, the normative beliefs construct did increase
significantly, meaning that our intervention had some social
effect. By acting with the support of the departmental head and
asking different colleaguesto support each other and collaborate
in creating their wiki order sets, we possibly unwillingly acted
on certain normative beliefs. Surprisingly, none of the qualitative
comments analyzed mentioned a negative referent that could
be atarget for afuture intervention.

Although our participants high previous personal and
professional use of wikisdid not seemto influencetheir 6-month
use of our wiki, other authors have previously shown the
importance of past behavior/habit in predicting behavior among
health professionals [46,47]. Habit creation supported by
remindersto use thewiki at our monthly departmental meetings
likely increased reported 6-month use and future intention to
usethewiki. Thisalso resulted in arelatively high contribution
rate with 54% of our participants contributing at least one order
set to the wiki during our study. Although this contribution rate
was unequally distributed among our participants (with some
participants contributing many order sets and others not
contributing any), this contribution rate is higher than
contribution rates (3-22%) reported in other studies[36,48] and
represents an increase compared to participants’ self-reported
baseline contribution rate prior to starting this study (3.5%).
The mere measurement effect must also be considered as a
potential explanation for the increase in intention, use, and
contribution rate [49].

Limitations

Our study has somelimitations. First, our sample of EPsat HDL
may not represent the beliefs of EPs elsewhere. In particular,
EPsin our samplereported lower prior wiki usefor professional

purposes than reported in a recent scoping review of wiki use
in health care [13]. This review identified studies reporting a
range of usage rates ranging from 55% for consultants and 80%
for junior physicians [48,50]. Moreover, the socia cognitive
determinants of our study population may have been influenced
by the fact that the study was being carried out in their hospital

aswell ashy their proximity to theresearch physicianscarrying
out the study. The EPswere a so aware that the ED was evolving
away from paper use and were therefore possibly moreinclined
to use awiki than physicians working in a paper-based center.

Second, we did not adjust our significance level for multiple
comparisons. Rothman argues that not making adjustments for
multiple comparisons leads to fewer errors of interpretation
when the data under evaluation are not random numbers but
actual observations on nature [51]. Furthermore, scientists
should not be reluctant to explore leads that may turn out to be
wrong because they might miss possibly important findings
[52]. For this reason, further studies will still be needed to
confirm our findings.

Third, our use of the TPB limits our capability to directly assess
the importance of environmental factors such as organizational
readiness for change. The use of the Theoretica Domains
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Framework to inform our theory-based intervention could
correct this[53,54].

Fourth, our questionnaire did not measure the determinants of
contributing to the wiki, in addition to consulting it. By
definition, awiki is aproduct of its users and remains relevant
only if its users continue to update it and create new content.
Getting experts and other members of a wide community to
contribute to a collaborative writing project is a difficult task
and a theory-based approach will be needed to stimulate and
promote thisbehavior [18,36,55]. Several further behaviorswill
need to be studied in the future, but we chose the one we felt
to be the most important (using the wiki).

Fifth, our study did not evaluate the quality of the order sets
created. Although all order sets were peer-reviewed by our
departmental head and reviewed by all participants during our
monthly departmental meetings, future studies will need to
explore how to measure the quality of order setsand how awiki
collaborative writing platform can contribute to improving the
quality of order sets currently in clinical use.

Finally, our use of Google Siteswill potentially limit the future
expansion of our wiki content and its integration into other
health information technology to support clinical
decision-making. Even though our content is free and
open-source, the platform itself is not open-source meaning we
cannot modify the wiki programming to integrate it directly
into our CPOE, which was not an open-source program either.
Therefore, there still remains agap between the collaboratively
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created order setsin our wiki and their actual clinical use. Future
explorations of completely open-source solutions and
open-source CPOE could help solve this problem [11,56].

Future Studies

Future studieswill aso haveto try to determine what represents
aclinically significant increase of intention to use awiki-based
reminder. Moreover, rigorously designed implementation studies
with larger samples are needed to determine the impact of
wiki-use in trauma care. Better understanding of the impact of
editing and using a wiki on the behavioral determinants for
future wiki-use will also be important to explore in order to
develop a sustainable and scalable knowledge trandation
intervention. Future studies also need to investigate how a
collaborative writing platform can be used to produce
high-quality evidence-based order setsand better integrate these
collaboratively created order sets into CPOE systems that are
more responsive and adaptive to local clinical needs.

Conclusion

Using wiki-based order sets in trauma care for the promotion
of best practices seems possible given that EPs intentions
increased through its use. However, the clinical impact of this
novel intervention remainsto be verified using arigorous study
design with a larger population. Further development of our
wiki will also need to consider the different barriers and
facilitators identified by our usersto build a highly usable and
reliable evidence-based clinical resource.

France Légaré holds the Canada Research Chair in the Implementation of Shared Decision Making in Primary Care. Patrick
Archambault holds a Junior 1 Career Scientist award from FRQS (24856). Funding for this study was provided by a Canadian
Health Services Research Foundation (now the Canadian Foundation for Healthcare Improvement) grant (reference number:
PDA 1850), a Fonds de Recherche Québec Santé Etablissement de jeune chercheur grant (24856), a Garneau CEGEP summer
research elective grant, and a Knowledge Trandation Canada Seed Grant. It was also supported by a Centre intégré de santé et
de services sociaux de Chaudiére-Appal aches research grant. The funding bodies did not play any rolein the design, collection,
analysis, or interpretation of data; in the writing of the manuscript; or in the decision to submit the manuscript for publication.
We would like to thank Simon Rioux and Susie Gagnon for their support in various phases of this project. We would also like
to thank Stéphane Turcotte for conducting the statistical analysisand Sandra Owensfor editing our manuscript. Finally, wewould
like to thank all the emergency physicians at the Centre intégré de santé et de services sociaux de Chaudiére-Appalachesin Lévis
who generously took the time to participate in the study.

Conflictsof I nterest
None declared.

Multimedia Appendix 1
Theory of planned behavior questionnaire.

[PDFE File (Adobe PDF File), 393KB - medinform_v4i2e18 appl.pdf ]

Multimedia Appendix 2
Comparison of wiki users and non-users at 6 months.

[PDE File (Adobe PDF File), 59KB - medinform_v4i2e18 app2.pdf ]

References

http://medinform.jmir.org/2016/2/€18/ JMIR Med Inform 2016 | val. 4 | iss. 2 |e18 | p.156

(page number not for citation purposes)


medinform_v4i2e18_app1.pdf
medinform_v4i2e18_app1.pdf
medinform_v4i2e18_app2.pdf
medinform_v4i2e18_app2.pdf
http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR MEDICAL INFORMATICS Archambault et al

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

Grol R, Grimshaw J. From best evidence to best practice: effective implementation of changein patients' care. Lancet 2003
Oct 11;362(9391):1225-1230. [doi: 10.1016/S0140-6736(03)14546-1] [Medline: 14568747]

Holroyd BR, Bullard MJ, Graham Timothy A D, Rowe BH. Decision support technology in knowledge translation. Acad
Emerg Med 2007 Nov;14(11):942-948. [doi: 10.1197/j.aem.2007.06.023] [Medline: 17766733]

SahotaN, Lloyd R, Ramakrishna A, Mackay JA, Prorok JC, Weise-Kelly L, CCDSS Systematic Review Team. Computerized
clinical decision support systems for acute care management: a decision-maker-researcher partnership systematic review
of effectson process of care and patient outcomes. Implement Sci 2011;6:91 [FREE Full text] [doi: 10.1186/1748-5908-6-91]
[Medline: 21824385]

Black A, Car J, Pagliari C, Anandan C, Cresswell K, Bokun T, et al. The impact of eHealth on the quality and safety of
health care: a systematic overview. PLoS Med 2011;8(1):€1000387 [FREE Full text] [doi: 10.1371/journal .pmed.1000387]
[Medline: 21267058]

Berner ES. Clinical Decision Support Systems: State of the Art URL: http://healthit.ahrg.gov/sites/defaul t/files/docs/page/
09-0069-EF_1.pdf [accessed 2013-09-15] [WebCite Cache ID 6fwV 5IHfb]

Wright A, Bates DW, Middleton B, Hongsermeier T, Kashyap V, Thomas SM, et a. Creating and sharing clinical decision
support content with Web 2.0: 1ssues and examples. J Biomed Inform 2009 Apr;42(2):334-346 [FREE Full text] [doi:
10.1016/}.jbi.2008.09.003] [Medline: 18935982]

Weingart SN, Toth M, Sands DZ, Aronson MD, Davis RB, Phillips RS. Physicians' decisions to override computerized
drug alertsin primary care. Arch Intern Med 2003 Nov 24;163(21):2625-2631. [doi: 10.1001/archinte.163.21.2625] [Medline:
14638563]

Chan J, ShojaniaKG, Easty AC, Etchells EE. Does user-centred design affect the efficiency, usability and safety of CPOE
order sets? JAm Med Inform Assoc 2011 May 1;18(3):276-281 [FREE Full text] [doi: 10.1136/amiajnl-2010-000026]
[Medline: 21486886]

Archambault PM, Bilodeau A, Gagnon M, Aubin K, Lavoie A, Lapointe J, et al. Health care professionals' beliefs about
using wiki-based reminders to promote best practicesin trauma care. JMed Internet Res 2012;14(2):e49 [EREE Full text]
[doi: 10.2196/jmir.1983] [Medline: 22515985]

Theal J, Protti D. CPOE with evidence-based clinical decision support improves patient outcomes: the journey to date for
a Canadian hospital. Healthc Q 2014;17(1):24-29. [Medline: 24844717)

Archambault P, Turgeon A, Witteman H, Lauzier F, Moore L, Lamontagne F, van de Belt Tom H, Gragjales 11 Francisco
Jose, Canadian Critical Care Trias Group. Implementation and Evaluation of a Wiki Involving Multiple Stakeholders
Including Patients in the Promotion of Best Practicesin Trauma Care: The WikiTrauma Interrupted Time Series Protocol.
JMIR Res Protoc 2015;4(1):e21 [FREE Full text] [doi: 10.2196/resprot.4024] [Medline: 25699546]

Archambault P, van de Belt T, Faber M, Plaisance A, Kuziemsky C, Gagnon M, et a. Cochrane Database Syst Rev.
Collaborative writing applications in healthcare: effects on professional practice and healthcare outcomes (Protocol) URL:
http://onlinelibrary.wiley.com/doi/10.1002/14651858.CD011388/abstract ?systemM essage=
Wiley+OnlinetLibrary+will+bet+unavail ablet+for+up+to+3+hourst+on+Saturday+19th+March+2016+from++11%3A00-
14%3A 00+GM T +%2F+07%3A 00-10% 3A00+EDT +%2F+19%3A 00-22%3A 00+ SGT +for+essent [ accessed 2016-03-12]
[WebCite Cache ID 6fwVNI9rX]

Archambault PM, van de Belt Tom H, Grajales FJ, Faber MJ, Kuziemsky CE, Gagnon S, Nelen WillianneL D M, Kremer
Jan A M, et a. Wikis and collaborative writing applicationsin health care: a scoping review. J Med Internet Res 2013
Oct;15(10):€210 [FREE Full text] [doi: 10.2196/jmir.2787] [Medline: 24103318]

Brulet A, Llorca G, Letrilliart L. Medical Wikis Dedicated to Clinical Practice: A Systematic Review. JMed Internet Res
2015;17(2):e48 [FREE Full text] [doi: 10.2196/jmir.3574] [Medline: 25700482]

Heilman JM, Kemmann E, Bonert M, Chatterjee A, Ragar B, Beards GM, de Wolff Jacob F, et a. Wikipedia: akey tool
for global public health promotion. JMed Internet Res 2011;13(1):e14 [FREE Full text] [doi: 10.2196/jmir.1589] [Medline:
21282098]

Meenan C, King A, Toland C, Daly M, Nagy P. Use of awiki asaradiology departmental knowledge management system.
JDigit Imaging 2010 Apr;23(2):142-151 [FREE Full text] [doi: 10.1007/s10278-009-9180-1] [Medline: 19184221]

YuR, Crotty B. Journal of Hospital Medicine. Grapevine, TX: Society of Hospital Medicine. Research, Innovations, Clinical
Vignettes Competition; May, 2011; Resort and Convention Center; 2011. Wikis to better manage shared informationin a
hospitalist group URL: http://www.shmabstracts.com/abstract/
wikis-to-better-manage-shared-information-in-a-hospitalist-group/ [accessed 2016-04-29] [WebCite Cache D 6h94mQCV1]
Riley J, McGowan M, Rozmovits L. Exploring the value of technology to stimulate interprofessional discussion and
education: a needs assessment of emergency medicine professionals. JMed Internet Res Internet 2014 [FREE Full text]
[doi: 10.2196/jmir.3482]

Graham ID, Logan J, Harrison MB, Straus SE, Tetroe J, Caswell W, et a. Lost in knowledge trandation: time for a map?
J Contin Educ Health Prof 2006;26(1):13-24. [doi: 10.1002/chp.47] [Medline: 16557505]

Archambault P, Légaré F, Lavoie A, Gagnon M, Lapointe J, St-Jacques S. Healthcare professionals' intentions to use
wiki-based remindersto promote best practicesin traumacare: asurvey protocol. Implement Sci Internet 2010 [FREE Full
text] [doi: 10.1186/1748-5908-5-45]

http://medinform.jmir.org/2016/2/€18/ JMIR Med Inform 2016 | val. 4 | iss. 2 |18 | p.157

(page number not for citation purposes)


http://dx.doi.org/10.1016/S0140-6736(03)14546-1
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=14568747&dopt=Abstract
http://dx.doi.org/10.1197/j.aem.2007.06.023
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=17766733&dopt=Abstract
http://www.implementationscience.com/content/6//91
http://dx.doi.org/10.1186/1748-5908-6-91
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=21824385&dopt=Abstract
http://dx.plos.org/10.1371/journal.pmed.1000387
http://dx.doi.org/10.1371/journal.pmed.1000387
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=21267058&dopt=Abstract
http://healthit.ahrq.gov/sites/default/files/docs/page/09-0069-EF_1.pdf
http://healthit.ahrq.gov/sites/default/files/docs/page/09-0069-EF_1.pdf
http://www.webcitation.org/6fwV5IHfb
http://linkinghub.elsevier.com/retrieve/pii/S1532-0464(08)00125-1
http://dx.doi.org/10.1016/j.jbi.2008.09.003
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=18935982&dopt=Abstract
http://dx.doi.org/10.1001/archinte.163.21.2625
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=14638563&dopt=Abstract
http://jamia.oxfordjournals.org/cgi/pmidlookup?view=long&pmid=21486886
http://dx.doi.org/10.1136/amiajnl-2010-000026
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=21486886&dopt=Abstract
http://www.jmir.org/2012/2/e49/
http://dx.doi.org/10.2196/jmir.1983
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=22515985&dopt=Abstract
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24844717&dopt=Abstract
http://www.researchprotocols.org/2015/1/e21/
http://dx.doi.org/10.2196/resprot.4024
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25699546&dopt=Abstract
http://onlinelibrary.wiley.com/doi/10.1002/14651858.CD011388/abstract?systemMessage=Wiley+Online+Library+will+be+unavailable+for+up+to+3+hours+on+Saturday+19th+March+2016+from++ 11%3A00-14%3A00+GMT+%2F+07%3A00-10%3A00+EDT+%2F+19%3A00-22%3A00+SGT+for+essent
http://onlinelibrary.wiley.com/doi/10.1002/14651858.CD011388/abstract?systemMessage=Wiley+Online+Library+will+be+unavailable+for+up+to+3+hours+on+Saturday+19th+March+2016+from++ 11%3A00-14%3A00+GMT+%2F+07%3A00-10%3A00+EDT+%2F+19%3A00-22%3A00+SGT+for+essent
http://onlinelibrary.wiley.com/doi/10.1002/14651858.CD011388/abstract?systemMessage=Wiley+Online+Library+will+be+unavailable+for+up+to+3+hours+on+Saturday+19th+March+2016+from++ 11%3A00-14%3A00+GMT+%2F+07%3A00-10%3A00+EDT+%2F+19%3A00-22%3A00+SGT+for+essent
http://www.webcitation.org/6fwVNI9rX
http://www.jmir.org/2013/10/e210/
http://dx.doi.org/10.2196/jmir.2787
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24103318&dopt=Abstract
http://www.jmir.org/2015/2/e48/
http://dx.doi.org/10.2196/jmir.3574
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25700482&dopt=Abstract
https://en.wikipedia.org/wiki/PubMed_Identifier
http://dx.doi.org/10.2196/jmir.1589
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=21282098&dopt=Abstract
http://europepmc.org/abstract/MED/19184221
http://dx.doi.org/10.1007/s10278-009-9180-1
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=19184221&dopt=Abstract
http://www.shmabstracts.com/abstract/wikis-to-better-manage-shared-information-in-a-hospitalist-group/
http://www.shmabstracts.com/abstract/wikis-to-better-manage-shared-information-in-a-hospitalist-group/
http://www.webcitation.org/6h94mQCVI
http://www.pubmedcentral.nih.gov/articlerender.fcgi?artid=4115260&tool=pmcentrez&rendertype=abstract
http://dx.doi.org/10.2196/jmir.3482
http://dx.doi.org/10.1002/chp.47
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=16557505&dopt=Abstract
http://www.pubmedcentral.nih.gov/articlerender.fcgi?artid=2900219&tool=pmcentrez&rendertype=abstract
http://www.pubmedcentral.nih.gov/articlerender.fcgi?artid=2900219&tool=pmcentrez&rendertype=abstract
http://dx.doi.org/10.1186/1748-5908-5-45
http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR MEDICAL INFORMATICS Archambault et al

21.

22.

23.

24,

25.

26.

27.

28.

29.

30.

31.

32.

33.

35.

36.

37.

38.

39.

40.

41.

42.

43.

Archambault PM, Gagnon S, Gagnon M, Turcotte S, Lapointe J, Fleet R, et al. Devel opment and validation of questionnaires
exploring health care professionals intention to use wiki-based reminders to promote best practicesin trauma. IMIR Res
Protoc 2014;3(3):e50 [FREE Full text] [doi: 10.2196/resprot.3762] [Medline: 25281856]

McGowan BS, Wasko M, Vartabedian BS, Miller RS, Freiherr DD, Abdolrasulnia M. Understanding the factors that
influence the adoption and meaningful use of social media by physicians to share medical information. JMed Internet Res
2012;14(5):e117 [FREE Full text] [doi: 10.2196/jmir.2138] [Medline: 23006336]

West J, West M. Using wikis for online collaboration: the power of the read-write web. San Francisco, CA: Jossey-Bass,
2009.

Karasavvidis|. Wiki usesin higher education: exploring barriers to successful implementation. Interactive Learning
Environments 2010 Sep;18(3):219-231. [doi: 10.1080/10494820.2010.500514]

Weinberger D. Everything is miscellaneous: the power of the new digital disorder. United States: Henry Holt & Company;
2008.

Zhang X, Zhu F. Work Inf Syst Econ (WISE), Chicago, IL Internet. Intrinsic Motivation of Open Content Contributions:
The Case of Wikipedia URL: http://digital.mit.edu/wise2006/papers/3A-1 wise?2006.pdf [accessed 2016-03-12] [WebCite
Cache ID 6fwWENJDp]

Cheshire C, Antin J. The socia psychological effects of feedback on the production of Internet information pools. JComput
Commun 2008;13(3):705-727. [doi: 10.1111/j.1083-6101.2008.00416.X]

Cheshire C, Antin J. None of usisaslazy asall of us. Information, Communication & Society 2010 Jun;13(4):537-555.
[doi: 10.1080/13691181003639858]

CressU, Kimmerle J. A systemic and cognitive view on collaborative knowledge building with wikis. Computer Supported
Learning 2008 Jan 10;3(2):105-122. [doi: 10.1007/s11412-007-9035-7]

YatesD, Wagner C, Majchrzak A. Factors affecting shapers of organizational wikis. J. Am. Soc. Inf. Sci 2010;61(3):543-544.
[doi: 10.1002/asi.21266]

Vroom R, Vossen L, Geers A. World Acad Sci Eng Technol 57. 2009. Aspects to Motivate users of a Design Engineering
Wiki to Share their Knowledge URL : http://waset.org/publications/9326/

aspects-to-motivate-users-of -a-desi gn-engineering-wiki-to-share-their-knowl edge [ accessed 2016-04-29] [WebCite Cache
ID 6h97yXkpZ]

Tapscott D, Williams A. Wikinomics: How Mass Collaboration Changes Everything. New York: Portfolio: Portfolio Trade;
2008.

Varga-Atkins T, Prescott D, Dangerfield P. Cyber Behavior with Wikis. In: Encycl Cyber Behav. Pennsylvania, United
States: 1GI Global; 2012.

Okoli C, Mehdi M, Mesgari M, Nielsen F, Lanaméki A. Soc Sci Res Netw Internet. The people's encyclopedia under the
gaze of the sages: A systematic review of scholarly research on Wikipedia URL: http://papers.ssrn.com/sol 3/papers.
cfm?abstract id=2021326 [accessed 2013-05-05] [WebCite Cache ID 6GOK23n44]

Archambault P. WikiBuild: anew application to support patient and health care professional involvement in the devel opment
of patient support tools. JMed Internet Res 2011;13(4):€114 [FREE Full text] [doi: 10.2196/jmir.1961] [Medline: 22155746]
Archambault PM, Thanh J, Blouin D, Gagnon S, Poitras J, Fountain R, van de Belt Tom H, et a. Emergency medicine
residents’ beliefs about contributing to an online collaborative slideshow. CJEM 2015 Jul;17(4):374-386. [doi:
10.1017/cem.2014.49] [Medline: 26134054]

Ajzen |. Attitudes, personality and behavior. In: Attitudes, personality and behavior. Maidenhead: Open University Press;
2005.

Godin G, Boyer R, Duval B, Fortin C, Nadeau D. Understanding physicians decision to perform aclinical examination on
an HIV seropositive patient. Med Care 1992 Mar;30(3):199-207. [Medline: 1538608]

Gagnon M, Godin G, Gagné C, Fortin J, Lamothe L, Reinharz D, et a. An adaptation of thetheory of interpersonal behaviour
to the study of telemedicine adoption by physicians. Int JMed Inform 2003 Sep;71(2-3):103-115. [Medline: 14519403]
Beaupré P, Archambault P. cited. 2015 Jun 14. Urgence HDL Informatisation Internet URL : https://sites.google.com/site/
urgencehdlinformatisation/ [accessed 2015-06-14] [WebCite Cache ID 6ZGuUcsAUT]

Norman GR, Sloan JA, Wyrwich KW. I nterpretation of changesin health-related quality of life: the remarkabl e universality
of half astandard deviation. Med Care 2003 May;41(5):582-592. [doi: 10.1097/01.M L R.0000062554.74615.4C] [Medline:
12719681]

Kohli MD, Bradshaw JK. What is awiki, and how can it be used in resident education? J Digit Imaging 2011
Feb;24(1):170-175 [FREE Full text] [doi: 10.1007/s10278-010-9292-7] [Medline: 20386950]

Bartholomew LK, Parcel GS, Kok G. Intervention mapping: a process for developing theory- and evidence-based health
education programs. Health Educ Behav 1998 Oct;25(5):545-563. [Medline: 9768376]

Michie S, Johnston M, Francis J, Hardeman W, Eccles M. From Theory to Intervention: Mapping Theoretically Derived
Behavioural Determinants to Behaviour Change Techniques. Appl Psychol Internet 2008 [FREE Full text] [doi:

10.1111/j.1464-0597.2008.00341.X]

http://medinform.jmir.org/2016/2/€18/ JMIR Med Inform 2016 | val. 4 | iss. 2 |e18 | p.158

(page number not for citation purposes)


http://www.researchprotocols.org/2014/3/e50/
http://dx.doi.org/10.2196/resprot.3762
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25281856&dopt=Abstract
http://www.jmir.org/2012/5/e117/
http://dx.doi.org/10.2196/jmir.2138
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=23006336&dopt=Abstract
http://dx.doi.org/10.1080/10494820.2010.500514
http://digital.mit.edu/wise2006/papers/3A-1_wise2006.pdf
http://www.webcitation.org/6fwWENJDp
http://www.webcitation.org/6fwWENJDp
http://dx.doi.org/10.1111/j.1083-6101.2008.00416.x
http://dx.doi.org/10.1080/13691181003639858
http://dx.doi.org/10.1007/s11412-007-9035-z
http://dx.doi.org/10.1002/asi.21266
http://waset.org/publications/9326/aspects-to-motivate-users-of-a-design-engineering-wiki-to-share-their-knowledge
http://waset.org/publications/9326/aspects-to-motivate-users-of-a-design-engineering-wiki-to-share-their-knowledge
http://www.webcitation.org/6h97yXkpZ
http://www.webcitation.org/6h97yXkpZ
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2021326
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2021326
http://www.webcitation.org/6GOK23n4a
http://www.jmir.org/2011/4/e114/
http://dx.doi.org/10.2196/jmir.1961
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=22155746&dopt=Abstract
http://dx.doi.org/10.1017/cem.2014.49
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26134054&dopt=Abstract
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=1538608&dopt=Abstract
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=14519403&dopt=Abstract
https://sites.google.com/site/urgencehdlinformatisation/
https://sites.google.com/site/urgencehdlinformatisation/
http://www.webcitation.org/6ZGucsAUT
http://dx.doi.org/10.1097/01.MLR.0000062554.74615.4C
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=12719681&dopt=Abstract
http://europepmc.org/abstract/MED/20386950
http://dx.doi.org/10.1007/s10278-010-9292-7
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=20386950&dopt=Abstract
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=9768376&dopt=Abstract
http://doi.wiley.com/10.1111/j.1464-0597.2008.00341.x
http://dx.doi.org/10.1111/j.1464-0597.2008.00341.x
http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR MEDICAL INFORMATICS Archambault et al

45,

46.

47.

48.

49,

50.

51.
52.

53.

55.

56.

French S, Green S, O'Connor DA, McKenzie J, Francis J, Michie S, et al. Devel oping theory-informed behaviour change
interventions to implement evidence into practice: a systematic approach using the Theoretical Domains Framework.
Implement Sci 2012;7:38 [FREE Full text] [doi: 10.1186/1748-5908-7-38] [Medline: 22531013]

Godin G, Bélanger-Gravel A, Eccles M, Grimshaw J. Healthcare professionals' intentions and behaviours: a systematic
review of studiesbased on socia cognitivetheories. Implement Sci 2008;3:36 [FREE Full text] [doi: 10.1186/1748-5908-3-36]
[Medline: 18631386]

Nilsen P, Roback K, Brostrdm A, Ellstrom PE. Creatures of habit: accounting for the role of habit in implementation
research on clinical behaviour change. Implement Sci 2012;7:53 [FREE Full text] [doi: 10.1186/1748-5908-7-53] [Medline:
22682656]

Hughes B, Joshi |, Lemonde H, Wareham J. Junior physician's use of Web 2.0 for information seeking and medical education:
aqualitative study. Int JMed Inform 2009 Oct; 78(10):645-655. [doi: 10.1016/}.ijmedinf.2009.04.008] [Medline: 19501017]
Godin G, Sheeran B, Conner M, Germain M. Asking questions changes behavior: mere measurement effects on frequency
of blood donation. Health Psychol 2008 Mar;27(2):179-184. [doi: 10.1037/0278-6133.27.2.179] [Medline: 18377136]
Brokowski L, Sheehan AH. Evaluation of pharmacist use and perception of Wikipedia as a drug information resource. Ann
Pharmacother 2009 Nov;43(11):1912-1913. [doi: 10.1345/aph.1M 340] [Medline: 19843833]

Rothman K J. No adjustments are needed for multiple comparisons. Epidemiology 1990 Jan;1(1):43-46. [Medline: 2081237]
Perneger TV. What's wrong with Bonferroni adjustments. BMJ 1998 Apr 18;316(7139):1236-1238 [FREE Full text]
[Medline: 9553006]

Huijg J, Gebhardt WA, Crone M, Dusseldorp E, Presseau J. Discriminant content validity of atheoretical domainsframework
guestionnaire for useinimplementation research. Implement Sci 2014;9:11 [FREE Full text] [doi: 10.1186/1748-5908-9-11]
[Medline: 24423394]

Michie S, Johnston M, Abraham C, Lawton R, Parker D, Walker A, "Psychological Theory" Group. Making psychological
theory useful for implementing evidence based practice: aconsensus approach. Qual Saf Health Care 2005 Feb;14(1):26-33
[FREE Full text] [doi: 10.1136/gshc.2004.011155] [Medline: 15692000]

Archambault PM, Blouin D, Poitras J, Fountain R, Fleet R, Bilodeau A, et al. Emergency medicine residents beliefs about
contributing to aGoogle Docs presentation: asurvey protocol. Inform Prim Care 2011;19(4):207-216. [Medline: 22828575]
Windle J, Van-Milligan G, Duffy S, McClay J, Campbell J. Web-based physician order entry: an open source solution with
broad physician involvement. AMIA Annu Symp Proc 2003:724-727 [EREE Full text] [Medline: 14728268]

Abbreviations

CPOE: computer-physician order entry

ED: emergency department

EP: emergency physician

HDL: Hétel-Dieu de Lévis

HTML: Hyper Text Markup Language

I CT: information and communication technologies
TPB: Theory of Planned Behavior

Edited by P Bamidis; submitted 26.06.15; peer-reviewed by A Brulet, J Kimmerle; comments to author 21.07.15; revised version
received 12.03.16; accepted 03.04.16; published 17.05.16.

Please cite as:

Archambault PM, Beaupré P, Bégin L, Dupuis A, Coté M, Légaré F

Impact of Implementing a Wki to Develop Sructured Electronic Order Sets on Physicians' Intention to Use Wiki-Based Order Sets
JMIR Med Inform 2016;4(2):€18

URL: http://medinform.jmir.org/2016/2/e18/

doi: 10.2196/medinform.4852

PMID: 27189046

©Patrick Michel Archambault, Pierre Beaupré, Laura Bégin, Audrey Dupuis, Mario Coté, France Légaré. Originally published
in IMIR Medical Informatics (http://medinform.jmir.org), 17.05.2016. Thisis an open-access article distributed under the terms
of the Creative Commons Attribution License (http://creativecommons.org/licenses/by/2.0/), which permits unrestricted use,
distribution, and reproduction in any medium, provided the origina work, first published in IMIR Medical Informatics, is properly
cited. The complete hibliographic information, a link to the original publication on http://medinform.jmir.org/, as well as this
copyright and license information must be included.

http://medinform.jmir.org/2016/2/€18/ JMIR Med Inform 2016 | val. 4 | iss. 2 |e18 | p.159

(page number not for citation purposes)


http://implementationscience.biomedcentral.com/articles/10.1186/1748-5908-7-38
http://dx.doi.org/10.1186/1748-5908-7-38
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=22531013&dopt=Abstract
http://implementationscience.biomedcentral.com/articles/10.1186/1748-5908-3-36
http://dx.doi.org/10.1186/1748-5908-3-36
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=18631386&dopt=Abstract
http://implementationscience.biomedcentral.com/articles/10.1186/1748-5908-7-53
http://dx.doi.org/10.1186/1748-5908-7-53
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=22682656&dopt=Abstract
http://dx.doi.org/10.1016/j.ijmedinf.2009.04.008
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=19501017&dopt=Abstract
http://dx.doi.org/10.1037/0278-6133.27.2.179
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=18377136&dopt=Abstract
http://dx.doi.org/10.1345/aph.1M340
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=19843833&dopt=Abstract
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=2081237&dopt=Abstract
http://europepmc.org/abstract/MED/9553006
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=9553006&dopt=Abstract
http://implementationscience.biomedcentral.com/articles/10.1186/1748-5908-9-11
http://dx.doi.org/10.1186/1748-5908-9-11
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24423394&dopt=Abstract
http://qhc.bmj.com/cgi/pmidlookup?view=long&pmid=15692000
http://dx.doi.org/10.1136/qshc.2004.011155
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=15692000&dopt=Abstract
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=22828575&dopt=Abstract
http://europepmc.org/abstract/MED/14728268
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=14728268&dopt=Abstract
http://medinform.jmir.org/2016/2/e18/
http://dx.doi.org/10.2196/medinform.4852
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27189046&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/

Publisher:

JMIR Publications

130 Queens Quay East.
Toronto, ON, M5A 3Y5
Phone: (+1) 416-583-2040

Email: support@jmir.org

https://www.jmirpublications.com/

RenderX


mailto:support@jmir.org
http://www.w3.org/Style/XSL
http://www.renderx.com/

